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I. INTRODUCTION 

A. Qualifications and Purpose of this Report 

1. My name is Debra J. Aron.  I am a Vice President at Charles River Associates (“CRA”).  

CRA is an international consulting and expert services firm that provides, among other 

services, economic expertise for litigation, regulatory proceedings, policy debates, and 

business strategies.   

2. I make this declaration in support of comments submitted by Huawei Technologies Co., Ltd. 

(“Huawei”) and Huawei Technologies USA, Inc. (“Huawei Technologies USA”) in response 

to a Report and Order, Further Notice of Proposed Rulemaking, and Order released by the 

Federal Communications Commission (“FCC”) on November 26, 2019 (hereafter, “2019 

Security R&O”). 1   In this Order, the FCC designated Huawei, along with its parents, 

affiliates, and subsidiaries, as a covered company whose services and equipment may not be 

purchased or obtained using Universal Service Fund (“USF”) funds (hereafter, the “initial 

designation”).2,3 

3. I previously submitted an expert report in WC Docket No. 18-89 dated October 7, 2019.4  

My initial report provided analysis of the economic effects of excluding Huawei from the 

U.S. market for radio access network (“RAN”) equipment.  Since I submitted my report, the 

                                                 
1 Report and Order, Further Notice of Proposed Rulemaking, and Order, In the Matter of Protecting Against 

National Security Threats to the Communications Supply Chain Through FCC Programs, Huawei Designation, 

ZTE Designation et al., Before the Federal Communications Commission, WC Docket 18-89 et al., FCC 19-121 

(Released: November 26, 2019). 
2 The USF is a mechanism through which the FCC makes access to “rapid, efficient, Nation-wide, and world-wide 

wire and radio communication service with adequate facilities at reasonable charges” available to all people in 

the United States.  The FCC distributes USF through four programs: (1) the high cost program; (2) the Lifeline 

program; (3) the rural health care program; and (4) the E-Rate program.  See 2019 Security R&O, ¶ 22.   
3 The FCC also initially designated ZTE Corporation (“ZTE”) as a covered company for purposes of this rule.  2019 

Security R&O, ¶¶ 2, 26, 27, and 39. 
4 Dr. Debra J. Aron, “The Impact on the U.S. Economy of Excluding Huawei from Participation in the U.S. Market 

for Wireless Network Equipment,” Expert Report, October 7, 2019 (hereafter, 10/07/2019 Aron Report), 

submitted as Attachment 1 to Written Ex Parte Submission of Huawei Technologies Co., Ltd., and Huawei 

Technologies USA, Inc., In the Matter of Protecting Against National Security Threats to the Communications 

Supply Chain Through FCC Programs, Before the Federal Communications Commission, WC Docket 18-89 

(November 14, 2019). 
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Federal Communications Commission (“FCC”) issued the 2019 Security R&O.5  I have been  

asked by Huawei in this supplemental report to respond to certain arguments and analyses, 

including the cost-benefit analysis for the initial designation, provided by the FCC in the 

2019 Security R&O related to the anticipated economic implications of the FCC’s proposal 

to prohibit the use of Universal Service Fund (“USF”) funds “to purchase or obtain any 

equipment or services produced or provided” by Huawei.6   

4. In the 2019 Security R&O, the FCC included a section entitled Further Notice of Proposed 

Rulemaking in which it proposed to incorporate an additional requirement that the receipt of 

any USF support be conditioned on the agreement of Eligible Telecommunications Carriers 

(“ETCs”) to not use communications equipment or services from covered companies within 

a period of time designated by the FCC (hereafter, the “augmented proposed policy”).7  The 

FCC provided a cost-benefit analysis of this augmented proposed policy,8 and I have been 

asked by Huawei to provide my opinion on the assumptions and methodology that the FCC 

utilized to quantify the costs and benefits of its augmented proposed policy.  The FCC has 

also responded to some aspects of my initial report, and I have been asked by Huawei to 

review the arguments and analyses provided by the FCC in its response and respond to them. 

5. My professional qualifications are further detailed in my curriculum vitae, which is attached 

as Exhibit I to this report. 

B. Summary of Conclusions 

6. The FCC intends that this initial designation will protect U.S. communications networks 

from potential security threats.9  The FCC provides several justifications for this initial 

designation.  First, the FCC argues that restricting vendors such as Huawei and ZTE, that 

allegedly receive financial support from the Chinese government, would unleash competition 

                                                 
5 2019 Security R&O. 
6 2019 Security R&O, ¶ 2.  I understand that although the FCC initially designated Huawei, along with its parents, 

affiliates, and subsidiaries, as a covered company, Huawei Technologies USA is the only Huawei affiliate 

authorized to sell telecommunications infrastructure products and services in the United States.  See Declaration 

of Thomas Dowding, ¶ 11 and fn. 2. 
7 2019 Security R&O, ¶ 122. 
8 2019 Security R&O, Section IV.B. 
9 2019 Security R&O, ¶ 2. 
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from “more-trusted, higher-quality” vendors in the long run, thus benefiting the public.10  

Second, the FCC argues that Huawei “desire[s]” to be an end-to-end provider of network 

solutions and seeks to limit diversity in equipment, which in turn poses a threat to the security 

of U.S. communications networks.11   Third, the FCC asserts that Huawei’s equipment is low 

quality and thus excluding it would benefit competition.12  Fourth, the FCC argues that the 

sizes of Huawei and ZTE create a unique security concern.13  The FCC’s arguments are 

inconsistent with the market realities, which I explain in this report. 

7. I explain in Section II that, despite the fact that Huawei’s presence has been limited in the 

United States since its entry in 2008, the purported “unleashing” of competition has not 

occurred.  The entry barriers that explain the observed competitive stagnation indicate that 

near-term future entry or invigorated competition from sources other than the covered 

companies is unlikely.  I also discuss the potential for entry via new technologies such as 

virtualized RAN (“vRAN”), concluding that these technologies are not yet sufficiently 

mature to overcome the delaying effects of excluding Huawei from the U.S. on 5G 

deployment. 

8. Section III explains that Huawei’s efforts to provide end-to-end solutions are consistent with 

the goals and efforts of its major competitors and that end-to-end network solutions in 

telecommunications, like in other markets, provide value to customers without necessitating 

a limit on diversity of equipment and without favoring one supplier over the others. 

9. In my initial report I provided extensive evidence of the high quality of Huawei’s equipment. 

In Section IV of this report I provide additional evidence that has arisen since I submitted 

that report.  Consistent with my initial report, Huawei’s 5G RAN portfolio continues to be 

ranked higher on metrics of technical performance, breadth, and ease of installation, among 

others, than the 5G RAN portfolios of its competitors.  

                                                 
10 2019 Security R&O, ¶ 30. 
11 2019 Security R&O, ¶ 56. 
12 2019 Security R&O, ¶ 30.   
13 2019 Security R&O, ¶ 45. 



  

 

 

 

Page 4 of 50 

       

  

 
  

10. Section V explains that the FCC’s argument that the sizes of Huawei and ZTE create a unique 

security threat does not withstand simple logical scrutiny because Huawei and ZTE are 

neither larger than their competitors nor similar in size to each other. 

11. In Section VI of this report, I explain the flaws in the FCC’s commentary on my analysis.  

The FCC has adopted an unduly and improperly narrow perspective, ignoring the context of 

the overall efforts of the U.S. government to exclude Huawei from the U.S. market, which 

led to the reluctance of major (and non-major) U.S. carriers to use Huawei equipment.  The 

evidence indicates that if Huawei were not restricted in the United States, at least some of 

the major U.S. carriers would use Huawei equipment in their U.S. networks, and that the 

prices the major carriers pay for 5G equipment have already been, and will continue to be, 

elevated as a result of Huawei’s exclusion.  Moreover, the FCC has overlooked the fact that 

5G networks will not be deployed nationwide by only the four major U.S. carriers.  Smaller 

facilities-based wireless carriers that receive universal service fund (“USF”) support and use 

Huawei equipment in their networks will also deploy 5G networks and would face higher 

prices for 5G equipment, and their ability to deploy advanced services in rural territories 

would be negatively affected by the FCC’s initial designation.  Indeed, the FCC’s assertion 

that its initial designation would facilitate continued U.S. leadership in 5G is counterfactual.  

The evidence shows that the United States already lags behind South Korea in 5G 

deployment and performance of 5G networks, and the United States also lags behind China 

in at least 5G deployment. 

12. In Sections VII and VIII of this report, I analyze the cost-benefit analyses provided by the 

FCC for its initial designation and its augmented proposed policy.  In my opinion, the FCC 

did not make a serious attempt to quantify either the costs or the benefits of the proposed 

policies, and its analyses suffer from numerous inadequacies that invalidate their 

conclusions. 

II. THE FCC’S HYPOTHESIS THAT EXCLUDING HUAWEI FROM THE U.S. 

MARKET WOULD “UNLEASH” COMPETITION IN THE LONG RUN IS 

INCONSISTENT WITH THE FACTS AND BASIC ECONOMICS 

13. The FCC asserts in the 2019 Security R&O that:  
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To the extent that certain vendors are able to offer lower prices for 

their equipment or services due to subsidization from foreign 

governments that pose a national security threat, restricting federal 

funding to those vendors should unleash competition from more-

trusted, higher-quality suppliers in the long run, resulting in 

significant public interest benefits.14 

14. I have not studied and do not offer an opinion as to whether Huawei receives financial 

support from the Chinese government, nor the extent to which that support, if it exists, 

impacts the pricing of Huawei’s equipment or services.  I note that as an economic matter, 

however, the extent, if any, to which government funds received by an international company 

affect the ability of other companies to compete depends on two factors: first, the support, if 

any, received by the other suppliers with whom the supported company competes from their 

governments (or other sources), and, second, the relative technical efficiencies of all of the 

competing companies. 15   The FCC has offered no analysis that compares the relative 

efficiencies of Huawei or any other RAN supplier, nor any assessment of whether the other 

relevant RAN suppliers discussed in my initial report,16 all of whom are foreign companies, 

may also receive such support.17 

15. In addition, as a general economic matter, when the United States does not have a domestic 

industry in the relevant market, the beneficiaries of a foreign company that receives 

government support in selling a product into the United States are U.S. customers.18  In that 

instance, receipt of support monies from a foreign government is a partial transfer of wealth 

                                                 
14 2019 Security R&O, ¶ 30. 
15 See, for example, Philippe Kohler, and Michael O. Moore. "Domestic welfare effects of foreign strategic trade 

policies." Journal of Economic Integration (2003), p. 584. 
16 These RAN suppliers are Telefonaktiebolaget LM Ericsson (“Ericsson”), Nokia Corporation (“Nokia”), Samsung 

Electronics Co., Ltd. (“Samsung”), and ZTE.  10/07/2019 Aron Report, ¶ 86. 
17 I am aware that Professor Wei Jiang of Columbia University has studied government support received by Huawei 

and concluded that “[t]he level of support that Huawei receives from government programs does not differ 

materially from the types and levels of support received from government programs by Huawei’s major 

competitors” and that “[e]ven assuming that the FCC’s assertion that Huawei receives ‘favorable subsidies’ 

were true (which I do not believe to be true), the amount of the alleged support received is not material to 

Huawei’s cost structure and financial performance.”  See Expert Report of Wei Jiang, Ph.D., Before the Federal 

Communications Commission, In the Matter of Huawei Designation, PS Docket No. 19-351, February 3, 2020, 

¶ 15. 
18 According to economists Krugman, Obstfeld, and Melitz, “Subsidies to exports of things the United States 

imports helps us, while tariffs against U.S. exports hurts us.”  Paul Krugman, Maurice Obstfeld, and Marc 

Melitz, INTERNATIONAL TRADE: THEORY AND POLICY, 11th ed., Global ed. (Harlow, England: 

Pearson, 2018), p. 163. 
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from the foreign government to U.S. customers.  If Huawei were permitted to sell RAN 

equipment in the United States, and assuming for the sake of argument that those sales were 

financed in part by the Chinese government and also assuming that this hypothetical support 

resulted in Huawei offering lower prices for its products and services, the beneficiaries would 

be the U.S. wireless carriers that purchase RAN products from Huawei.  To the extent that 

U.S. wireless carriers pass along cost reductions to their customers, U.S. wireless customers 

would also be beneficiaries.   

16. Financial support from  foreign governments, to the extent it is opposed, is typically opposed 

on the grounds that it disadvantages the ability of U.S. companies to compete.19  There are 

currently, however, no U.S. companies that have material revenue share in the U.S. market 

for RAN equipment20 and, as I will discuss below, there appears to be no realistic possibility 

of U.S. companies entering and/or operating in the market for RAN equipment at the scale 

necessary and in the timeframe necessary to avoid the substantial losses in GDP that would 

result from delaying U.S. deployment of 5G, as I quantified in my initial report.21  Moreover, 

the FCC’s speculation that restricting the use of USF funds to purchase Huawei (and ZTE) 

equipment and services, thereby restricting the ability of Huawei (and ZTE) to offer RAN 

equipment in the United States, will unleash competition “in the long run” is inconsistent 

with the observed facts of the market.   

A. There Are High Barriers to Entry in the Market for RAN Equipment, 

Making New Entry in this Market Unlikely 

17. As I explained in my initial report, Huawei’s presence has long been severely limited in the 

United States and the data show that, unlike in the rest of the world, the U.S. RAN equipment 

                                                 
19 Paul Krugman, Maurice Obstfeld, and Marc Melitz, INTERNATIONAL TRADE: THEORY AND POLICY, 11th 

ed., Global ed. (Harlow, England: Pearson, 2018), p. 163. 
20 Airspan is the only U.S.-based company that Dell’Oro Group identified as a supplier of RAN equipment in the 

United States, and its revenue share in the North American RAN equipment market in 2018 was negligible.  See 

“About Airspan: A multi-award-winning 4G & 5G network densification solution provider,” Airspan, at 

https://www.airspan.com/about-airspan/.  Revenue shares in the North American RAN equipment market in 

2018 are provided by Dell’Oro Group.  Due to the confidentiality of these data, I am not able to publish the 

supporting data in this report. 
21 10/07/2019 Aron Report, ¶ 20. 

 

https://www.airspan.com/about-airspan/
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market is largely served by only two vendors, Nokia and Ericsson.22  If the FCC’s speculation 

were correct, given how limited Huawei’s presence is in the United States currently and has 

been since it entered the North American market in 2008,23 the purported unleashing of 

competition due to Huawei’s absence would have materialized already.  Instead, the United 

States has the highest concentration in the market for RAN equipment among all world 

regions.24  Specifically, just two companies have had over three-fourths of sales of RAN 

equipment in the United States every year since 2010.25 

18. The smaller RAN suppliers in the United States have not experienced a material increase in 

market share from Huawei’s effective exclusion from the United States in the last decade.26  

Figure II.1 below, reproduced from my initial report,27 shows the worldwide market shares 

for RAN equipment.  It shows that the worldwide market is largely split between Huawei, 

Nokia, and Ericsson, with less than a quarter of the market divided among all other suppliers.  

In the United States, Huawei is largely absent, but suppliers other than Nokia and Ericsson 

have benefitted very little from its absence.  Rather, the vacuum has largely been filled by 

Nokia and Ericsson—as in the rest of the world, ZTE, Samsung, and “others” collectively 

constitute less than 20% of the U.S. RAN market.28 

                                                 
22 10/07/2019 Aron Report, ¶¶ 93-96.  ZTE’s presence has also been very limited in the U.S. market for RAN 

equipment since it entered the market in 2008.  The revenue share of ZTE in the U.S. market for RAN 

equipment has always been immaterial and it reached near zero in 2018.  ZTE’s revenue share is calculated 

based on the data provided by Dell’Oro Group. 
23 10/07/2019 Aron Report, ¶ 93. 
24 10/07/2019 Aron Report, ¶¶ 203-204 and Exhibit IX.1. 
25 These revenue shares are provided by Dell’Oro Group.  Until Alcatel-Lucent was acquired by Nokia in January 

2016, Ericsson and Alcatel-Lucent had the largest revenue shares in the North American RAN equipment market.  

After the merger, Ericsson and Nokia became the two vendors with the largest revenue shares.  As I noted in my 

initial report, because Huawei is not banned from Canada, and North America includes only the United States and 

Canada, it is likely that the combined revenue share of the two leading vendors was even larger in the United 

States than in North America.  See Nokia Corporation, Form 20-F, for the fiscal year ended December 31, 2016, 

p. 2; 10/07/2019 Aron Report, ¶ 95 and fn. 150; Natalie Obiko Pearson, “Canadian Intelligence Agencies at Odds 

Over Huawei Ban, Globe Says,” Bloomberg, November 12, 2019, at 

https://www.bloomberg.com/news/articles/2019-11-13/canada-intelligence-agencies-at-odds-over-huawei-ban-

globe-says. 
26 Based on data provided by Dell’Oro Group. 
27 10/07/2019 Aron Report, Figure VI.1. 
28 Based on data provided by Dell’Oro Group. 

https://www.bloomberg.com/news/articles/2019-11-13/canada-intelligence-agencies-at-odds-over-huawei-ban-globe-says
https://www.bloomberg.com/news/articles/2019-11-13/canada-intelligence-agencies-at-odds-over-huawei-ban-globe-says
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Figure II.1 

Revenue Shares of Top 5 RAN Equipment Vendors - Worldwide, 2018 

 

 

19. Not only is the market for RAN equipment exceptionally concentrated in the United States, 

but there are significant barriers to entry.  These barriers have likely prevented material new 

entry into the provision of RAN equipment in the past and will likely prevent it in the future 

time period relevant to the deployment of 5G.    

20. According to Dell’Oro Group, not counting Huawei and ZTE, there was no significant new 

entrant in the North American market for RAN equipment between 2008 and 2016.29  The 

data indicate that the biggest entrant into the North American market for RAN since 2008 

                                                 
29 Samsung entered the North American market in 2007.  Based on the data provided by Dell’Oro Group. 
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has been the U.S.-based vendor Airspan, which began supplying RAN equipment in North 

America in 2017.30  To date, however, its revenue share has remained immaterial.31   

21. Overall, instead of experiencing increasing diversity of vendors the industry has undergone 

significant consolidation in the past decade, and has become significantly more concentrated, 

as I explained in my initial report.32  Figure II.2 shows the consolidation of global RAN 

equipment vendors, all of which operated in North America at some point during the relevant 

time period. 

                                                 
30 Airspan offers 4G and 5G RAN equipment solutions.  According to its website, Airspan offers indoor and outdoor 

RAN products such as femto, pico, micro, and macro base stations; it also offers products for a variety of 

technologies such as mmWave, Sub 6GHz, Massive MIMO, and open virtualized RAN architectures.  Airspan 

also offers Fixed Wireless Access solutions.  According to data provided by Dell’Oro Group all of Airspan’s 

sales came from small cell solutions such as pico and micro base stations.  It appears that among major U.S. 

carriers only Sprint to date has used Airspan’s products, having deployed Airspan’s small cell solution.  See 

“About Airspan: A multi-award-winning 4G & 5G network densification solution provider,” Airspan, at 

https://www.airspan.com/about-airspan/; “Airspan’s innovative solutions are key to scaling regional and rural 

mobile network deployments,” Airspan Press Release, October 8, 2019, at 

https://www.airspan.com/news/airspans-innovative-solutions-are-key-to-scaling-regional-and-rural-mobile-

network-deployments/; Monica Alleven, “Airspan snags Gogo, other high-profile wins,” FierceWireless, 

October 31, 2019, at https://www.fiercewireless.com/wireless/airspan-snags-gogo-other-high-profile-wins. 
31 Based on data provided by Dell’Oro Group.  Airspan’s revenue share in the North American market has not risen 

above a small fraction of one percent. 
32 10/07/2019 Aron Report, fn. 137.  The Herfindahl-Hirschman Index (“HHI”) of the North American market for 

RAN equipment increased from 2,802 in 2008 to 4,070 in 2018.  Based on Dell’Oro Group data.  In my initial 

report I explained that the HHI is an accepted measure of concentration.  See 10/07/2019 Aron Report, ¶ 200. 

https://www.airspan.com/about-airspan/
https://www.airspan.com/news/airspans-innovative-solutions-are-key-to-scaling-regional-and-rural-mobile-network-deployments/
https://www.airspan.com/news/airspans-innovative-solutions-are-key-to-scaling-regional-and-rural-mobile-network-deployments/
https://www.fiercewireless.com/wireless/airspan-snags-gogo-other-high-profile-wins
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Figure II.2 

Consolidation of Major Worldwide RAN Vendors, 2008-202033 

                                                 
33 The figure contains all suppliers that had at least 2% revenue share in the global RAN equipment market in any 

year since 2008, according to Dell’Oro Group data.  Excluded vendors include NEC Corporation, Airspan, 

Alvarion, Cisco, and Fujitsu, none of which saw their revenue share ever exceed 2 percent in any year since 

 

https://appriver3651007591.sharepoint.com/sites/aron_transition/Shared Documents/CASES/HYTERA/12 Trial Prep/Issues for research from trial notes ANNOTATED_2020 01 04.docx?web=1
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22. One of the barriers to entry into the market for provision of RAN equipment is that 

meaningful participation in the RAN market requires significant and risky investments in 

R&D.  The telecommunications industry is characterized by rapid innovation and 

technological change.34  In my initial report, I explained that Nokia and Ericsson each spent 

between $2 billion and $9 billion in R&D each year since 2009, and Huawei’s R&D 

expenditures have far exceeded those levels in recent years.35  These companies employ tens 

of thousands of workers who are engaged in R&D activities, constituting over a quarter to 

nearly half of their respective workforces worldwide.36  In addition, manufacturing RAN 

equipment requires acquiring licenses to standard essential patents, which may create 

additional barriers to entry for new market players who do not have their own standard 

essential patents.37 

23. One reason given by Nokia for its acquisition of Alcatel-Lucent in 2016 was that both 

companies would benefit from combining their R&D divisions.  In addition, due to the 

companies’ overlapping product portfolios, the combined company could more efficiently 

utilize R&D resources.38   

                                                 
2008. Panasonic, whose wireless network business was acquired by Nokia in 2015, never had more than 0.5 

percent revenue share in the global RAN equipment market.  Nokia Corporation, Form 20-F, for the fiscal year 

ended December 31, 2016, p. 165. Dell’Oro Group also tracks smaller vendors in the “Other” category but does 

not report their disaggregated revenue shares. 
34 Nathan F. Modica and Brian Chansky, “Productivity trends in the wired and wireless telecommunications 

industries,” Beyond the Numbers: Productivity, vol. 8, no. 8 (U.S. Bureau of Labor Statistics, May 2019), pp. 1-

2. 
35 10/07/2019 Aron Report, Figure VII.1. 
36 10/07/2019 Aron Report, ¶ 117. 
37 See, for example, 10/07/2019 Aron Report, ¶ 113, fn. 175.  “Who is leading the 5G patent race?” IPlytics, 

November 2019, pp. 1 (“5G patent owners will likely become technology and market leaders.  Any company 

that owns 5G [standard essential patents] may request royalties from an implementer”).  Dennis W. Carlton and 

Jeffrey M. Perloff, MODERN INDUSTRIAL ORGANIZATION, 4th ed. (Boston: Pearson/Addison Wesley, 

2005), p. 77, fn. 13. 
38 Trefis Team, “Nokia's $16.6 Billion Acquisition Of Alcatel-Lucent Explained,” Forbes, April 16, 2015, at 

https://www.forbes.com/sites/greatspeculations/2015/04/16/nokias-16-6-billion-acquisition-of-alcatel-lucent-

explained/#2342008c605c; “Nokia and Alcatel-Lucent to Combine to Create an Innovation Leader in Next 

Generation Technology and Services for an IP Connected World,” Nokia Corporation Stock Exchange Release, 

April 15, 2015, at https://www.nokia.com/about-us/news/releases/2015/04/15/nokia-and-alcatel-lucent-to-

combine-to-create-an-innovation-leader-in-next-generation-technology-and-services-for-an-ip-connected-

world/. 

 

https://www.forbes.com/sites/greatspeculations/2015/04/16/nokias-16-6-billion-acquisition-of-alcatel-lucent-explained/#2342008c605c
https://www.forbes.com/sites/greatspeculations/2015/04/16/nokias-16-6-billion-acquisition-of-alcatel-lucent-explained/#2342008c605c
https://www.nokia.com/about-us/news/releases/2015/04/15/nokia-and-alcatel-lucent-to-combine-to-create-an-innovation-leader-in-next-generation-technology-and-services-for-an-ip-connected-world/
https://www.nokia.com/about-us/news/releases/2015/04/15/nokia-and-alcatel-lucent-to-combine-to-create-an-innovation-leader-in-next-generation-technology-and-services-for-an-ip-connected-world/
https://www.nokia.com/about-us/news/releases/2015/04/15/nokia-and-alcatel-lucent-to-combine-to-create-an-innovation-leader-in-next-generation-technology-and-services-for-an-ip-connected-world/


  

 

 

 

Page 12 of 50 

       

  

 
  

24. Strategy Analytics, a market research firm,39 has identified consistent R&D spending as the 

most important factor for long-term competitiveness of vendors of 5G RAN equipment: 

R&D investment backed by market scale is the most crucial factor 

for the long term competitiveness of 5G infrastructure vendors.40 

25. Given these barriers to entry, the lack of significant new entrants in the supply of RAN 

equipment that has persisted since 2008 is likely to continue over at least the next few years.    

26. I am aware that the FCC would like to encourage domestic participation in the market to 

supply RAN and other 5G wireless equipment,41 and its allusion to unleashing competition 

may be a reference to new technologies that domestic companies are seeking to develop.  A 

number of emerging “virtualized” RAN vendors, including Altiostar, Affirmed Networks, 

Mavenir, Parallel Wireless,42 and Airspan43 are working to create an alternative, more open 

technology to traditional RAN.44  Even considering the potential for new technologies that I 

will discuss in the next subsection, the FCC’s hope that banning Huawei (and ZTE) would 

“unleash” competition in any time period relevant to rapid deployment of 5G in the U.S. is 

likely to be wishful thinking that is belied by the facts. 

B. RAN Virtualization Is Unlikely to Become a Viable Substitute for a 

Traditional RAN Network in Time for 5G Deployment 

27. The FCC itself has recognized the exceptional concentration in the market for RAN 

equipment.  For example, FCC Commissioner Rosenworcel noted in her remarks at the 

Mobile World Congress Americas that the number of wireless equipment vendors “has 

                                                 
39 “Clients & Distinctions,” Strategy Analytics, at https://www.strategyanalytics.com/strategy-analytics/what-we-

do/clients-distinctions. 
40 “Strategy Analytics Unveils 2023 5G Global Market RAN Forecast,” Light Reading, April 17, 2019, at 

https://www.lightreading.com/mobile/5g/strategy-analytics-unveils-2023-5g-global-market-ran-forecast/d/d-

id/750880. 
41 Remarks of Commissioner Jessica Rosenworcel Mobile World Congress Americas Los Angeles, California, 

October 22, 2019 (hereafter, 10/22/2019 Rosenworcel Remarks), pp. 4-5. 
42 “About Us,” Altiostar, at https://www.altiostar.com/who-we-are/about-us/; “About Affirmed Networks,” 

Affirmed Networks, at https://www.affirmednetworks.com/company/about-us/; “About,” Mavenir, at 

https://mavenir.com/about#mavenir-history-1; “Who We Are,” Parallel Wireless, at 

https://www.parallelwireless.com/company/who-we-are/.  
43 As noted above, Airspan supplies both traditional and virtualized RAN solutions. 
44 Stéphane Téral, “Analyst Insight - Mavenir: The tale of a rising US telecom network champion,” November 25, 

2019, IHS Markit, at https://mavenir.com/sites/default/files/2019-11/Mavenir-

Tale_of_a_Rising_US_Telecom_Network_Champion.pdf. 
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shrunk” since the 2000s.45  Commissioner Rosenworcel suggested network virtualization as 

a potential solution to the limited options and limited prospects for entry in the market.46  

Network virtualization for RAN is sometimes referred to as “vRAN.”47  The idea behind 

vRAN is to use standardized hardware and customize the RAN through software.48  The 

proponents of vRAN believe that the use of standardized hardware has the potential to 

substantially reduce the costs of entry for new competitors, thereby attracting new 

competitors and encouraging innovation.49   

28. Network virtualization for the core network is reportedly underway for some carriers.50  

However, according to Neville Ray, T-Mobile’s Chief Technology Officer and member of 

the Board of Governors of 5G Americas, RAN has become increasingly more complex over 

time, and disaggregating hardware from software and virtualizing RAN is therefore 

particularly challenging.51   

29. Several open source groups and initiatives are working to develop vRAN standards and 

equipment, including the O-RAN Alliance,52 the OpenRAN project group of the Telecom 

Infra Project (“TIP”),53 and Cisco’s Open vRAN.54   

                                                 
45 10/22/2019 Rosenworcel Remarks, p. 4. 
46 10/22/2019 Rosenworcel Remarks, p. 4. 
47 “Virtualized RAN (vRAN),” Mavenir, at https://mavenir.com/products/radio-access/virtualized-ran-vran. 
48 Nathan Cranford, “What is a virtual RAN?,” RCRWireless, March 23, 2018, at 

https://www.rcrwireless.com/20180323/what-is-a-virtual-ran-tag27-tag99; 10/22/2019 Rosenworcel Remarks, p. 

4. 
49 “O-RAN: Towards an Open and Smart RAN,” O-RAN Alliance White Paper, October 2018, pp. 4-5, 7; Greg 

Smith, “Cisco Spearheads Multi-Vendor Open vRAN Ecosystem for Mobile Networks,” Cisco Blogs, February 

26, 2018, at https://blogs.cisco.com/sp/cisco-multi-vendor-open-vran-ecosystem-for-mobile-networks; 

10/22/2019 Rosenworcel Remarks, p. 4; OpenRAN: The Next Generation of Radio Access Networks,” 

Accenture Strategy, 2019, p. 5. 
50 Linda Hardesty, “T-Mobile’s Neville Ray explains why it’s hard to virtualize the RAN,” FierceWireless, February 

27, 2019, at https://www.fiercewireless.com/wireless/t-mobile-s-neville-ray-explains-why-it-s-hard-to-

virtualize-ran. 
51 Linda Hardesty, “T-Mobile’s Neville Ray explains why it’s hard to virtualize the RAN,” FierceWireless, February 

27, 2019, at https://www.fiercewireless.com/wireless/t-mobile-s-neville-ray-explains-why-it-s-hard-to-

virtualize-ran;  “Neville Ray,” 5G Americas, at https://www.5gamericas.org/bio/neville-ray/. 
52 “O-RAN: Towards an Open and Smart RAN,” O-RAN Alliance White Paper, October 2018, pp. 4-5; “O-RAN 

Alliance Overview,” at https://www.o-ran.org/. 
53 “OpenRAN: The Next Generation of Radio Access Networks,” Accenture Strategy, 2019, p. 3;  “OpenRAN,” 

Telecom Infra Project, at https://telecominfraproject.com/openran/. 
54 Greg Smith, “Cisco Spearheads Multi-Vendor Open vRAN Ecosystem for Mobile Networks,” Cisco Blogs, 

February 26, 2018, at https://blogs.cisco.com/sp/cisco-multi-vendor-open-vran-ecosystem-for-mobile-networks;  
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30. Despite the interest of many industry players in a virtualized RAN solution, vRAN is not yet 

a viable commercialized solution for use at scale.  RAN virtualization may eventually prove 

to be economically and technically viable, or, like many new technologies, it may not fulfill 

early expectations.  It is not possible to know, as of today, whether vRAN will ever become 

a significant component of 5G wireless networks.  Mikael Rylander of Mavenir, a U.S.-based 

software company that has developed and provides a virtualized 4G/5G RAN software 

solution, said that equipment designed under the O-RAN Alliance standards needs to mature 

before it can be deployed commercially at scale.55 

31. Samsung has also identified several barriers to the widespread adoption of vRAN 

technology.  The potential to diversify by using equipment from different vendors to build a 

best-of-breed multi-vendor network is seen as a benefit of RAN virtualization. 56   This 

approach, however, would purportedly increase the complexity of networks and potentially 

lead to interoperability concerns because virtualized solutions require a smooth interface 

between the equipment of multiple vendors.57  The complexity of solutions that rely on 

equipment from multiple vendors may create resistance to adoption of vRAN technology.58    

32. The biggest vRAN deployment to date appears to be by Japanese carrier Rakuten Mobile.59  

Rakuten, an e-commerce company, is seeking to build a greenfield wireless network to 

compete with the established Japanese carriers.60  In April 2018, Rakuten Mobile received 

                                                 
Dan Kurschner, “Cisco Leads with 5G at Mobile World Congress 2019 Los Angeles, Cisco Blogs, November 4, 

2019, at https://blogs.cisco.com/sp/hitting-it-out-of-the-park-at-mobile-world-congress-2019-los-angeles. 
55 Specifically, according to Mr. Rylander, vRAN is lacking servers and radios with open interfaces that are 

“designed for high-volume production.”  See Iain Morris, “Mavenir Opens Radio R&D Unit in Ericsson's 

Backyard,” Light Reading, October 3, 2019, at https://www.lightreading.com/mobile/fronthaul-c-ran/mavenir-

opens-radio-randd-unit-in-ericssons-backyard/d/d-id/754597; “Mavenir Launches Fully Virtualized 4G/5G 

OpenRAN Solution,” Mavenir Press Release, October 16, 2019, at https://mavenir.com/buzz/press-

releases/mavenir-launches-fully-virtualized-4g5g-openran-solution. 
56 “OpenRAN: The Next Generation of Radio Access Networks,” Accenture Strategy, 2019, p. 5. 
57 “The Open Road to 5G,” Samsung, pp. 7-8, at https://image-

us.samsung.com/SamsungUS/samsungbusiness/pdfs/Open-RAN-The-Open-Road-to-5G.pdf. 
58 “The Open Road to 5G,” Samsung, pp. 7-8, at https://image-

us.samsung.com/SamsungUS/samsungbusiness/pdfs/Open-RAN-The-Open-Road-to-5G.pdf. 
59 Stéphane Téral, “Analyst Insight. Mavenir: The tale of a rising US telecom network champion,” November 25, 

2019, IHS Markit, at https://mavenir.com/sites/default/files/2019-11/Mavenir-

Tale_of_a_Rising_US_Telecom_Network_Champion.pdf. 
60 Linda Hardesty, “Rakuten builds a greenfield wireless network in Japan,” FierceWireless, February 14, 2019, at 

https://www.fiercewireless.com/wireless/rakuten-builds-a-greenfield-wireless-network-japan. 
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regulatory clearance from the Japanese government to become the fourth nationwide carrier 

in Japan.61  Rakuten Mobile initially planned to make its service available to customers in 

October 2019, but its full-scale launch has been delayed until at least April 2020. 62  

Currently, Rakuten Mobile is conducting network testing, and whether its vRAN deployment 

will be successful remains to be seen.63   

33. Assuming the implementation is successful, the experience of Rakuten Mobile in Japan may 

provide insights regarding the feasibility, costs, benefits, and challenges of vRAN networks.  

Meanwhile, in the next few years, deployment of 5G networks is unlikely to rely on vRAN 

on any large scale.64  

34. As I documented in my initial report, the deployment of 5G in the United States and in several 

other countries has already begun.65  Data provided by the GSM Association (“GSMA”) 

show that next generation wireless networks tend to be extensively deployed within a country 

in a relatively short period of time.  For example, according to GSMA data, carriers operating 

in the 7 major countries on which data were available to me deployed 4G LTE networks 

covering at least 80 percent of the population within 1.5 to 4.5 years from the start of 4G 

deployment, and they built out networks covering at least 90 percent of the population within 

2 to 5 years from the start of 4G deployment.66   

35. Thus, given the evidence that several countries that are considered ahead in terms of planned 

or actual 5G deployments67 deployed previous generation (4G) networks rapidly, and given 

                                                 
61 Matt Kapko, “Rakuten: We Have More Edge Locations Than Amazon,” SDX Central, November 8, 2019, at 

https://www.sdxcentral.com/articles/news/rakuten-we-have-more-edge-locations-than-amazon/2019/11/. 
62 “Rakuten taking limited orders for services on its delayed Japan mobile network,” The Japan Times, October 1, 

2019, at https://www.japantimes.co.jp/news/2019/10/01/business/corporate-business/rakuten-limited-orders-

mobile-network/#.XgaaF-gzaUk. 
63 “Rakuten taking limited orders for services on its delayed Japan mobile network,” The Japan Times, October 1, 

2019, at https://www.japantimes.co.jp/news/2019/10/01/business/corporate-business/rakuten-limited-orders-

mobile-network/#.XgaaF-gzaUk. 
64 The ability to produce vRAN equipment at scale is currently a challenge, as noted by Mavenir in its Notice of Ex 

Parte submitted in this docket.  Letter, Carri Bennet to Marlene H. Dortch, Re: Notice of Ex Parte. WC Docket 

18-89 – Protecting Against National Security Threats to the Communications Supply Chain Through FCC 

Programs, January 24, 2020, Attachment A, p. 14.  
65 10/07/2019 Aron Report, Appendix D. 
66  Based on data from the database “GSMA Intelligence” for Australia, Canada, China, Germany, Japan, the United 

States, and the United Kingdom.  See https://www.gsmaintelligence.com/data/. 
67 David Abecassis, Janette Stewart, Chris Nickerson, “Global Race to 5G – Update,” Final Report for the CTIA, 

Analysys Mason, April 2019, p. 5. 
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that policy makers in the United States have expressed a desire to deploy 5G networks as 

quickly as possible,68 I would not expect carriers to wait for vRAN technology to mature in 

order to widely deploy 5G.  Rather, I expect that they will use proven traditional technology 

for broad deployment and, perhaps, adopt vRAN for limited or test deployments until it 

matures.   

III. END-TO-END SOLUTIONS ARE VALUABLE TO CUSTOMERS AND ARE NOT 

UNIQUE TO HUAWEI  

36. The 2019 Security R&O asserts that Huawei “desire[s] to be an end-to-end provider for 

whole network solutions” and seeks to “limit diversity in equipment.”69  According to the 

FCC, “Huawei’s desire to limit diversity in equipment poses a threat to the security of U.S. 

communications networks.”70  

37. From an economic perspective, the FCC’s argument suffers from several defects. 

38. First, the FCC fails to recognize that telecommunications vendors, including Huawei, offer 

end-to-end network solutions because customers favor them. 71   An end-to-end network 

supplier is one to which a customer can turn to provide all the components of a network (i.e., 

hardware, software, and services for the core network, RAN, and transport).  Providing end-

                                                 
68 “Remarks by President Trump on United States 5G Deployment,” WhiteHouse.gov, April 12, 2019, at 

https://www.whitehouse.gov/briefings-statements/remarks-president-trump-united-states-5g-deployment/. 
69 2019 Security R&O, ¶ 56 (citing “Investigative Report on the U.S. National Security Issues Posed by Chinese 

Telecommunications Companies Huawei and ZTE,” A report by Chairman Mike Rogers and Ranking Member 

C.A. Dutch Ruppersberger of the Permanent Select Committee on Intelligence, U.S. House of Representatives, 

112th Congress, October 8, 2012, p. 47, n.22).   
70 2019 Security R&O, ¶ 56. 
71 For example, more than half of Nokia’s 5G commercial contracts “include more than radio access from the end-

to-end portfolio.”  “Nokia showcases its end-to-end 5G leadership with new Future X Lab in Finland,” Nokia 

Press Release, September 24, 2019, at https://www.nokia.com/about-us/news/releases/2019/09/24/nokia-

showcases-its-end-to-end-5g-leadership-with-new-future-x-lab-in-finland/.  As I explained in Section II.B, there 

is increasing interest among industry participants in moving from single-vendor solutions to multi-vendor 

solutions.  There are, however, challenges with implementing these solutions that include interoperability 

issues, network complexity, other difficulties related to dealing with more than one vendor (e.g., it might be 

harder to identify the responsible party when there are problems with a multi-vendor network), and high costs.  

See Ian Muir, “The Eye-Watering Cost of Multivendor Networks,” LightReading, September 30, 2019, at 

https://www.lightreading.com/nfv/nfv-strategies/the-eye-watering-cost-of-multivendor-networks/d/d-id/754469; 

Iain Morris, “Telefónica's Blanco Blackballs Single-Vendor 5G Core,” LightReading, September 24, 2019, at 

https://www.lightreading.com/core-networks/telefonicas-blanco-blackballs-single-vendor-5g-core/d/d-

id/754328; “The Open Road to 5G,” Samsung, p. 7, at https://image-

us.samsung.com/SamsungUS/samsungbusiness/pdfs/Open-RAN-The-Open-Road-to-5G.pdf. 
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to-end solutions meets a demand by carriers motivated by efficiency and convenience.  An 

end-to-end solution is valuable to carriers because it can provide customers the convenience 

of dealing with only one full-service provider. 

39. More broadly, end-to-end solutions (as compared to multi-vendor solutions) offer carriers 

benefits such as cost savings, reduced time to market, reduced 

incompatibility/interoperability costs, and streamlined customer service and problem-

solving.72 

40. Because of the value they create for customers, end-to-end solutions are not unique to 

Huawei but rather are common in the market for RAN equipment.73  Samsung provides an 

                                                 
72 For example, according to a study conducted by Nokia Bell Labs Consulting, “a 5G end-to-end network with an 

integrated solution from a single prime vendor can reduce total cost of ownership (TCO) by more than 20 

percent and decrease time to market by at least 30 percent, compared to multi-vendor solutions.”  “Nokia 

showcases its end-to-end 5G leadership with new Future X Lab in Finland,” Nokia Press Release, September 

24, 2019, at https://www.nokia.com/about-us/news/releases/2019/09/24/nokia-showcases-its-end-to-end-5g-

leadership-with-new-future-x-lab-in-finland/.  Samsung notes that “[t]he concern for interoperability is one of 

the major reasons that many operators stick to a single-vendor strategy to ensure tight inter-cell coordination 

and avoid any impact on network performance.”  See “The Open Road to 5G,” Samsung, p. 7, at https://image-

us.samsung.com/SamsungUS/samsungbusiness/pdfs/Open-RAN-The-Open-Road-to-5G.pdf;  Ericsson noted in 

its 2009 annual report that “[o]perators not only look for the best products but also for long-term business 

partnerships that they can rely on to deliver end-to-end solutions for lower total cost of ownership, the ability to 

minimize time-to-market, strong professional services capabilities, and access to world-class subject matter 

experts.”  Ericsson Annual Report, 2009, p. 13, at 

https://www.ericsson.com/4ac120/assets/local/investors/documents/financial-reports-and-filings/annual-

reports/ericsson-annual-report2009-en.pdf. 
73 End-to-end services are also common in other industries.  One such example is retailer IKEA that sells furniture 

and home goods and provides customers services from planning and design to delivery.  See “Services,” IKEA, 

at https://www.ikea.com/us/en/customer-service/services/?cid=a1:ps%7Ca2:se%7Ca3:IKE-IKE-

056_Branded_GM_Bing_Search_Br_Exact%7Ca4:IKEA%20usa%7Ca5:Exact%7Ca6:bing%7Ca7:cq%7Cid:IK

EA%20Branded%20GM%7Ccc:915&Campaign=IKE-IKE-

056_Branded_GM_Bing_Search_Br_Exact&msclkid=bacc0fc6f5f51cd0012a51d3eb833c29.  “Kitchen 

services,” IKEA, at https://www.ikea.com/us/en/customer-service/services/kitchen-planning/.  
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end-to-end 5G network solution, and, like Huawei, also provides handsets.74  Nokia and 

Ericsson provide end-to-end 5G network solutions as well.75  

41. Nokia touts its ability to offer an end-to-end network solution as a competitive advantage 

because of the benefits to customers that end-to-end solutions provide.  For example, Nokia’s 

2018 annual report states: 

Nokia is a leader in [high-performance end-to-end networks] today 

and we will use our main competitive advantage – a near-100% end-

to-end portfolio that we can deliver on a global scale – to maintain 

our leadership while managing for profitability;76 

and  

[w]e are differentiating ourselves with our end-to-end networks that 

deliver benefits for our customers in automation, total cost of 

ownership and time to market.77 

42. Indeed, one of the reasons Nokia acquired Alcatel-Lucent in 2016 was reportedly to be able 

to provide a more complete end-to-end network solution.78  

                                                 
74 “Exclusive Look: How Samsung Made Its Trailblazing 5G End-to-End Solution a Reality,” Samsung Press 

Release, May 17, 2019, at https://news.samsung.com/global/exclusive-look-how-samsung-made-its-

trailblazing-5g-end-to-end-solution-a-reality; “Driving a connected world through 5G,” Samsung, at 

https://www.samsung.com/us/business/solutions/topics/5g-networks/; “Huawei Launches Full Range of 5G 

End-to-End Product Solutions,” Huawei Press Release, February 26, 2018, at 

https://www.huawei.com/en/press-events/news/2018/2/Huawei-Launches-Full-Range-of-5G-End-to-End-

Product-Solutions; “HUAWEI Mate 20 X (5G),” Huawei, at https://consumer.huawei.com/en/phones/mate20-x-

5g/. 
75 “Nokia showcases its end-to-end 5G leadership with new Future X Lab in Finland,” Nokia Press Release, 

September 24, 2019, at https://www.nokia.com/about-us/news/releases/2019/09/24/nokia-showcases-its-end-to-

end-5g-leadership-with-new-future-x-lab-in-finland/; “5G Deployment Considerations,” Ericsson, 2018, p. 15, 

at https://www.ericsson.com/4a5daa/assets/local/networks/documents/5g-deployment-considerations.pdf. 
76 Nokia Annual Report, 2018, p. 8, at https://www.nokia.com/system/files/2019-05/ec1042891_nokia_ar18_en.pdf.  

Nokia asserted that it provides full end-to-end 5G solution in September 2019.  See “Nokia showcases its end-

to-end 5G leadership with new Future X Lab in Finland,” Nokia Press Release, September 24, 2019, at 

https://www.nokia.com/about-us/news/releases/2019/09/24/nokia-showcases-its-end-to-end-5g-leadership-with-

new-future-x-lab-in-finland/. 
77 Nokia Annual Report, 2018, p. 8, at https://www.nokia.com/system/files/2019-05/ec1042891_nokia_ar18_en.pdf. 
78 “Nokia's $16.6 Billion Acquisition Of Alcatel-Lucent Explained,” Forbes, April 16, 2015, at 

https://www.forbes.com/sites/greatspeculations/2015/04/16/nokias-16-6-billion-acquisition-of-alcatel-lucent-

explained/#351e1188605c.  See also, “Nokia finalizes its acquisition of Alcatel-Lucent, ready to seize global 

connectivity opportunities,” Nokia Press Release, November 2, 2016, at https://www.nokia.com/about-

us/news/releases/2016/11/02/nokia-finalizes-its-acquisition-of-alcatel-lucent-ready-to-seize-global-

connectivity-opportunities/. 

 

https://news.samsung.com/global/exclusive-look-how-samsung-made-its-trailblazing-5g-end-to-end-solution-a-reality
https://news.samsung.com/global/exclusive-look-how-samsung-made-its-trailblazing-5g-end-to-end-solution-a-reality
https://www.samsung.com/us/business/solutions/topics/5g-networks/
https://www.huawei.com/en/press-events/news/2018/2/Huawei-Launches-Full-Range-of-5G-End-to-End-Product-Solutions
https://www.huawei.com/en/press-events/news/2018/2/Huawei-Launches-Full-Range-of-5G-End-to-End-Product-Solutions
https://www.nokia.com/about-us/news/releases/2019/09/24/nokia-showcases-its-end-to-end-5g-leadership-with-new-future-x-lab-in-finland/
https://www.nokia.com/about-us/news/releases/2019/09/24/nokia-showcases-its-end-to-end-5g-leadership-with-new-future-x-lab-in-finland/
https://www.ericsson.com/4a5daa/assets/local/networks/documents/5g-deployment-considerations.pdf
https://www.nokia.com/system/files/2019-05/ec1042891_nokia_ar18_en.pdf
https://www.nokia.com/about-us/news/releases/2019/09/24/nokia-showcases-its-end-to-end-5g-leadership-with-new-future-x-lab-in-finland/
https://www.nokia.com/about-us/news/releases/2019/09/24/nokia-showcases-its-end-to-end-5g-leadership-with-new-future-x-lab-in-finland/
https://www.nokia.com/system/files/2019-05/ec1042891_nokia_ar18_en.pdf
https://www.forbes.com/sites/greatspeculations/2015/04/16/nokias-16-6-billion-acquisition-of-alcatel-lucent-explained/#351e1188605c
https://www.forbes.com/sites/greatspeculations/2015/04/16/nokias-16-6-billion-acquisition-of-alcatel-lucent-explained/#351e1188605c
https://www.nokia.com/about-us/news/releases/2016/11/02/nokia-finalizes-its-acquisition-of-alcatel-lucent-ready-to-seize-global-connectivity-opportunities/
https://www.nokia.com/about-us/news/releases/2016/11/02/nokia-finalizes-its-acquisition-of-alcatel-lucent-ready-to-seize-global-connectivity-opportunities/
https://www.nokia.com/about-us/news/releases/2016/11/02/nokia-finalizes-its-acquisition-of-alcatel-lucent-ready-to-seize-global-connectivity-opportunities/
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43. According to Samsung, its ability to deliver an entire 5G end-to-end solution is one of the 

reasons that Samsung is a leader in 5G.79 

44. A second failing of the FCC’s argument is that providing end-to-end solutions does not, 

contrary to the FCC’s assumption, necessitate a limitation on diversity of equipment.  A 

company that offers end-to-end network solutions does not necessarily manufacture all 

components of that solution itself.  Like other vendors that offer end-to-end solutions, 

Huawei designs and manufactures some components for its solution in-house, and relies on 

an extensive network of suppliers for other components.80  For example, HiSilicon, the 

Huawei-owned semiconductor company, designs chipsets but does not produce them. 81  

Taiwan Semiconductor Manufacturing Company (“TSMC”), a Taiwanese-based company82 

that also produces chipsets for Apple Inc., Intel Corporation, Qualcomm Inc., Broadcom 

Limited, and NVIDIA Corp., manufactures chipsets for Huawei.83 

45. In addition, a carrier need not use products from the same vendor in its entire network.  I 

understand that it is common for a vendor to purchase equipment for its core and RAN 

networks from different vendors.  For example, Norwegian carrier Telenor has purchased its 

5G RAN equipment from Ericsson and Huawei but uses a mix of Nokia and Ericsson for its 

5G core equipment.84  In addition, carriers may use multiple vendors to supply their core 

equipment.  For example, Spain’s Telefónica is using Huawei as a supplier for its core 

                                                 
79 “Driving a connected world through 5G,” Samsung, at https://www.samsung.com/us/business/solutions/topics/5g-

networks/. 
80 “Responsible sourcing,” Nokia, at https://www.nokia.com/about-us/sustainability/conducting-our-business-with-

integrity/responsible-sourcing/; “Strategic sourcing,” Ericsson, at https://www.ericsson.com/en/about-

us/sourcing/sourcing-excellence/strategic-sourcing. 
81 Robert Triggs, “HiSilicon: What you need to know about Huawei’s chip design unit,” Android Authority, April 

12, 2018, at https://www.androidauthority.com/huawei-hisilicon-852231/. 
82 “Company Info,” Taiwan Semiconductor Manufacturing Company Limited, at 

https://www.tsmc.com/english/aboutTSMC/company_profile.htm. 
83 Louise Lucas, Christian Shepherd, and Kathrin Hille, “Can Huawei survive US blacklisting?” Financial Times, 

May 16, 2019, at https://www.ft.com/content/21727292-7796-11e9-bbad-7c18c0ea0201; Annual Report, 

TSMC, 2018, p. 80; Debby Wu, “Apple Is Raising TSMC Chip Orders to Meet Strong iPhone Demand,” 

Bloomberg LP, January 21, 2020, at https://www.bloomberg.com/news/articles/2020-01-22/apple-is-raising-

tsmc-chip-orders-to-meet-strong-iphone-demand. 
84 Foo Yun Chee, “Telenor says Huawei will still play a role in 5G rollout,” Reuters, December 15, 2019, at 

https://www.reuters.com/article/telenor-ericsson-huawei-tech/telenor-says-huawei-will-still-play-a-role-in-5g-

rollout-idUSL8N28P084. 
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network, but Telefónica also plans to use at least one other vendor for its core equipment.85  

Carriers may use multiple vendors to supply their RAN equipment as well.  Telefonica 

Deutschland has picked both Huawei and Nokia to supply RAN equipment for its 5G 

network.86  It is also common for carriers to split their network coverage areas into parts that 

use equipment from different vendors.87  

46. Further, even if each vendor in the United States purchased its entire network from a single 

vendor (which, as noted above is not necessary), different carriers may choose different 

vendors, resulting in diversity at the nationwide level.  As I discussed in my initial report and 

in Section II.A, the RAN market is far less concentrated internationally than it is in the United 

States.88   Evidence from the global market does not support the FCC’s conjecture that 

Huawei’s ability to offer end-to-end network equipment has provided Huawei an advantage 

over its main competitors.  In 2018, Huawei’s worldwide revenue share among RAN 

equipment vendors was comparable to those of both Ericsson and Nokia, as Figure II.1 

shows.  

47. RAN equipment revenue shares among the top three vendors vary from region to region 

outside of North America.  In Europe—where half of Huawei’s 5G contracts have been 

secured89—Huawei’s 2018 RAN equipment revenue share was comparable to Ericsson’s.90  

In the Caribbean and Latin America, Ericsson had the largest revenue share in the market for 

RAN equipment in 2018, Huawei had the second largest revenue share, and Nokia had the 

third largest revenue share.91  Huawei had the largest revenue share in Asia Pacific in 2018.  

                                                 
85 Bevin Fletcher, “Telefonica taps Huawei for 5G core, as DT freezes 5G deals amid uncertainty,” FierceWireless , 

December 9, 2019, at https://www.fiercewireless.com/5g/telefonica-taps-huawei-for-core-5g-network-as-dt-

freezes-5g-deals-amid-uncertainty. 
86 Arjun Kharpal, “A top German carrier picks Huawei to help build its 5G network in potential snub to the US,” 

CNBC, December 11, 2019, at https://www.cnbc.com/2019/12/12/top-german-mobile-carrier-picks-huawei-to-

help-build-its-5g-network.html. 
87 Bevin Fletcher, “UK’s O2 taps non-traditional vendors for O-RAN project,” FierceWireless, January 16, 2020, at 

https://www.fiercewireless.com/wireless/uk-s-o2-taps-non-traditional-vendors-for-o-ran-project. 
88 10/07/2019 Aron Report, ¶ 204, Figure IX.1. 
89 Jane Li, “Germany and India are shrugging off US warnings on Huawei,” Quartz, December 31, 2019, at 

https://qz.com/1777719/germany-india-shrug-off-us-warnings-on-huawei-5g/.  This strong position for Huawei 

in Europe contrasts with the FCC’s assertion that, in designating Huawei as a covered company, they rely on 

“similar assessments” by the European Union.  See, 2019 Security R&O, ¶ 53. 
90 Based on the data provided by Dell’Oro Group. 
91 Based on the data provided by Dell’Oro Group. 
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This is not surprising because China—the biggest mobile telecommunications market in the 

world92—is Huawei’s home country.93  I discussed Samsung’s advantage in the provision of 

5G RAN due to its home country’s (South Korea’s) early deployment of 5G in my initial 

report.94  Huawei had the largest RAN equipment revenue share in the Middle East and 

Africa in 2018.95  Huawei’s revenue shares in Asia Pacific and in the Middle East and Africa 

in 2018 are comparable to Ericsson’s revenue share in Caribbean and Latin America in 

2018.96   

48. Third, the FCC’s assertion that Huawei’s ability to offer end-to-end services would limit the 

diversity of network equipment is also inconsistent with the facts of early deployments of 

5G globally.  The market does not reflect the FCC’s fear that ability to offer end-to-end 

solutions would result in a lack of diversity.  Early deployments of 5G demonstrate robust 

participation by at least the three major vendors, all of whom, as documented earlier, provide 

end-to-end solutions.  I noted in my initial report that, as of June 2019, Huawei had garnered 

50 5G commercial contracts worldwide, Nokia had won 42, and Ericsson had won 21.97  

Since the filing of my initial report, each vendor has secured additional 5G contracts.  As of 

January 2020, Ericsson held 79 commercial 5G agreements or contracts, out of which 33 

were publicly announced 5G contracts. 98   As of November 2019, Nokia held 50 5G 

commercial contracts, 99  and as of December 2019, Huawei held 65 commercial 5G 

contracts.100  The continued success of the top three 5G vendors worldwide belies the FCC’s 

concern that by offering an end-to-end solution, Huawei would reduce diversity of network 

equipment in the marketplace. 

                                                 
92 “Mobile cellular subscriptions,” The World Bank, at 

https://data.worldbank.org/indicator/IT.CEL.SETS?most_recent_value_desc=true. 
93 Huawei Annual Report, 2018, pp. 74, 123.  
94 10/07/2019 Aron Report, ¶¶ 100-101. 
95 Based on the data provided by Dell’Oro Group. 
96 Based on the data provided by Dell’Oro Group. 
97 10/07/2019 Aron Report, ¶¶ 102-103. 
98 “79 commercial 5G agreements or contracts with unique operators,” Ericsson, at 

https://www.ericsson.com/en/5g/5g-networks/5g-contracts. 
99 Scott Bicheno, “Nokia celebrates 50th 5G deal win but it still lags Ericsson and Huawei,” telecoms.com, 

November 19, 2019, at https://telecoms.com/500982/nokia-celebrates-50th-5g-deal-win-but-it-still-lags-

ericsson-and-huawei/. 
100 Jane Li, “Germany and India are shrugging off US warnings on Huawei,” Quartz, December 31, 2019, at 

https://qz.com/1777719/germany-india-shrug-off-us-warnings-on-huawei-5g/. 
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IV. THE FCC’S ASSERTION THAT HUAWEI’S EQUIPMENT IS OF LOW QUALITY 

IS INCONSISTENT WITH THE EVIDENCE 

49. The FCC appears to believe that Huawei’s equipment is characterized by lower quality than 

that supplied by its competitors, and that its exclusion would benefit competition.  For 

example, the FCC states that: 

[R]estricting federal funding to those vendors [Huawei and ZTE] 

should unleash competition from more-trusted, higher-quality 

suppliers in the long run, resulting in significant public interest 

benefits.101 

50. The FCC’s assumption that Huawei’s equipment is lower quality is incompatible with the 

evidence.102  As I detailed at length in my initial report, Huawei is not a low-quality provider.  

On the contrary, Huawei is a leader and innovator in the market for RAN 

equipment.  Huawei’s R&D investment far exceeds the R&D investment of Nokia and 

Ericsson.103  The quality of Huawei’s products is reflected in the facts (among others) that 

the European Commission ranked Huawei among the top three information and 

communications technology producers by R&D,104 Huawei has won numerous awards for 

its 5G equipment,105  and analyst reports have determined that Huawei has the highest-

performing portfolio of 5G RAN products,106 including the critical 5G technology Massive 

MIMO.107  

51. Huawei is a leader in RAN equipment throughout the world, in both the most and less well-

advanced countries.  As I explained in my initial report, many of the best-performing 4G 

                                                 
101 2019 Security R&O, ¶ 30.  In its cost-benefit analysis the FCC does not assume that Huawei’s equipment is low 

quality, but it hints that concerns about “the lower quality, reliability, or durability of such lower-priced 

equipment” exist.  2019 Security R&O, ¶ 112. 
102 If the FCC intended to imply that excluding a lower-quality provider would, even in the absence of security 

concerns, necessarily benefit the public interest, this would also be conceptually incorrect; as a general 

economic matter, consumers may benefit from differentiated products and diversity of options.  This allows 

customers to decide whether the additional value of higher quality justifies a higher price and provides an 

option to customers who might prefer to pay a lower price for a lower quality product.  See, for example, Paul 

Belleflamme and Martin Peitz. INDUSTRIAL ORGANIZATION: MARKETS AND STRATEGIES. 

(Cambridge University Press, 2015), pp. 220, 227.  
103 10/07/2019 Aron Report, ¶¶ 108-112 and Figure VII.1. 
104 10/07/2019 Aron Report, ¶ 112. 
105 10/07/2019 Aron Report, ¶ 118. 
106 10/07/2019 Aron Report, Section VII.B. 
107 10/07/2019 Aron Report, ¶¶ 128-129. 
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networks in the world contain Huawei equipment.108  In contrast, the United States, whose 

largest carriers do not use Huawei equipment,109 ranks poorly against the rest of the world in 

4G wireless network performance according to market research firm Opensignal.110     

52. Since I prepared my initial report, additional evidence of the high quality of Huawei’s 5G 

offerings has arisen.  GlobalData, a provider of research and consulting solutions for several 

industries, including information and communications technology (“ICT”),111 updated its 

report comparing portfolios of 5G RAN equipment of the five top vendors to reflect 

competitors’ offerings in the second half of 2019.  GlobalData concluded that Huawei’s 

portfolio of 5G RAN products continues to hold the leading position among 5G RAN vendors 

in the four categories examined by GlobalData.112  These categories are: (1) baseband unit 

(“BBU”) capacity, (2) radio unit portfolio, (3) ease of installation, and (4) technology 

evolution.113  GlobalData found that Huawei had a leadership position in every category.  

GlobalData found that Huawei’s radio unit products have the most powerful support 

capabilities, Huawei’s BBU products have leading per unit capacity, and Huawei is the leader 

in the technology evolution category.114  Huawei shared the leadership position in the ease 

of installation category with Ericsson, and it shared the leadership position in the breadth of 

radio unit portfolio category with Nokia.115  GlobalData also found that one of Huawei’s 

                                                 
108 10/07/2019 Aron Report, ¶¶ 97-98. 
109 2019 Security R&O, ¶ 121. 
110 10/07/2019 Aron Report, ¶¶ 97-98. 
111 “GlobalData PLC,” Bloomberg, at https://www.bloomberg.com/profile/company/DATA:LN. 
112 “GlobalData Releases 2019 5G Competitive Landscape Assessment: Huawei Remains 5G RAN 5G Leader, 

Mobile World Live, at https://www.mobileworldlive.com/huawei-updates/globaldata-releases-2019-5g-

competitive-landscape-assessment-huawei-remains-5g-ran-5g-leader/?from=timeline. 
113 “GlobalData Releases 2019 5G Competitive Landscape Assessment: Huawei Remains 5G RAN 5G Leader, 

Mobile World Live, at https://www.mobileworldlive.com/huawei-updates/globaldata-releases-2019-5g-

competitive-landscape-assessment-huawei-remains-5g-ran-5g-leader/?from=timeline. 
114 “GlobalData Releases 2019 5G Competitive Landscape Assessment: Huawei Remains 5G RAN 5G Leader, 

Mobile World Live, at https://www.mobileworldlive.com/huawei-updates/globaldata-releases-2019-5g-

competitive-landscape-assessment-huawei-remains-5g-ran-5g-leader/?from=timeline. 
115 “GlobalData Releases 2019 5G Competitive Landscape Assessment: Huawei Remains 5G RAN 5G Leader, 

Mobile World Live, at https://www.mobileworldlive.com/huawei-updates/globaldata-releases-2019-5g-

competitive-landscape-assessment-huawei-remains-5g-ran-5g-leader/?from=timeline. 
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main rivals, Nokia, faced “challenges associated with slow 5G commercial deployment and 

project delivery delays in some cases.”116 

53. Recent sales of 5G RAN equipment indicate that carriers endorse these assessments of 

Huawei equipment.  In Q3 2019, Huawei had the highest market share in 5G RAN 

equipment, as well as the highest market share in the overall RAN equipment market and in 

the LTE and small cells categories.117 

54. For the above-mentioned reasons, and as I explained in my initial report, the evidence 

consistently shows that Huawei is not a provider of low-quality products but rather is a 

quality and innovation leader.  Huawei’s presence in the United States would facilitate the 

deployment of 5G networks in the United States. 

V. THE FCC’S ARGUMENT THAT THE SIZES OF HUAWEI AND ZTE CREATE A 

UNIQUE SECURITY CONCERN FOR COMMUNICATIONS NETWORKS IS NOT 

CONSISTENT WITH THE FACTS 

55. The FCC asserts that “Huawei and ZTE pose a unique threat to the security of 

communications networks and the communications supply chain because of their size….”118  

Excluding Huawei or ZTE on the basis of their size does not withstand simple logical 

scrutiny.  Samsung, a company not designated as a covered company by the FCC,119 is far 

larger than Huawei; ZTE is far smaller than any of the traditional RAN equipment 

suppliers;120 and Huawei and ZTE are dramatically different sizes. 

                                                 
116 “GlobalData Releases 2019 5G Competitive Landscape Assessment: Huawei Remains 5G RAN 5G Leader, 

Mobile World Live, at https://www.mobileworldlive.com/huawei-updates/globaldata-releases-2019-5g-

competitive-landscape-assessment-huawei-remains-5g-ran-5g-leader/?from=timeline. 
117 “Mobile RAN Quarterly Report Q3 2019 by Dell’Oro: Huawei Remains 5G RAN Leader,” Mobile World Live, 

at https://www.mobileworldlive.com/huawei-updates/mobile-ran-quarterly-report-q3-2019-by-delloro-huawei-

remains-5g-ran-leader/?from=singlemessage. 
118 2019 Security R&O, ¶ 45. 
119 2019 Security R&O, ¶ 43. 
120 These five vendors are Huawei, Ericsson, Nokia, Samsung, and ZTE.  See 10/07/2019 Aron Report, ¶ 86. 

https://www.mobileworldlive.com/huawei-updates/globaldata-releases-2019-5g-competitive-landscape-assessment-huawei-remains-5g-ran-5g-leader/?from=timeline
https://www.mobileworldlive.com/huawei-updates/globaldata-releases-2019-5g-competitive-landscape-assessment-huawei-remains-5g-ran-5g-leader/?from=timeline
https://www.mobileworldlive.com/huawei-updates/mobile-ran-quarterly-report-q3-2019-by-delloro-huawei-remains-5g-ran-leader/?from=singlemessage
https://www.mobileworldlive.com/huawei-updates/mobile-ran-quarterly-report-q3-2019-by-delloro-huawei-remains-5g-ran-leader/?from=singlemessage
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Exhibit V.1 

Total Revenue and Number of Employees for Top 5 RAN Vendors, 

 2018 

 

56. Exhibit V.1 compares the total 2018 revenue and number of employees of Huawei, ZTE, 

Ericsson, Nokia, and Samsung.  As the exhibit shows, Samsung is far larger than any of the 

other traditional RAN equipment suppliers.  In 2018, Samsung reported revenues twice as 

large as Huawei’s and employed over one and a half times as many people as Huawei. 

57. Further, the exhibit makes clear that the FCC has applied no rational baseline for its 

assessment of “size.”  Any threshold that qualifies ZTE as a threat based on its size would 

also qualify Ericsson, Nokia, and Samsung as well.  In 2018, Ericsson had almost twice the 

revenues of ZTE, Nokia had more than twice the revenues of ZTE, and Samsung had 

revenues over 17 times as large as ZTE.  All three companies also had far more employees 

than ZTE.  Even using Huawei’s revenue and total employees as a baseline, Samsung far 

exceeds those figures, yet is excluded from the scope of the initial designation. 

Vendor
Total Revenue

(in Millions)

Total Number of 

Employees

Huawei 108,942.90$                               188,000                       

ZTE 12,917.40$                                 68,240                         

Ericsson 24,225.90$                                 95,359                         

Nokia 26,607.31$                                 103,000                       

Samsung 221,492.18$                               309,630                       

Notes:

[1] The revenues are reported in millions of 2018 U.S. dollars. The revenues were converted 

from the currency of each company's home country to U.S. dollars using the average annual 

exchange rate in 2018.
[2] While each company produces products other than telecommunications equipment, the 

FCC’s insistence that the sizes of Huawei and ZTE pose a threat to the United States seems 

likely to refer to the total capabilities of the companies, rather than to one segment of the 

company.

Sources:

[1] Huawei Investment & Holding Co., Ltd., 2018 Annual Report, pp. 2, 8.

[2] ZTE Corporation, Annual Report, 2018, pp. 23, 105.

[3] Telefonaktiebolaget LM Ericsson, 2018 Annual Report, pp. 1, 38.

[4] Nokia Corporation, Nokia Annual Report on Form 20-F, 2018, pp. 2, 3.
[5] Samsung Electronics Co., Ltd., 2018 Business Report, for the year ended December 31, 

2018, p. 77.

[6] "Fast Facts: Samsung Electronics," Samsung Newsroom, accessed January 6, 2020, at 

https://news.samsung.com/global/fast-facts.
[7] "Yearly Average Currency Exchange Rates," United States Internal Revenue Service, last 

updated December 20, 2019, at https://www.irs.gov/individuals/international-taxpayers/yearly-
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58. There is simply no logical connection between the FCC’s argument that Huawei or ZTE 

poses a “unique threat” due to its size and the sizes of these companies.  The argument 

appears to be a red herring. 

VI. RESPONSE TO THE FCC’S CRITICISMS OF MY INITIAL REPORT 

A. The FCC’s Assertion that Its Actions Would Not Delay 5G Deployment Is 

Incorrect 

59. In its 2019 Security R&O, the FCC asserted that, contrary to the results of my analysis, its 

actions would not impact the timing of 5G network deployment in the United States.  

Specifically, the FCC stated that: 

It is unlikely our actions will impact U.S. 5G deployment. The four 

largest U.S. mobile carriers do not use and have no plans to use 

Huawei (or ZTE) radio access network equipment. Given this, and 

Aron’s claim that there are high costs associated with switching 

from one equipment manufacturer to another, it is implausible that 

our actions will affect these carriers’ 5G deployment plans.121 

60. There are at least two defects with the FCC’s reasoning.  

i. The FCC’s Initial Designation Is a Part of a Larger Government Initiative to 

Exclude Huawei from the U.S. Market 

61. First, the FCC’s action cannot be viewed in isolation, but rather must be assessed in the 

context of the overall efforts of the U.S. government to exclude Huawei from the U.S. 

market, and therefore, the relevant counterfactual for the FCC’s initial designation is not 

Huawei’s current presence in the U.S. market, but the world in which Huawei’s participation 

in the U.S. market is unrestricted. 

62. As I explained in my initial report, over the last decade the U.S. government has (1) 

discouraged a U.S. carrier from including Huawei in the bid to provide telecommunications 

equipment for that carrier, 122  (2) effectively blocked a carrier from using Huawei 

                                                 
121 2019 Security R&O, ¶ 121 (footnotes omitted). 
122 In 2010, eight senators asked the president to intervene when Huawei attempted to bid to provide 

telecommunications equipment to Sprint Nextel, a major U.S. carrier at the time.  This bid was excluded by 

Sprint Nextel largely due to national security concerns.  10/07/2019 Aron Report, ¶ 93. 
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equipment,123 (3) launched investigations into Huawei and ZTE,124 and (4) prohibited the 

procurement of Huawei’s and ZTE’s equipment for certain government uses. 125   The 

evidence I discuss below is that the combined effect of U.S. government policy as effectuated 

by multiple agencies is very likely the reason that major (and non-major) U.S. carriers do not 

use Huawei’s (or ZTE’s) equipment.  The FCC’s assertion that its initial designation would 

impact only a few ETCs that currently use Huawei’s and ZTE’s equipment and thus would 

not affect the 5G deployment in the United States ignores the broader context of its initial 

designation.126 

63. The purchase decisions of the major U.S. carriers indicate that if Huawei were not restricted 

in the United States by the combined governmental policies,127 it is likely that at least some 

                                                 
123 Softbank Group Corp, a Japanese information industry company that acquired Sprint Nextel in 2013, promised 

U.S. authorities to remove Huawei’s equipment from Sprint Nextel’s newly acquired Clearwire Corp networks 

after meeting with the House Intelligence Committee.  10/07/2019 Aron Report, ¶ 93.  See also, Danny Yadron 

and Spencer E. Ante, “Sprint and Softbank Agree to Forgo, Remove Huawei Equipment, Lawmaker Says,” 

Wall Street Journal, March 28, 2013, at https://blogs.wsj.com/washwire/2013/03/28/sprint-and-softbank-agree-

to-forgo-remove-huawei-equipment-lawmaker-says/. 
124 In 2011, the U.S. House of Representatives Permanent Select Committee on Intelligence initiated an investigation 

into Huawei and ZTE to “inquire into the counterintelligence and security threat posed by Chinese 

telecommunications companies doing business in the United States.”  10/07/2019 Aron Report, ¶ 93. 
125 The NDAA for the Fiscal Year 2018, Section 1656, prohibited the procurement of Huawei’s and ZTE’s 

equipment for certain government uses, starting December 2018.  The NDAA for Fiscal Year 2019, Section 

889, places additional restrictions on the procurement and use of Huawei’s equipment by the government and 

federal contractors starting in August 2019.  10/07/2019 Aron Report, ¶ 94. 
126 The FCC stated: “Huawei’s own chief executive has admitted that Huawei has ‘virtually no business dealings in 

the U.S.’—making it far more likely that our rule will have ‘virtually no’ impact on 5G deployment. (footnote 

omitted)” 2019 Security R&O, ¶ 121. See also the FCC’s cost-benefit analysis, which limits the cost of the 

FCC’s initial designation to costs incurred by 32 to 53 U.S. carriers that the FCC estimates (a) are Huawei or 

ZTE customers and (b) receive USF funds.  2019 Security R&O, ¶ 110-116. 
127 In 2011, the U.S. House of Representatives Permanent Select Committee on Intelligence issued a report that 

recommended placing restrictions on the use of Huawei’s and ZTE’s equipment by U.S. government systems 

and strongly encouraged private sector entities to seek vendors other than Huawei and ZTE for their projects.  

The NDAA for the Fiscal Year 2018, Section 1656, prohibited the procurement of Huawei’s and ZTE’s 

equipment for certain government uses, starting December 2018.  The NDAA for Fiscal Year 2019, Section 

889, places restrictions on the procurement and use of Huawei’s equipment by the government and federal 

contractors starting in August 2019.  See “Investigative Report on the U.S. National Security Issues Posed by 

Chinese Telecommunications Companies Huawei and ZTE,” A report by Chairman Mike Rogers and Ranking 

Member C.A. Dutch Ruppersberger of the Permanent Select Committee on Intelligence, U.S. House of 

Representatives, 112th Congress, October 8, 2012, pp. iv., 45; John S. McCain National Defense Authorization 

Act for Fiscal Year 2018, § 1656(b)(1) and (c); John S. McCain National Defense Authorization Act for Fiscal 

Year 2019, § 889; 10/07/2019 Aron Report, ¶¶ 93-94.  In May 2019, Huawei and its non-U.S. affiliates was 

added to the Entity List by the Bureau of Industry and Security.  Companies listed in the Entity List are “subject 

to specific license requirements for the export, reexport and/or transfer (in-country) of specified items.”  See 

DEPARTMENT OF COMMERCE, Bureau of Industry and Security, 15 CFR Part 744, Addition of Entities to 

the Entity List, 84 Federal Register 98 (May 21, 2019); “Entity List,” Bureau of Industry and Security, U.S. 

 

https://blogs.wsj.com/washwire/2013/03/28/sprint-and-softbank-agree-to-forgo-remove-huawei-equipment-lawmaker-says/
https://blogs.wsj.com/washwire/2013/03/28/sprint-and-softbank-agree-to-forgo-remove-huawei-equipment-lawmaker-says/
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major carriers would deploy Huawei’s equipment in their U.S. networks.  As I documented 

in my initial and current reports, Huawei’s RAN equipment is in high demand in the regions 

where Huawei is allowed to participate in the market,128 and countries in which carriers use 

Huawei equipment have among the best-performing 4G networks in the world, many of 

which are ranked higher than the 4G networks in the United States.129 

64. In particular, U.S. carriers’ parent companies or subsidiaries that operate networks outside 

of the United States often use Huawei equipment in their non-U.S. networks.  T-Mobile’s 

parent company, Deutsche Telekom, 130  and many of its affiliates, including Telekom 

Deutschland, Magyar Telekom and T-Mobile Netherlands, 131  use Huawei 4G wireless 

equipment in their networks.132  Several of Deutsche Telekom subsidiaries, including T-

Mobile Austria, T-Mobile Polska, use Huawei equipment in their 5G networks.133 

65. AT&T operates 4G networks in Mexico that utilize Huawei equipment.134   

66. Apart from the limitations imposed on the use of Huawei equipment in the United States, it 

is not plausible that at least those U.S. carriers that use Huawei equipment abroad would 

                                                 
Department of Commerce, at https://www.bis.doc.gov/index.php/policy-guidance/lists-of-parties-of-

concern/entity-list.  
128 10/07/2019 Aron Report, ¶ 90. 
129 10/07/2019 Aron Report, ¶ 98. 
130 Deutsche Telekom, Annual Report, 2018, pp. 179, 265. 
131 Deutsche Telekom, Annual Report, 2018, pp. 179, 265. 
132 Iain Morris, “DT's Dinner With Huawei Could Become Dog's Breakfast,” LightReading, February 12, 2019, at 

https://www.lightreading.com/carrier-security/mobile-security/dts-dinner-with-huawei-could-become-dogs-

breakfast/d/d-id/749412.  Carriers Magyar Telekom and T-Mobile Netherlands have conducted joint testing 

with Huawei of its 5G equipment.  See, Gergely Szakacs and Krisztina Than, “Magyar Telekom says it is 

testing 5G technology with several suppliers,” Reuters, November 5, 2019, at 

https://www.reuters.com/article/us-hungary-telecoms-huawei-magyar-teleko/magyar-telekom-says-it-is-testing-

5g-technology-with-several-suppliers-idUSKBN1XF16S; Den Haag, “T-Mobile Netherlands activates first 

antenna with 5G technology in Amsterdam,” T-Mobile Press Release, September 28, 2017, at 

https://newsroom.t-mobile.nl/t-mobile-netherlands-activates-first-antenna-with-5g-technology-in-amsterdam/. 
133 Deutsche Telekom, Annual Report, 2018, pp. 179, 265.  Iain Morris, “DT's Dinner With Huawei Could Become 

Dog's Breakfast,” Light Reading, February 12, 2019, at https://www.lightreading.com/carrier-security/mobile-

security/dts-dinner-with-huawei-could-become-dogs-breakfast/d/d-id/749412; “T-Mobile Austria acquired 110 

MHz of spectrum throughout the country for a total price of €57 million,” European 5G Observatory, March 28, 

2019, at https://5gobservatory.eu/t-mobile-austria-launches-5g-for-friendly-customers/; Pia Habel, “Premiere: 

T-Mobile Polska launches 5G network in Warsaw,” Deutsche Telekom, December 7, 2018, at 

https://www.telekom.com/en/media/media-information/archive/5g-network-in-warsaw-554444. 
134 Drew FitzGerald, “The U.S. Wants to Ban Huawei. But in Some Places, AT&T Relies On It.” Wall Street 

Journal, April 16, 2019, at https://www.wsj.com/articles/the-u-s-wants-to-ban-huawei-at-t-mexico-relies-on-it-

11555407001. 

 

https://www.bis.doc.gov/index.php/policy-guidance/lists-of-parties-of-concern/entity-list
https://www.bis.doc.gov/index.php/policy-guidance/lists-of-parties-of-concern/entity-list
https://www.lightreading.com/carrier-security/mobile-security/dts-dinner-with-huawei-could-become-dogs-breakfast/d/d-id/749412
https://www.lightreading.com/carrier-security/mobile-security/dts-dinner-with-huawei-could-become-dogs-breakfast/d/d-id/749412
https://www.reuters.com/article/us-hungary-telecoms-huawei-magyar-teleko/magyar-telekom-says-it-is-testing-5g-technology-with-several-suppliers-idUSKBN1XF16S
https://www.reuters.com/article/us-hungary-telecoms-huawei-magyar-teleko/magyar-telekom-says-it-is-testing-5g-technology-with-several-suppliers-idUSKBN1XF16S
https://www.lightreading.com/carrier-security/mobile-security/dts-dinner-with-huawei-could-become-dogs-breakfast/d/d-id/749412
https://www.lightreading.com/carrier-security/mobile-security/dts-dinner-with-huawei-could-become-dogs-breakfast/d/d-id/749412
https://5gobservatory.eu/t-mobile-austria-launches-5g-for-friendly-customers/
https://www.telekom.com/en/media/media-information/archive/5g-network-in-warsaw-554444
https://www.wsj.com/articles/the-u-s-wants-to-ban-huawei-at-t-mexico-relies-on-it-11555407001
https://www.wsj.com/articles/the-u-s-wants-to-ban-huawei-at-t-mexico-relies-on-it-11555407001
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forgo an opportunity to use equipment in their networks that is cost effective, most highly-

ranked among competitors, and that is successfully deployed by many other major carriers 

worldwide.135  This is supported by the fact that those carriers use this very equipment in 

their networks outside the United States. 

ii. The FCC’s Assertion that 5G Deployment Would Be Carried Out Only by the 

Four Major U.S. Carriers Is Not Correct 

67. Second, it is not true that 5G deployment in the U.S. will be carried out only by the four 

largest U.S. wireless carriers, as the FCC seems to suggest.136  In its 2018 Communications 

Marketplace Report, the FCC identified “dozens of other facilities-based mobile wireless 

service providers throughout the United States, many of which provide service in a single, 

often rural, geographic area.”137 

68. Among these facilities-based wireless carriers are USF recipients that currently use Huawei 

equipment and those that intended to use Huawei 5G equipment before the FCC initiated its 

proceeding.  Examples of USF recipients that use Huawei equipment include United 

Telephone Association, Inc., United Wireless Communications, Inc., and United 

Communications Association, Inc. (together, “United TelCom”),138 Sagebrush Cellular, Inc. 

(“Sagebrush”), 139  Union Telephone Company (“Union”), 140  James Valley 

                                                 
135 Huawei reported in 2018 that it served 45 of the world’s 50 largest telecommunications providers.  10/07/2019 

Aron Report, ¶ 91. 
136 2019 Security R&O, ¶ 121. 
137 Report, In the Matter of Communications Marketplace Report et al., Before the Federal Communications 

Commission, GN Docket No. 18-231 et al., FCC 18-181 (Released December 26, 2018), p. 5. 
138 Reply Comments of United TelCom, In the Matter of Protecting Against National Security Threats to the 

Communications Supply Chain Through FCC Programs, Before the Federal Communications Commission, 

WC Docket 18-89 (hereafter, United TelCom Reply Comments), pp. 1-2. 
139 Comments of Sagebrush Cellular, Inc., In the Matter of Protecting Against National Security Threats to the 

Communications Supply Chain Through FCC Programs, Before the Federal Communications Commission, 

WC Docket 18-89 (June 1, 2018) (hereafter, Sagebrush Comments), pp. 1-2. 
140 Declaration of Eric J. Woody, In the Matter of Protecting Against National Security Threats to the 

Communications Supply Chain Through FCC Programs, Before the Federal Communications Commission, 

WC Docket 18-89, June 1, 2018 (hereafter, Woody Declaration), included as an appendix to Comments of 

Competitive Carriers Association, In the Matter of Protecting Against National Security Threats to the 

Communications Supply Chain Through FCC Programs, Before the Federal Communications Commission, 

WC Docket 18-89 (June 1, 2018) (hereafter, CCA Comments), ¶ 3. 
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Telecommunications (“JVT”),141 NE Colorado Cellular (“Viaero”),142 and SI Wireless LLC 

(“SI Wireless”).143  These rural carriers have identified a cost advantage in using Huawei 

equipment over the equipment of other vendors.144   

69. Indeed, several rural wireless carriers noted that the FCC’s action would delay their 5G 

deployment.  For example, SI Wireless provides mobile phone and broadband services to 

approximately 20,000 customers in Kentucky and Tennessee on its predominantly Huawei-

based network.145  SI Wireless informed the FCC that, under the initial designation, it would 

be “very difficult, if not impossible, for SI Wireless to maintain its current network and 

implement future network upgrades,” including 5G.146  JVT submitted in its comments to the 

FCC that it has restricted its network investments due to uncertainty imposed by the initial 

designation.147   

70. FCC Commissioner Michael O’Rielly agreed that by restricting carriers’ equipment options, 

the FCC’s action could “raise costs and delay new and expanded offerings.”148  According 

to Commissioner O’Rielly, these additional costs would especially affect the smaller carriers 

in the United States.149   

                                                 
141 Declaration of James Groft, In the Matter of Protecting Against National Security Threats to the Communications 

Supply Chain Through FCC Programs, Before the Federal Communications Commission, WC Docket 18-89, 

May 29, 2018 (hereafter, Groft Declaration), included as an appendix to CCA Comments, ¶ 3. 
142 Declaration of Frank DiRico, In the Matter of Protecting Against National Security Threats to the 

Communications Supply Chain Through FCC Programs, Before the Federal Communications Commission, 

WC Docket 18-89, June 1, 2018 (hereafter, DiRico Declaration), included as an appendix to CCA Comments, ¶ 

3. 
143 Declaration of Michael Beehn, In the Matter of Protecting Against National Security Threats to the 

Communications Supply Chain Through FCC Programs, Before the Federal Communications Commission, 

WC Docket 18-89 (June 1, 2018) (hereafter, Beehn Declaration), included as an appendix to CCA Comments, ¶ 

4. 
144 Several rural ETCs stated to the FCC in their submissions in this docket that they chose Huawei over competing 

vendors because it was the most cost-effective option or because of substantial savings that Huawei provided in 

initial deployment and ongoing support services.  See Sagebrush Comments, p. 2; Beehn Declaration, ¶ 4; 

DiRico Declaration, ¶ 3; Groft Declaration, ¶ 3; Declaration of Michael D. Kilgore, In the Matter of Protecting 

Against National Security Threats to the Communications Supply Chain Through FCC Programs, Before the 

Federal Communications Commission, WC Docket 18-89, June 1, 2018, included as an appendix to CCA 

Comments (hereafter, Kilgore Declaration), ¶ 3; Woody Declaration, ¶ 3; United TelCom Reply Comments, p. 

3.  See also, CCA Comments, p. 6.  
145 Beehn Declaration, ¶¶ 2, 4. 
146 Beehn Declaration, ¶ 2. 
147 Groft Declaration, ¶ 6. 
148 2019 Security R&O, Statement of Commissioner Michael O’Rielly, p. 112. 
149 2019 Security R&O, Statement of Commissioner Michael O’Rielly, p. 112. 
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B. The FCC’s Assertion that Its Actions Will Not Materially Increase Prices of 

RAN Equipment Is Unfounded 

71. The FCC argued that “it [is] unlikely that [its] actions will materially increase U.S. radio 

access network equipment prices. . . because “Huawei has ‘virtually no business dealings in 

the U.S.’”150 

72.  The FCC’s argument is not valid.  Economic principles and U.S. antitrust policy teach that 

even firms with a limited amount of business can exert competitive pressure on prices of 

other market participants. This is because, among other reasons, a company may have a 

limited amount of business overall but have a material amount of business among a subset 

of customers.  In such circumstances, the company may be able to exert competitive pressure 

on the prices of its competitors serving this subset of customers.151  In the case of Huawei, 

as I describe above, it currently sells to small rural carriers in the United States.  Its share of 

sales in the overall U.S. marketplace is not as relevant to the effect on the prices paid by 

small rural carriers as is its share of the sales of network equipment to that submarket, in 

which it is certainly a significant competitor.  According to the New York Times, Huawei 

provides equipment to approximately 25 percent of small wireless carriers.152  As I discussed 

in my initial report, the effect of an increase in the concentration of a market can be calculated 

using a standard methodology commonly used by  U.S. antitrust authorities, known as the 

HHI.153  The exit of a company that serves 25 percent of this market, given this market’s 

concentration and entry barriers, will likely increase the HHI by an amount significant 

enough to warrant concerns about a potential price increase.154  

                                                 
150 2019 Security R&O, ¶ 121 (footnotes omitted).  
151 U.S. antitrust agencies typically identify one or more relevant markets to analyze the competitive effects of a 

merger in that relevant market, or in this case, an exit of a competitor from that relevant market.  “Horizontal 

Merger Guidelines,” U.S. Department of Justice and the Federal Trade Commission, August 19, 2010, Secs. 4, 

5.3, and 6.    
152 Cecilia Kang, “Huawei Ban Threatens Wireless Service in Rural Areas,” The New York Times, May 25, 2019, at 

https://www.nytimes.com/2019/05/25/technology/huawei-rural-wireless-service.html.  
153 The HHI is calculated by summing the squares of the individual firms’ market shares.  The HHI ranges from 

close to zero for a market with a large number of small competitors, to 10,000 for a pure monopoly.  See 

10/07/2019 Aron Report, ¶ 200. 
154 The 2010 Horizontal Merger Guidelines state that mergers, or in this case the exit of a competitor, resulting in 

moderately or highly concentrated markets with an increase of the HHI above a certain threshold raise 

competitive concerns.  “Horizontal Merger Guidelines,” U.S. Department of Justice and the Federal Trade 

Commission, August 19, 2010, Sec. 5.3, 9.  

 

https://www.nytimes.com/2019/05/25/technology/huawei-rural-wireless-service.html
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73. Exhibit VI.1 shows a numeric example of the effect on the HHI of the exit of a competitor 

with a 25 percent revenue share from a moderately concentrated market.155  The example 

shows that when a hypothetical Vendor D exits the hypothetical market, the HHI increases 

by more than 800 points, moving this hypothetical market from moderately-concentrated to 

highly-concentrated.  According to the 2010 Horizontal Merger Guidelines, mergers, or in 

this case the exit of a competitor, that result in highly concentrated markets and that involve 

the HHI increases of more than 200 points are “presumed to be likely to enhance market 

power,” 156 and thereby likely to increase prices post-merger, or in this case, post-exit.157 

Figure VI.1 

Numerical Example of the Effect on the HHI of the Exit of a Competitor from a 

Moderately Concentrated Market 

 

 
 

74. That firms with a limited amount of business can exert significant pressure on competitors’ 

prices is especially true in bidding markets.  Wireless carriers build out and provision 

                                                 
155 According to the 2010 Horizontal Merger Guidelines, a market is moderately concentrated if its HHI is between 

1,500 and 2,500, and a market is highly concentrated if its HHI is above 2,500.  “Horizontal Merger 

Guidelines,” U.S. Department of Justice and the Federal Trade Commission, August 19, 2010, Sec. 5.3. 
156 “Horizontal Merger Guidelines,” U.S. Department of Justice and the Federal Trade Commission, August 19, 

2010, Sec. 5.3. 
157 “Horizontal Merger Guidelines,” U.S. Department of Justice and the Federal Trade Commission, August 19, 

2010, Sec. 6. 

 

Vendor
Pre-Exit Revenue 

Share

Post-Exit Revenue 

Share
Difference

[A] [B] [C] [D]=[C]-[B]

Vendor A 25% 33% +8%

Vendor B 25% 33% +8%

Vendor C 25% 33% +8%

Vendor D 25% 0% -25%

HHI 2,500 3,333 +833

Notes:

[1] I calculate the HHI in the pre-exit and post-exit markets as        
  

   , where ri is the 

revenue share of firm i for i = Vendor A, Vendor B, Vendor C, and Vendor D.

[2] I assume that the revenue share from the exiting firm is diverted to the remaining vendors in 

proportion to each remaining vendor's existing revenue share (e.g., a vendor with pre -exit revenue 

share x would, upon the exit of a competitor with pre-exit revenue share y, have a post-exit revenue 

share of x/(1-y).
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networks by purchasing via bids or requests for proposals.158  In such circumstances, the 

carriers can negotiate with the bidders and encourage lower prices by pitting the suppliers 

against one another.159   The absence from the bidding of a provider with an attractive 

price/quality proposition weakens the bargaining ability of the purchaser to negotiate an 

attractive price from the participants.160  In the same way, the absence of Huawei from the 

bidding for contracts with small rural carriers weakens the ability of those carriers to 

negotiate attractive prices from the remaining bidders.   

75. Moreover, the FCC appears once again to be viewing its policy too narrowly.  The broader 

policy context of excluding Huawei from the U.S. market, of which the FCC’s initial 

designation is a part, has already had the effect of elevating prices for all carriers relative to 

what prices would have been if Huawei had been participating in the market at the levels it 

participates in the rest of the world.  Given that the FCC’s initial designation contributes to 

this larger government action, the relevant policy questions are not limited to whether further 

reducing Huawei’s already-limited presence would further elevate prices, but they should 

include the question of the extent to which the effective exclusion of Huawei from the level 

of participation it has in the rest of the world has already damaged the economy by elevating 

prices to all carriers.  I demonstrated in my initial report that the upward pricing pressure 

already caused by Huawei’s restriction within the U.S. RAN market, relative to its 

hypothetical full participation, ranges from 12.6 percent to 16.0 percent.161    

76. The FCC acknowledges that USF recipients could face higher prices if Huawei is excluded 

from the U.S. market.162  The FCC claims, however, that the price increases would persist 

                                                 
158 REGULATION (EC) NO 139/2004 MERGER PROCEDURE: ARTICLE 6(1)(B) NON-OPPOSITION, “Case 

No COMP/M.7632 – NOKIA/ALCATEL-LUCENT,” July 24, 2015 (hereafter, Nokia/Alcatel-Lucent Merger 

Procedure 2015), ¶ 18; Woody Declaration, ¶ 3. 
159 See, for example, Preston R. McAfee and John McMillan. "Auctions and Bidding." Journal of Economic 

Literature 25, no. 2 (1987), p. 729 (finding that as the number of bidders increases, the winning contract bid 

falls).   
160 Preston R. McAfee and John McMillan. "Auctions and Bidding." Journal of Economic Literature 25, no. 2 

(1987), pp. 728-729.   
161 10/07/2019 Aron Report, ¶ 213 and Exhibit IX.3. 
162 FCC admits that companies that buy equipment from Huawei could face higher prices: “[C]arriers that buy 

equipment from covered companies could face higher prices in the near term (and only to the extent they use 

universal services funds to purchase that equipment),” 2019 Security R&O, ¶ 121. 
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only in the “near term.”163  The FCC provides no evidence or even theoretical support for 

this assertion.  Moreover, the relevant time period for deploying 5G technology and 

maintaining competitiveness with other world economies in wireless technology is relatively 

short, as I explained in Section II.B.  Without any downward pressure on prices from Huawei 

or other entrants with comparable capabilities, the effects of Huawei’s absence from the U.S. 

market would not abate.164  As I discussed in Section II.A above, it appears unlikely that 

there will be significant new entrants over the next few years in the U.S. market for RAN 

equipment from traditional or vRAN suppliers.   

77. Evidence provided by Dr. Allan Shampine in his comments to the FCC also indicates that 

excluding Huawei would result in higher prices in the long term.165  Dr. Shampine provided 

evidence from carriers and performed his own analysis of the relationship between average 

selling prices of LTE base stations and industry concentration across regions.  His analysis 

showed that higher industry concentration in LTE in North America corresponded to higher 

average selling prices of LTE base stations.166   

C. The FCC’s Assertion that Its Actions Would “Facilitate” Continued U.S. 

Leadership in 5G Is Counterfactual 

78. The FCC finds that “ensuring a robust ecosystem of trusted vendors for 5G equipment (one 

collateral consequence of [its] rule) is more likely to keep 5G equipment prices checked by 

                                                 
163 2019 Security R&O, ¶ 121. 
164 Economist John Kwoka analyzed data reported by the Federal Trade Commission (“FTC”) on merger-related 

activity for the 1996-2011 period.  He found that when the number of significant competitors declined from 3 to 

2, as in the hypothetical scenario of transitioning from the market with Huawei’s full participation to the current 

market in which Huawei participation is restricted, the number of merger investigations resulting in 

enforcement action was very high—89.2 percent, indicating a substantial concern by the FTC that reducing 

from 3 to 2 competitors in the market would tend to raise a risk of increasing prices.  See John Kwoka, “The 

Structural Presumption and the Safe Harbor in Merger Review: False Positives or Unwarranted Concerns?” 

Antitrust Law Journal 81, no. 3 (2017), pp. 865-866. 
165 Dr. Shampine found that “average selling prices per LTE base station (whether overall, or by pico, micro and 

macro individually) are higher in North America than in other regions of the world.”  Comments of Allan L. 

Shampine, Ph.D., On “Competition and Consumer Protection in the 21st Century Hearings, Project Number 

P181201,” August 20, 2018 (hereafter, 08/20/2018 Shampine’s Expert Report), ¶ 13 (citation omitted). 
166 Dr. Shampine’s analysis is based on the data from the following market research firms: Infonetics, IHS, and 

Dell’Oro, and on information from news reports, the European Commission, and MOFCOM.  08/20/2018 

Shampine’s Expert Report, ¶ 13, fn. 19, and Table 1. 
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a competitive market over the long term, facilitating deployment and continued U.S. 

leadership in 5G.”167 

79. The FCC’s presumption that the United States is the leader in 5G is not supported by 

evidence.  It is undisputed that the United States already lags behind other countries in 5G 

deployment.  Although South Korean and U.S. carriers launched commercial mobile 5G 

networks at the same time,168 South Korea is significantly ahead of the United States in 5G 

deployment.  According to Bernstein Research, a reputable research and brokerage firm,169 

South Korea was anticipated to have 75,000 5G macro base stations by the end of 2019, 

while the United States was anticipated to have just 10,000 5G macro base stations by the 

end of 2019.170  An October 2019 study by RootMetrics171 found that the U.S. 5G networks 

that have been deployed lag behind South Korean networks in median and peak speeds, as 

well as in availability.172  For example, the study finds that median 5G download speeds 

ranged from 20.9 Mbps to 256.1 Mbps for carriers in the United States, compared to between 

163 Mbps and 426.4 Mbps for carriers in South Korea.173   

80. Although Chinese carriers launched commercial 5G networks more than half a year later 

than the United States, 174 China had already deployed 126,000 5G macro base stations as of 

                                                 
167 2019 Security R&O, ¶ 121. 
168 See 10/07/2018 Aron Report, Appendix D, ¶¶ 37, 46. 
169 “Keeping Our Clients ahead of Tomorrow®,” Bernstein Research, at 

https://www.bernsteinresearch.com/brweb/Public/Login.aspx?ReturnUrl=%2fbrweb%2fHome.aspx. 
170 Stu Woo, “In the Race to Dominate 5G, China Sprints Ahead,” Wall Street Journal, September 7, 2019, at 

https://www.wsj.com/articles/in-the-race-to-dominate-5g-china-has-an-edge-11567828888; Jon Lanford and 

Kenny Man, “2G to 5G Base Station Receiver Design Simplified by Innovative Integrated Transceivers,” 

Analog Devices, Inc., 2018, at https://www.analog.com/media/en/technical-documentation/tech-

articles/A105755-2G-to-5G-Base-Station-Receiver-Design-Simplified-by-Innovative-Integrated-

Transceivers.pdf. 
171 RootMetrics is a mobile analytics firm that provides insights into the user experience of mobile networks. 

“Providing insights to help improve the end-user mobile experience,” RootMetrics by IHS Markit, at 

http://rootmetrics.com/en-US/about.   
172 Jeremy Horwitz, “RootMetrics: Early U.S. 5G speeds crush 4G, but lag behind South Korea,” VentureBeat, 

October 15, 2019, at https://venturebeat.com/2019/10/15/rootmetrics-early-u-s-5g-speeds-crush-4g-but-lag-

behind-south-korea/. 
173 Jeremy Horwitz, “RootMetrics: Early U.S. 5G speeds crush 4G, but lag behind South Korea,” VentureBeat, 

October 15, 2019, at https://venturebeat.com/2019/10/15/rootmetrics-early-u-s-5g-speeds-crush-4g-but-lag-

behind-south-korea/. 
174 Stella Soon, “Here’s how the US can beat China in the race for dominance in next generation networks,” CNBC, 

Updated December 5, 2019, at https://www.cnbc.com/2019/11/26/5g-race-how-the-us-can-beat-china-in-the-

competition-for-dominance.html; Ed Adamczyk, “Verizon becomes first in the world to activate 5G network,” 

 

https://www.bernsteinresearch.com/brweb/Public/Login.aspx?ReturnUrl=%2fbrweb%2fHome.aspx
https://www.wsj.com/articles/in-the-race-to-dominate-5g-china-has-an-edge-11567828888
https://www.analog.com/media/en/technical-documentation/tech-articles/A105755-2G-to-5G-Base-Station-Receiver-Design-Simplified-by-Innovative-Integrated-Transceivers.pdf
https://www.analog.com/media/en/technical-documentation/tech-articles/A105755-2G-to-5G-Base-Station-Receiver-Design-Simplified-by-Innovative-Integrated-Transceivers.pdf
https://www.analog.com/media/en/technical-documentation/tech-articles/A105755-2G-to-5G-Base-Station-Receiver-Design-Simplified-by-Innovative-Integrated-Transceivers.pdf
http://rootmetrics.com/en-US/about
https://venturebeat.com/2019/10/15/rootmetrics-early-u-s-5g-speeds-crush-4g-but-lag-behind-south-korea/
https://venturebeat.com/2019/10/15/rootmetrics-early-u-s-5g-speeds-crush-4g-but-lag-behind-south-korea/
https://venturebeat.com/2019/10/15/rootmetrics-early-u-s-5g-speeds-crush-4g-but-lag-behind-south-korea/
https://venturebeat.com/2019/10/15/rootmetrics-early-u-s-5g-speeds-crush-4g-but-lag-behind-south-korea/
https://www.cnbc.com/2019/11/26/5g-race-how-the-us-can-beat-china-in-the-competition-for-dominance.html
https://www.cnbc.com/2019/11/26/5g-race-how-the-us-can-beat-china-in-the-competition-for-dominance.html
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January 2020, which by far exceeds the deployment of base stations in the United States.175  

China has historically rapidly deployed network infrastructure.  It deployed LTE networks 

that covered 80 percent of its population in just 1.5 years, and it took China two years to 

deploy LTE networks covering 90 percent of its population, which was faster than each of 

Australia, Canada, China, Germany, Japan, and the United States, as well as other 

countries.176    

81. According to Dell’Oro Group, global 5G market growth is driven by the rapid growth of 5G 

deployments in China, South Korea, and countries in the Middle East and Europe.177  The 

fact that Dell’Oro Group did not mention the United States in this group is conspicuous and 

another indication that other countries are rapidly moving ahead of the United States in 5G 

deployment. 

82. In my initial report, I conservatively assumed, based on pronouncements by the FCC, that 

mid-band spectrum would be made available to U.S. carriers in Q3 2019 and that the delay 

in 5G deployment due to the spectrum gap would be 6 months.178  As of the writing of this 

report, the spectrum gap has not been overcome—mid-band spectrum has still not been 

                                                 
United Press International, Inc., April 3, 2019, at  https://www.upi.com/Top_News/US/2019/04/03/Verizon-

becomes-first-in-the-world-to-activate-5G-network/1901554310388/. 
175 Elsa Kania, “The 5G fight of the decade,” The Hill, January 3, 2020, at 

https://thehill.com/opinion/technology/476630-the-5g-fight-of-the-decade. 
176 Based on data from the database “GSMA Intelligence” for Australia, Canada, China, Germany, Japan, the United 

States, and the United Kingdom.  See https://www.gsmaintelligence.com/data/. 
177 “Mobile RAN Quarterly Report Q3 2019 by Dell’Oro: Huawei Remains 5G RAN Leader,” Mobile World Live, 

January 6, 2020, at https://www.mobileworldlive.com/huawei-updates/mobile-ran-quarterly-report-q3-2019-by-

delloro-huawei-remains-5g-ran-leader/?from=singlemessage. 
178 10/07/2019 Aron Report, ¶ 176, fn. 283. 

 

https://www.upi.com/Top_News/US/2019/04/03/Verizon-becomes-first-in-the-world-to-activate-5G-network/1901554310388/
https://www.upi.com/Top_News/US/2019/04/03/Verizon-becomes-first-in-the-world-to-activate-5G-network/1901554310388/
https://crainternational.sharepoint.com/sites/AronCases/Shared%20Documents/General/HUAWEI-US/Elsa
https://thehill.com/opinion/technology/476630-the-5g-fight-of-the-decade
https://www.gsmaintelligence.com/data/
https://www.mobileworldlive.com/huawei-updates/mobile-ran-quarterly-report-q3-2019-by-delloro-huawei-remains-5g-ran-leader/?from=singlemessage
https://www.mobileworldlive.com/huawei-updates/mobile-ran-quarterly-report-q3-2019-by-delloro-huawei-remains-5g-ran-leader/?from=singlemessage
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allocated.179  Hence, the spectrum gap has already exceeded a year,180 and the delay in 5G 

deployment is likely to be longer than I anticipated in my initial report.181  That is not to say 

that U.S. carriers are not deploying 5G networks; they are, but at a much slower rate than 

some of the countries in which mid-band spectrum has been allocated.182  As I explained in 

my initial report, evidence from the build-out and adoption of 4G networks around the world 

indicates that the slow start of 5G deployment in the United States may cause the United 

States to lag in 5G deployment and adoption for a sustained period of time.183  The ability of 

the United States to recover from a slow start and seize a lead in 5G will be damaged if the 

restriction on the use of USF funds to purchase Huawei equipment is implemented.184  The 

longer the deployment of 5G is delayed, the greater are the losses to the U.S. economy and 

employment.185   

                                                 
179 10/22/2019 Rosenworcel Remarks, pp. 2-3.  The FCC will begin its first mid-band auction to allocate 70 MHz of 

3.5 GHz spectrum on June 25, 2020.  The FCC also authorized initial commercial deployments in the 3.5 GHz 

band in September 2019; there are 150 MHz of General Authorized Spectrum (“GAA”) spectrum that can be 

used by anyone for unlicensed-like use.  Remarks of FCC Chairman Ajit Pai at the OnGo Workshop, Los 

Angeles, CA, October 23, 2019, p. 2, at https://docs.fcc.gov/public/attachments/DOC-360369A1.pdf.  “Wireless 

Telecommunications Bureau and Office of Engineering and Technology Approve Five Spectrum Access 

System Administrators to Begin Initial Commercial Deployments in the 3.5 GHz Band,” Federal 

Communications Commission Public Notice, DA 19-915 (Released: September 16, 2019), at 

https://docs.fcc.gov/public/attachments/DA-19-915A1.pdf.  According to GSMA, while spectrum sharing can 

address rising demand for mobile services, it has “yet to be proven to be as an effective way to provide 

additional spectrum for mobile broadband.”  Spectrum sharing, according to GSMA, is a complementary 

approach to exclusive licensing that can provide access to more spectrum for future mobile services.  Exclusive 

licensing has provided certainty of access to mobile spectrum, which, according to GSMA is “a critical 

component of mobile networks, to support huge investments in high quality, wide area mobile networks 

worldwide.”  GSM Association, “Spectrum Sharing GSMA Public Policy Position,” November 2018, pp. 2-5.  
180 In my initial report, I estimated that the losses to the U.S. economy associated with a longer spectrum gap 

increase as the spectrum gap increases.  Therefore, my estimate of the losses to the U.S. economy in my initial 

report is conservative.  10/07/2019 Aron Report, ¶ 176, fn. 283. 
181 John Hendel, “The big barrier to Trump’s 5G America,” Politico, December 29, 2019, at 

https://www.politico.com/news/2019/12/29/big-barrier-trump-5g-america-089883. 
182 See, e.g., my comparison of the deployment in South Korea and the United States in Section VI.A above. 
183 10/07/2019 Aron Report, ¶ 152 and Figure VIII.1. 
184 10/07/2019 Aron Report, Section VIII.C. 
185 10/07/2019 Aron Report, ¶ 20. 

 

https://docs.fcc.gov/public/attachments/DOC-360369A1.pdf
https://docs.fcc.gov/public/attachments/DA-19-915A1.pdf
https://www.politico.com/news/2019/12/29/big-barrier-trump-5g-america-089883
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VII. RESPONSE TO THE FCC’S COST-BENEFIT ANALYSIS OF ITS INITIAL 

DESIGNATION
186 

83. The FCC performed a cost-benefit analysis of its initial designation to prohibit the use of 

USF funds to purchase Huawei’s or ZTE’s equipment or services.187  The FCC’s cost-benefit 

analysis, however, is perfunctory, superficial, and not well supported.  It appears designed to 

minimize the estimated potential costs, while making no material effort to quantify the 

benefits.   

84. Commissioner O’Rielly appears to agree with this characterization.  Specifically, he says in 

his statement regarding the FCC’s 2019 Security R&O: 

I remain disappointed in our cost-benefit analyses. Instead of 

figuring out what the true benefits are of our decision, the cost-

benefit analysis states that the cost of $960 million, which as I just 

stated seems low, is justified if our action prevents a minimal – well 

less than one percent – disruption to the economy and annual 

growth. There is no data provided to verify these assertions or 

support the theory that preventing USF funds from being used to 

buy and maintain this equipment will be effective in reducing these 

hypothetical disruptions to our economy.188 

85. As Commissioner O’Rielly observed, the FCC made no serious attempt to quantify the 

benefits of its initial designation.  Instead, the FCC assumed that in the absence of the initial 

designation, a foreign adversary could gain access to American communications networks 

and negatively impact the U.S. economy.189  The FCC calculated a hypothetical value of 

avoiding that negative impact that would outweigh the estimated costs of its action.  First, 

the FCC calculated the necessary reduction in economic growth that the initial designation 

would have to prevent to outweigh its estimated costs.190  At no point did the FCC provide 

evidence of the possibility or likelihood of a reduction in economic growth of that magnitude.  

                                                 
186 2019 Security R&O, ¶¶ 108-121.  
187 2019 Security R&O, ¶¶ 2, 108.  In 2018, the FCC created an Office of Economics and Analytics and tasked the 

Office with performing a “rigorous, economically-grounded cost-benefit analysis for every rulemaking deemed 

to have an annual effect on the economy of $100 million or more.” Order, In the Matter of Establishment of the 

Office of Economics and Analytics, Before the Federal Communications Commission, MD Docket No. 18-3, 

FCC 18-7 (Released: January 31, 2018), ¶ 1 and Appendix § 0.21. 
188 2019 Security R&O, Statement of Commissioner Michael O’Rielly, pp. 112-113. 
189 2019 Security R&O, ¶ 109. 
190 2019 Security R&O, ¶ 109. 
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Second, the FCC calculated the necessary disruption in the U.S. digital economy that the 

initial designation would have to prevent to outweigh the estimated costs.191  Third, the FCC 

highlighted the estimated annual costs to the U.S. economy of both existing malicious cyber 

activity and identity theft and calculated the reduction in these activities as a result of the 

initial designation that would be necessary for the benefits of the initial designation to 

outweigh the estimated costs.192  Again, the FCC failed to provide any evidence that such a 

reduction is likely, or even possible.  Finally, the FCC appealed to “even harder to quantify” 

benefits of the initial designation, including the prevention of “untrustworthy elements” in 

the U.S. communications network from impacting defense, public safety, and infrastructure.  

The FCC did not even attempt to quantify these benefits.193  The FCC asserted the potential 

difficulty in quantifying the benefits of its initial designation as apparent justification for 

failing to conduct a benefits estimation.194  The difficulty in estimating benefits is not unique 

to this initial designation, however, and does not absolve the FCC from making a realistic 

attempt to measure the benefits in some way.   

86. Policy benefits are generally not infinite, and we as a society routinely make risk tradeoffs.  

The purpose of cost-benefit analysis with respect to this initial designation is to provide 

guidance to managing the risks and costs to society of, on the one hand, potentially reducing 

the security of the U.S. communications networks, against, on the other hand, the risks and 

costs to society of restricting the presence of Huawei and ZTE, including the costs of 

retarding deployment of advanced broadband and falling behind other countries in the 

opportunities and services thereby created.  I do not believe it to be controversial that there 

is a significant benefit to protecting Americans from unknown surveillance by foreign 

entities.  However, the FCC’s method failed to provide any analysis or evidence that its 

threshold benefits levels—levels above which benefits outweigh estimated costs—are in any 

way realistic or related to the initial designation.   

                                                 
191 2019 Security R&O, ¶ 109. 
192 2019 Security R&O, ¶ 109. 
193 2019 Security R&O, ¶ 109. 
194 2019 Security R&O, ¶ 109. 
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87. Moreover, the FCC’s conceptual approach for assessing the benefits of the initial designation 

is flawed in the first instance because it assumed that banning specific companies is the only 

and best way of protecting Americans from unknown surveillance from foreign entities, 

without providing any material cost-benefit assessment of alternative approaches. 195   I 

understand that at least some technologists studying security measures believe that the most 

effective way to combat cyber security breaches is through competitively neutral safeguards 

in the technology itself, not through the necessarily blunt instrument of targeting and 

excluding specific companies.196  In addition, other countries, on whose assessments the FCC 

claims to rely,197 have taken approaches different from the blanket ban approach taken by 

the United States.198  I do not offer an opinion on the feasibility and risks associated with 

technological solutions; rather, it is my opinion that failing to provide any cost-benefit 

assessment or evaluation of alternative solutions to the initial designation invalidates the 

FCC’s purported cost-benefit analysis. 

88. The FCC’s analysis is also internally inconsistent.  The FCC did not mention and did not 

take into account the fact that all of the suppliers with proven capabilities to provide 5G 

equipment at scale, other than Huawei and ZTE, are also non-American companies and some 

                                                 
195 The FCC noted: “Although some commenters argue that a prohibition precluding the expenditure of USF funds 

on every product from a covered company would not advance any material security purpose, and that such a 

restriction would be overbroad with potentially negative repercussions for U.S. industry, both domestically and 

overseas, we believe that a blanket prohibition best promotes national security, provides the most administrable 

rule, and eases compliance for USF recipients” (footnotes omitted).  2019 Security R&O, ¶ 67. 
196 See Nicholas Negroponte, “Don’t ban Huawei. Do this instead,” Fast Company, May 8, 2019, at 

https://www.fastcompany.com/90344450/dont-ban-huawei-do-this-instead.  According to the expert report of 

Dr. Valtteri Niemi, an academic computer scientist specializing in information security, security requirements 

are built into 5G standards, and the 3GPP created specifications for how 5G networks should be tested to assure 

that these security standards are implemented.  Dr. Valtteri Niemi also asserts that security features of 5G 

networks are “enhanced and extended in several important ways” as compared to security features in LTE 

networks.  The FCC’s cost-benefit analysis is incomplete because it does not assess or account for these 

purportedly in-built security features in 5G standard.  See Written Ex Parte Submission of Huawei Technologies 

Co., Ltd., and Huawei Technologies USA, Inc., In the Matter of Protecting Against National Security Threats to 

the Communications Supply Chain Through FCC Programs, Before the Federal Communications Commission, 

WC Docket No. 18-89 (November 1, 2019), Attachment 1 (expert report of Dr. Valtteri Niemi).  
197 2019 Security R&O, ¶¶ 53, 55. 
198 For example, the British government decided to manage security risks in its communications networks through 

oversight and by limiting Huawei to providing certain parts of wireless infrastructure such as antennas and base 

stations.  Additionally, the United Kingdom will not allow Huawei equipment to comprise more than 35 percent 

of the equipment in any network.  See Adam Satariano, “Britain Defies Trump Plea to Ban Huawei From 5G 

Network,” The New York Times, January 28, 2020, at https://www.nytimes.com/2020/01/28/technology/britain-

huawei-5G.html. 

 

https://www.fastcompany.com/90344450/dont-ban-huawei-do-this-instead
https://www.nytimes.com/2020/01/28/technology/britain-huawei-5G.html
https://www.nytimes.com/2020/01/28/technology/britain-huawei-5G.html
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of them also manufacture their equipment in China for purchase in the United States.199  The 

FCC’s failure to account for or consider the potential risks to security from permitting the 

use of USF funds on equipment and services supplied by vendors that are not headquartered 

in China but that operate and manufacture equipment in China represents a substantial 

potential weakness of its initial designation that should, in a proper cost-benefit analysis, be 

incorporated.  

89. In addition, the FCC’s analysis is internally inconsistent by failing to match the potential 

scope of the costs with its assumed scope of the benefits.  Although the FCC limited its cost 

calculation to only the costs for small ETCs to replace their Huawei and ZTE equipment 

funded by USF,200 it made no effort to limit the benefits of the initial designation to only the 

effect on those companies and their customers.  Instead, the FCC presumed that the benefits 

would extend to all Americans.  If the benefits of the initial designation would extend to all 

Americans because, in the absence of the ban, the large carriers would adopt Huawei’s or 

ZTE’s equipment, then the costs of the initial designation would also extend to all Americans 

who would otherwise have benefitted from the high-quality equipment, faster 5G 

deployment, and lower prices.   

90. The FCC’s methodology for estimating the costs of its initial designation is also flawed. 

91. The FCC’s methodology for quantifying the costs of its initial designation is limited to two 

factors: (1) the costs of removing and replacing existing Huawei and ZTE equipment funded 

by USF in the networks of wireless ETCs, and (2) the costs that these carriers would incur 

due to, according to the FCC, more expensive maintenance of the replacement equipment 

and the higher required return on capital to their shareholders and bondholders.201  But its 

cost estimate fails in several ways. 

92. First, the FCC’s cost estimate failed entirely to account for the costs associated with the 

initial designation’s effect on ETCs’ ability to upgrade and expand their networks into 

                                                 
199 10/07/2019 Aron Report, Appendices A.ii-A.iv. 
200 2019 Security R&O, ¶¶ 108, 115-116. 
201 2019 Security R&O, ¶¶ 112, 117, 118. 
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underserved areas.202  The FCC’s action will delay not only the deployment of 5G networks, 

as I explained in my initial report,203 but also upgrades of existing network technology, 

including upgrades to 4G,204 thereby depriving consumers of the ability to access more 

advanced telecommunications services.  Some carriers specifically pointed out to the FCC 

in their submissions in WC Docket No. 18-89 that just the prospect of a prohibition on the 

use of USF support to purchase Huawei equipment is already delaying some of their projects 

for upgrading their networks to provide more advanced services to their customers and 

expanding their networks in the areas that are currently not served.205   

93. Second, many carriers pointed out that the FCC’s prohibition on the use of USF support to 

purchase Huawei equipment would likely affect consumer welfare through the temporary 

loss of coverage during replacement of network equipment,206 and in some cases may result 

in permanent reductions of carriers’ service areas.207  Indeed, several carriers stated that a 

prohibition on the use of USF support to purchase Huawei equipment, if implemented, 

represents a threat to their viability.208   

94. Overall, the FCC’s designation of Huawei would exacerbate the digital divide by impairing 

rural wireless carriers’ investment plans and potentially reducing the availability of wireless 

broadband services in rural areas.  The FCC’s focus on replacement costs and failure to 

                                                 
202 Rural carriers submitted comments to the FCC discussing some of these costs.  United TelCom Reply Comments, 

pp. 3-4; DiRico Declaration, ¶ 6; Woody Declaration, ¶¶ 4, 6; Kilgore Declaration, ¶ 5. 
203 10/07/2019 Aron Report, ¶¶ 18, 161-162.  
204 Beehn Declaration, ¶ 2; Woody Declaration, ¶ 6; DiRico Declaration, ¶¶ 2, 6; Kilgore Declaration, ¶ 5. 
205 United TelCom Reply Comments, p. 3; DiRico Declaration, ¶ 6; Groft Declaration, ¶ 6; Woody Declaration, ¶ 6; 

Kilgore Declaration, ¶ 5. 
206 Woody Declaration, ¶ 5; DiRico Declaration, ¶ 5; Groft Declaration, ¶ 5.  Carriers Sagebrush, United TelCom, 

and Union claim that a loss in coverage as a result of the FCC action would have severe public safety 

implications.  United TelCom stated that “there are certain remote, rural areas in southwest Kansas where only 

United TelCom’s wireless network provides coverage to serve those locations. The loss of coverage provided 

by United TelCom would leave wireless callers without the ability to make any calls, which has obvious 

negative public safety implications.”  Union claimed that increased outages that result from equipment changes 

would “prevent all GSMA compliant devices from accessing 911/Emergency services during these outages.”  

See Sagebrush Comments, p. 3, United TelCom Reply Comments, p. 2, Woody Declaration, ¶ 5. 
207 Sagebrush Comments, p. 3; Groft Declaration, ¶ 7; Woody Declaration, ¶ 7; United TelCom Reply Comments, p. 

3.   
208 Groft Declaration, ¶ 7; Woody Declaration, ¶ 7; Beehn Declaration; ¶ 2; DiRico Declaration, ¶ 7; Kilgore 

Declaration, ¶ 6. 

 



  

 

 

 

Page 43 of 50 

       

  

 
  

account for losses in consumer welfare and losses to the U.S. economy due to its action has 

resulted in estimated costs that are likely to be significantly understated. 

95. Aside from the conceptual defects in the FCC’s cost analysis, the mechanics of its analysis 

are both unsupported and flawed. 

96. To calculate the replacement costs that will be borne by wireless ETCs required to replace 

the Huawei or ZTE equipment already in their networks, the FCC first estimated that the 

average cost of replacement will be $50 million for each carrier, based on the replacement 

costs reported by a sample of rural carriers.209  It next reduced these estimated replacement 

costs by 10 to 20 percent, purportedly to make the estimated costs more “representative.”210  

The FCC then assessed the number of ETCs that receive USF funds and that currently use 

Huawei’s or ZTE’s equipment in their networks.211  The FCC further assumed that ETCs 

would use USF funds to replace only 50 to 75 percent of their existing Huawei or ZTE 

equipment, because according to the FCC, carriers can buy Huawei’s or ZTE’s equipment 

using “other funding sources.”212  To calculate  total replacement costs, the FCC multiplied 

the estimated replacement costs per carrier by the estimated number of carriers and by the 

share of existing Huawei or ZTE equipment that the FCC assumed that carriers would replace 

because of its initial designation.213   

97. The FCC assumed that carriers replace equipment at an average rate of 10 percent per year, 

and thus would completely replace all existing Huawei and ZTE equipment funded by USF 

funds ten years after the implementation of the initial designation.214  The FCC explained 

that carriers would be replacing equipment at this rate in the absence of the initial 

designation; 215  under the initial designation, however, they are required to purchase 

equipment from carriers other than Huawei or ZTE.  Thus, the FCC developed two “cost 

streams”: (1) one cost stream represents carriers’ costs in the absence of the initial 

                                                 
209 2019 Security R&O, ¶¶ 112, 114. 
210 2019 Security R&O, ¶ 114. 
211 2019 Security R&O, ¶ 115. 
212 2019 Security R&O, ¶ 115. 
213 2019 Security R&O, ¶¶ 112-116. 
214 2019 Security R&O, ¶¶ 110-111, 117. 
215 2019 Security R&O, ¶ 118.   
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designation; and (2) the other cost stream represents carriers’ costs under the initial 

designation.216  Under the initial designation, the FCC assumed, carriers would spend 10 to 

25 percent more on the equipment, as the FCC assumed that Huawei and ZTE equipment is 

less costly;217 carriers will also spend more on the maintenance of their networks and return 

on capital to their shareholders and bondholders.218  The FCC assumed that the replacement 

costs would be 10 percent, and maintenance and cost of capital costs would be 20 percent of 

the value of the equipment in question.219 

98. The FCC assumed that the non-quality-adjusted price advantage of Huawei and ZTE over 

other vendors would be linearly eliminated in years 11 to 20.220  The FCC calculated the 

present value of the difference between the two costs streams over 20 years to estimate the 

cost of the initial designation.  The FCC estimated that the total cost of its initial designation 

is between $160 million and $960 million.221 

99. The FCC first erred in calculating the average replacement cost by carrier, because the FCC 

ignored additional costs identified in public comments from rural carriers.  The FCC 

estimated that the average replacement cost per carrier of Huawei and ZTE equipment would 

be $50 million, based on the estimates of replacement costs provided by seven carriers that 

submitted comments to the FCC.222  The FCC assumed that because its initial designation 

would not require carriers to accelerate replacement of Huawei equipment but instead would 

allow them to replace equipment at the end of its natural life, the only costs associated with 

replacement would be the costs associated with the equipment, service and maintenance 

                                                 
216 2019 Security R&O, ¶ 118. 
217 2019 Security R&O, ¶ 118.  Because the FCC did not publish its workpapers, I could not assess the correctness of 

all of the FCC’s assumptions and calculations.  One of the aspects of the FCC’s analysis that is not clear from 

the 2019 Security R&O is whether the FCC assumes that the estimates provided by the ETCs in their comments 

already account for the price differential between Huawei and/or ZTE and other vendors’ equipment.  Thus, it is 

not clear whether the FCC applied the 10-25 percent markup to the estimated average cost of equipment 

replacement of $40 to $45 million to create a cost stream under its initial designation or whether it used the cost 

stream based on the estimated average replacement costs of $40 to $45 million to create a cost stream under its 

initial designation and deflated the estimated average cost of equipment replacement of $40 to $45 million by 

10-25 percent to create a cost stream under the base case.  
218 2019 Security R&O, ¶¶ 110-111, 117-118. 
219 2019 Security R&O, ¶ 117.   
220 2019 Security R&O, ¶ 111. 
221 2019 Security R&O, ¶ 118. 
222 2019 Security R&O, ¶ 114. 
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costs, and a return to bondholders and shareholders.223   The FCC ignored the costs of 

“research and development and pre-deployment testing” associated with changing a vendor 

of network equipment that would be necessitated by the initial designation; such costs were 

in fact reported by several ETCs affected by this initial designation.224  Thus, the FCC’s 

estimate of average replacement costs of $50 million per carrier likely understates the true 

average replacement costs. 

100. Second, after estimating the average replacement costs, the FCC reduced this already likely 

low estimate of replacement costs by 10 to 20 percent.225  The FCC made this adjustment 

because, according to the FCC, the seven carriers that reported their replacement costs are 

unlikely to be representative of carriers affected by its initial designation, but are likely to be 

representative of carriers for which the impact of the initial designation is relatively large.  

The FCC offered neither support for its assumption nor explanation as to why it applies a 10 

to 20 percent factor (and not some other factor), which brings down the estimated average 

replacement costs per carrier from $50 million to between $40 million and $45 million, other 

than to assert that these carriers represent a very small segment of wireless end-user 

revenues.226  The FCC’s assumption is unsupported, and its applied factor appears to be 

arbitrary.     

                                                 
223 2019 Security R&O, ¶¶ 117-118.  Given that the FCC’s initial designation does not allow the ETCs to use USF 

funds on maintenance, upgrades, or any other support or equipment of covered companies, it is likely that the 

ETCs would have to replace their equipment at a faster rate than they would in the absence of this designation.  

FCC Commissioner O’Rielly similarly points out in his statement on the 2019 Security R&O that “our decision 

to prohibit the use of USF funds to maintain, modify, or support covered equipment in any way may result in 

some providers having to replace equipment earlier than scheduled when minor changes or repairs need to be 

made.”  2019 Security R&O, ¶ 26 and Statement of Commissioner Michael O’Rielly, p. 112. 
224 Pine Belt Cellular, Inc. (“Pine Belt”), a carrier that provides wireless services in rural Alabama, estimates that its 

total cost of the initial designation may reach between $7 to $13 million, while the FCC in its 2019 Security 

R&O cited only Pine Belt’s estimated costs to replace its network equipment, thus, ignoring all other costs that 

Pine Belt asserted it would incur because of the initial designation.  Comments of Pine Belt Cellular, Inc., In the 

Matter of Protecting Against National Security Threats to the Communications Supply Chain Through FCC 

Programs, Before the Federal Communications Commission, WC Docket 18-89 (June 1, 2018), pp. 3, 5-7.  See 

also Groft Declaration, p. 2; 2019 Security R&O, fn. 308. 
225 2019 Security R&O, ¶ 114.  The estimate is likely too low because, as I noted in the previous paragraphs, the 

FCC failed to account for or explain its exclusion of certain additional costs that the carriers asserted they would 

incur. 
226 2019 Security R&O, ¶ 114. 
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101. Third, after calculating the average total cost of replacing all Huawei and ZTE equipment 

across all carriers by multiplying the average replacement cost per carrier by its estimate of 

the number of ETCs that use Huawei or ZTE equipment that receive USF funds, the FCC 

reduced this cost by assuming that carriers will have to replace only between 50 and 75 

percent of  their Huawei or ZTE equipment covered by universal service funds.227  The FCC 

assumed that carriers can choose to replace only part of their equipment from covered 

companies and maintain the rest using their own funds.228   

102. The FCC requires that when carriers use their own funds to acquire equipment or services 

from covered companies, such carriers should be able to “clearly” demonstrate that no USF 

funds were used on such equipment or service.229  The FCC has asserted, however, that it is 

unlikely that many USF recipients would be able to provide detailed records to make such a 

demonstration, thereby acknowledging the unlikelihood of carriers continuing to be able to 

use or purchase new equipment from covered companies, even if a carrier wanted to use non-

USF funds for this purpose.230  Indeed, at least one carrier commented that it is unlikely that 

it could pay Huawei for its services under the initial designation, and certainly the associated 

administrative burdens imposed by the proposal would discourage a rational small carrier 

from acquiring equipment from covered companies.231  

103. Finally, the FCC failed to account for the fact that prices for network equipment faced by 

U.S. carriers are already elevated and will be further elevated by U.S. policy that further 

limits or excludes Huawei and ZTE from the U.S. market.  In my initial report, I 

demonstrated that increased concentration of the market will have this effect.232  The FCC 

underestimated the costs of its action by not accounting for these increased equipment costs. 

                                                 
227 2019 Security R&O, ¶ 116. 
228 2019 Security R&O, ¶¶ 112, 116. 
229 2019 Security R&O, ¶ 72. 
230 2019 Security R&O, ¶ 72. 
231 Beehn Declaration, ¶ 5. 
232 10/07/2019 Aron Report, Section IX. 
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VIII. RESPONSE TO THE FCC’S COST-BENEFIT ANALYSIS OF ITS AUGMENTED 

PROPOSED POLICY 

104. In Section IV of the 2019 Security R&O, which includes the FCC’s Further Notice of 

Proposed Rulemaking, the FCC describes an additional proposal to “require as a condition 

on the receipt of any USF support that ETCs not use or agree to not use within a designated 

period of time, communications equipment or services from covered companies.” 233   I 

understand this to mean that not only would ETCs be required to replace 100% of the Huawei 

and ZTE equipment that they currently use to continue to receive USF funds, they would 

also be required to replace all such equipment within the time period designated by the FCC 

instead of replacing covered companies’ equipment at the end of its natural life, estimated 

by the FCC  to be on average 10 years.  As I noted at the beginning of my report, I refer to 

this proposal as the “augmented proposed policy.” The FCC offered an additional cost-

benefit analysis for this augmented proposed policy, which is largely based on its cost-benefit 

analysis of the initial designation that I discussed in Section VII. 

105. Similar to its cost-benefit analysis for the initial designation, the FCC declined to attempt to 

quantify the benefits of its augmented proposed policy, speculating that “[w]hile we 

acknowledge that the benefits of our proposed actions are difficult to quantify, we expect 

that they would outweigh the costs.”234  My critique from Section VII that the FCC made no 

attempt to quantify the benefits of its initial designation applies equally here.  Without 

quantification of the benefits of its augmented proposed policy, the FCC’s “expectation” that 

the benefits of its augmented proposed policy would outweigh the costs represents wishful 

thinking.   

106. The FCC also provided a cost analysis of this augmented proposed policy, finding, as I 

discuss below, that the costs associated with replacing Huawei equipment “within a 

designated period of time” exceeded the costs of its initial designation.235  The FCC did not 

provide any justification for why there are any additional benefits of requiring the 

                                                 
233 2019 Security R&O, ¶ 122 (emphasis added). 
234 2019 Security R&O, ¶ 161. 
235 2019 Security R&O, ¶ 161. 
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replacement of all Huawei and ZTE equipment from ETCs’ networks, however, nor why any 

such additional benefits would outweigh the additional costs.   

107. To conduct its cost analysis, the FCC adopted all assumptions of the cost-benefit analysis of 

the initial designation described in Section VII,236 except it now assumed that carriers would 

replace 100 percent of Huawei or ZTE equipment instead of 50 to 75 percent and that they 

would do so within a designated period of time instead of the previously assumed 10-year 

period.237  The FCC then estimated replacement costs under two scenarios with different 

designated periods.  Under the first scenario, the carriers would be required to replace all 

covered companies’ equipment within two years; under the second scenario, the carriers 

would be required to replace all covered companies’ equipment within seven years.238   

108. Under the first scenario, the FCC assumed that carriers would replace 10 percent of their 

Huawei or ZTE equipment in the year 2020 and 10 percent in the year 2021, and at the end 

of 2021 the ETCs are assumed to replace the remaining 80 percent of their Huawei or ZTE 

equipment.239  The FCC developed two cost streams, similar to its cost analysis for the initial 

designation:240 first, under this augmented proposed policy; and second, without the initial 

designation and without the augmented proposed policy (the FCC calls this scenario without 

any ban on use of USF funds on Huawei or ZTE equipment and services the “base case”).241  

The present value of the difference between the two cost steams represents the estimated cost 

of the augmented proposed policy.  Under the first scenario, when carriers are required to 

replace all equipment of covered companies within two years, the FCC estimated costs of its 

augmented proposed policy to be between $600 million and $2 billion.242   

109. Under the second scenario, where carriers are required to replace all of Huawei’s and ZTE’s 

equipment within seven years, the FCC did not provide any details as to how much 

                                                 
236 The FCC’s cost-benefit analysis of the initial designation is described in the 2019 Security R&O, ¶¶ 108-121.   
237 2019 Security R&O, ¶ 161. 
238 2019 Security R&O, ¶ 161.  The FCC did not provide any justification for why it chose the replacement periods 

of two and seven years.  Based on the comments submitted in the record by rural carriers, a two-year 

replacement period might not be feasible for some companies; even a seven-year replacement period is not 

feasible for at least one company.  See Woody Declaration, ¶ 4, Sagebrush Comments, p. 7. 
239 2019 Security R&O, ¶ 161. 
240 2019 Security R&O, ¶¶ 117-118.   
241 2019 Security R&O, ¶ 161. 
242 2019 Security R&O, ¶ 161. 
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equipment carriers would replace in each year.  The FCC said only that when the length of 

time in which carriers must replace their equipment is increased to seven years, the range of 

cost estimates would decline by $250 million to $590 million as compared to the scenario 

with the two-year replacement period.243   

110. Nothing in the FCC’s cost-benefit analysis of its augmented proposal remedies the defects 

in its cost-benefit analysis of its initial designation, and therefore, because the initial 

designation and the augmented proposed policy are identical except for the required time to 

replace covered equipment and the requirement to replace all equipment of covered 

companies in ETCs’ networks, the failings of the FCC’s cost-benefit analysis that I described 

in Section VII still apply, with the exception of my specific critiques related to the 

assumption that carriers would be able to replace covered companies’ equipment partially. 

111. Specifically, the FCC failed to account for the costs of its augmented proposed policy 

associated with the loss of benefits to American consumers because of slower 5G deployment 

and higher prices; the costs associated with the likely delays in wireless ETCs’ network 

upgrades and expansions of their network coverage into underserved areas; and the losses in 

welfare associated with temporary or permanent reductions in ETCs’ coverage.244   

112. In addition, the FCC’s failure to properly account for the costs of the augmented proposed 

policy apply as well.  This includes the FCC’s failure to include all costs reported by ETCs 

in their comments in its estimate of the average replacement costs by carrier; failure to 

support its application and choice of an arbitrary factor used to reduce the ETCs’ estimated 

average replacement costs to make them more “representative;” and failure to account for 

the price increases faced by U.S. carriers if Huawei and ZTE are excluded from the U.S. 

market. 

113. The FCC also did not explain how it decided how much equipment carriers would replace in 

each year under the scenario with a two-year replacement period, and as I mentioned above, 

                                                 
243 2019 Security R&O, ¶ 161. 
244 The FCC also proposed to establish a reimbursement program to allow the ETCs affected by its augmented 

proposed policy to cover “reasonable” transition costs they may incur.  To the extent that this reimbursement 

program covers all reasonable costs incurred by the affected in timely fashion, I expect that the affected ETCs 

would be unlikely to reduce their served areas.  2019 Security R&O, ¶ 122.  
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did not provide any details as to how much equipment carriers would replace each year under 

the scenario with seven-year replacement period.  
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Unbundled Network Elements and the Resale of Service by Incumbent Local Exchange Carriers, 

March 2004.Unbundled Network Elements and the Resale of Service by Incumbent Local Exchange 
Carriers, March 2004. 

“The High Cost of Proposed New Wireless Regulations,” Presentation to the Pacific Research 

Institute conference “Regulating Wireless in California: Bill of Rights... or Wrongs?,” San Francisco, 
April 2003. 

“The TELRIC Showdown,” Panelist, NARUC Staff Subcommittee on Telecommunications, 2002 

Annual Convention, Chicago, Illinois, November 2002. 

“Economic Principles for Efficient Pricing of Municipal Rights-of-Way,” National Association of 
Telecommunications Officers and Advisors (NATOA), Chicago, Illinois, September 2002. 

“Trends in Voice and Broadband Competition in Telecommunications Markets: Markets, Strategies, 
and Regulation,” 82nd Annual Convention of the Indiana Telecommunications Association, 
Lexington, Kentucky, June 2002. 

“Broadband Deployment in the United States,” Emerging Opportunities in Broadband Symposium, 
Northwestern University, Evanston, Illinois, December 2001. 

“Local Competition in Illinois,” Illinois Telecommunications Symposium, Northwestern University, 

Evanston, Illinois, December 2000. 

“Licensing and Access to Innovations in Telecommunications and Information Services,” 
Telecommunications Policy Research Conference, Alexandria, Virginia, September 2000. 

“Effecting a Price Squeeze Through Bundled Pricing,” Federal Communications Commission, 
Washington, D.C., May 1999. 

“Competitive and Strategic Use of Optional Calling Plans and Volume Pricing Plans,” The Institute 

for International Research Conference for Competitive Pricing of Telecommunications Services, 
Chicago, Illinois, July 1998. 

“Effecting a Price Squeeze Through Bundled Pricing,” Consortium for Research in 

Telecommunications Policy Conference, University of Michigan, Ann Arbor, Michigan, June 1998. 

“The Pricing of Customer Access in Telecommunications,” Conference on Public Policy and 
Corporate Strategy for the Information Economy, Evanston, Illinois, May 1996. 

“Diversification as a Strategic Preemptive Weapon,” University of Iowa, Iowa City, Iowa, February 
1994. 

“Diversification as a Strategic Preemptive Weapon, “University of Buffalo, Buffalo, New York, 

February 1994. 
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“Diversification as a Strategic Preemptive Weapon,” University of Southern California, Los Angeles, 
California, December 1993. 

“Strategic Pricing,” Winter Meetings of the Econometric Society, Discussant, Anaheim, California, 

December 1993. 

“Innovation, Imitation, Productive Differentiation, and the Value of Information in New Markets,” 
Michigan State University, Lansing, Michigan, November 1993. 

“Diversification as a Strategic Preemptive Weapon,” Rutgers University, New Brunswick, New 
Jersey, November 1993. 

“Diversification as a Strategic Preemptive Weapon,” University of California at Santa Cruz, Santa 

Cruz, California, November 1993. 

“Diversification as a Strategic Preemptive Weapon,” Graduate School of Business, Stanford 
University, Stanford, California, November 1993. 

“Innovation, Imitation, Productive Differentiation, and the Value of Information in New Markets,” 
Purdue University, West Lafayette, Indiana, September 1993. 

“Innovation, Imitation, Productive Differentiation, and the Value of Information in New Markets,” 

Summer Meetings of the Econometric Society, Boston University, Boston, Massachusetts, June 
1993. 

“Innovation, Imitation, Productive Differentiation, and the Value of Information in New Markets,” 

University of California, Department of Economics, Berkeley, California, May 1993. 

“Innovation, Imitation, Productive Differentiation, and the Value of Information in New Markets,” 
Stanford University, Graduate School of Business, Stanford, California, May 1993. 

“Diversification as a Strategic Preemptive Weapon,” Stanford University, Graduate School of 
Business, Stanford, California, April 1993. 

“Innovation, Imitation, Productive Differentiation, and the Value of Information in New Markets,” 

Hoover Institution, Stanford, California, April 1993. 

“Innovation, Imitation, Productive Differentiation, and the Value of Information in New Markets,” 
University of California, Graduate School of Business, Berkeley, California, February 1993. 

“Innovation, Imitation, Productive Differentiation, and the Value of Information in New Markets,” 
Stanford University, Department of Economics, Stanford, California, February 1993. 

“Innovation, Imitation, Productive Differentiation, and the Value of Information in New Markets,” 

Hoover Institution, Stanford, California, January 1993. 
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“Pricing Strategies,” Session Discussant, 1992 North American Winter Meeting of The Econometric 
Society, Anaheim, California, January 1992. 

“Diversification as a Strategic Preemptive Weapon,” University of Toronto, Toronto, Canada, 

November 1991. 

“Diversification as a Strategic Preemptive Weapon,” Queen’s University, Kingston, Ontario, Canada, 
November 1991. 

“Bonuses and Penalties as Equilibrium Incentive Devices, with Application to Manufacturing 
Systems,” University of Chicago, Chicago, Illinois, June 1991. 

“The Timing of Entry into New Markets,” Summer Meetings of the Econometric Society, University 

of Pennsylvania, Philadelphia, Pennsylvania, June 1991. 

“Innovation, Imitation, Productive Differentiation, and the Value of Information in New Markets,” 
University of Chicago, Chicago, Illinois, April 1991. 

“Bonuses and Penalties as Equilibrium Incentive Devices, with Application to Manufacturing 
Systems,” Winter Meetings of the Econometric Society, Washington, D.C., December 1990. 

“Corporate Spin-offs in an Agency Framework,” University of Washington, Seattle, Washington, 

October 1990. 

“The Timing of Entry Into New Markets,” University of British Columbia, Vancouver, British 
Columbia, October 1990. 

“Corporate Spin-offs in an Agency Framework,” Texas A&M University, College Station, Texas, 
April 1990. 

“Firm Organization and the Economic Approach to Personnel Management,” Winter Meetings of the 

American Economic Association, New York, New York, December 1989. 

“Corporate Spin-offs in an Agency Framework,” Western Finance Association Meetings, Seattle, 
Washington, June 1989. 

“Corporate Spin-offs in an Agency Framework,” University of Rochester, Rochester, New York, May 
1989. 

“Corporate Spin-offs in an Agency Framework,” North American Summer Meetings of the 

Econometric Society, Minneapolis, Minnesota, June 1988. 

“Competition, Relativism, and Market Choice,” North American Summer Meetings of the 
Econometric Society, Berkeley, California, June 1987. 

“Competition, Relativism, and Market Choice,” University of Chicago, Chicago, Illinois, April 1987. 
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“Rate Reform and Competition in Electric Power,” Discussant, Conference on Competitive Issues in 
Electric Power, Northwestern University, Evanston, Illinois, March 1987. 

“Worker Reputation and Productivity Incentives,” New Economics of Personnel Conference, Arizona 

State University, Tempe, Arizona, April 1986. 

“Ability, Moral Hazard, and Firm Diversification,” Various Universities, 1985, 1994, including Yale 
University, University of Rochester, Stanford University, University of Minnesota, California Institute 

of Technology, Duke University, Northwestern University, Brown University, Harvard University, 
University of California - Los Angeles, University of Pennsylvania. 

Academic Journal Refereeing 

Dr. Aron has served as a referee for The Rand Journal of Economics, the Journal of Political 
Economy, the Journal of Finance, the American Economic Review, the Quarterly Journal of 
Economics, the Journal of Industrial Economics, the Journal of Economics and Business, the 

Journal of Economic Theory, the Journal of Labor Economics, the Review of Industrial 
Organization, the European Economic Review, the Journal of Economics and Management 
Strategy, the International Review of Economics and Business, the Quarterly Review of Economics 

and Business, Management Science, the Journal of Public Economics, the Journal of Institutional 
and Theoretical Economics, and the National Science Foundation. 

Testimony (2011-2019) 

Hearing Testimony of Dr. Debra J. Aron in Order Instituting Rulemaking into the Review of 

California High Cost Fund-A Program, Before the Public Utilities Commission of the State of 
California, Rulemaking 11-11-007, January 29-30, 2020. 

Prefiled Written Testimony of Dr. Debra J. Aron in Order Instituting Rulemaking into the Review of 

California High Cost Fund-A Program, Before the Public Utilities Commission of the State of 

California, Rulemaking 11-11-007, November 15, 2019. 

Trial Testimony of Debra J. Aron in Hewlett-Packard Co. v. Quanta Storage Inc. et al., United States 

District Court for the Southern District of Texas, Houston Division, Case No. 4:18-cv-00762, 
October 21, 2019. 

Deposition of Debra J. Aron in Motorola Solutions, Inc. et al. v. Hytera Communications Corporation 

Ltd. et al., United States District Court, for the Northern District of Illinois, Eastern Division, Case 

No. 1:17-cv-01973, September 20, 2019. 

Deposition of Debra J. Aron in Jonathan Coffey et al. v. WCW & Air, Inc. et al., United States 

District Court, for the Northern District of Florida, Pensacola Division, Case No. 3:17-cv-90-TKW-
HTC, September 13, 2019. 
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Deposition of Debra J. Aron in Sumotext Corp. v. Zoove, Inc. et al., United States District Court, 

Northern District of California, San Jose Division, Case No. 5:16-cv-01370-BLF-NMCx, August 1, 
2019. 

Deposition of Debra J. Aron in Waddell Williams, et al. v. Bluestem Brands, Inc., United States 

District Court, Middle District of Florida, Tampa Division, Case No. 8:17-CV-1971-T-27AAS, 
September 21, 2018. 

Deposition of Debra J. Aron in Robert Hossfeld, et al. v. Compass Bank, N.A., et al., United States 

District Court, Northern District of Alabama, Southern Division, Case No. 2:16-CV-2017-ACA, 
September 7, 2018. 

Deposition of Debra J. Aron in Ventures Edge legal, PLLC, et al. v. GoDaddy.com, LLC, et al., 

United States District Court, District of Arizona, Case No. 2:15-cv-02291-GMS, January 30, 2018. 

Deposition of Debra J. Aron in Rajesh Verma, et al. v. Memorial Healthcare Group Inc., et al., 

United States District Court, Middle District of Florida, Jacksonville Division, Case No. 3:16-CV-
00427-HLA-JRK, June 27, 2017. 

Trial Testimony of Debra J. Aron in T-Mobile USA, Inc. v. Huawei Device, USA, Inc., et al., In the 

United States District Court for the Western District of Washington at Seattle, Case No. C14-1351-
RAJ, May 12, 2017. 

Deposition of Debra J. Aron in Re Optical Disk Drive Antitrust Litigation, Hewlett-Packard Company 

v. Toshiba Corp., et al., United States District Court, Northern District of California, MDL Docket No. 

3:10-MD-02143-RS, Case No. 3:13-cv-05370-RS, March 23, 2017. 

Deposition of Debra J. Aron in Peerless Network, Inc., et al. v. AT&T Corp., In the United States 

District Court for the Southern District of New York, Case No. 15 CV 870, February 17, 2017. 

Trial Testimony of Debra J. Aron in Thomas H. Krakauer, et al. v. Dish Network, L.L.C., In the 

United States District Court for the Middle District of North Carolina, Durham Division, Case No. 

1:14-CV-333, January 17, 2017. 

Deposition of Debra J. Aron in T-Mobile USA, Inc. v. Huawei Device, USA, Inc., et al., In the United 

States District Court for the Western District of Washington at Seattle, Case No. C14-1351-RAJ, 

September 29, 2016. 

Deposition of Debra J. Aron in Southwestern Bell Telephone Co., et al. v. V247 Telecom, LLC, et 

al., In the United States District Court for the Northern District of Texas, Dallas Division, Case No. 

3:14-CV-01409-M, August 31, 2016. 

Hearing Testimony of Dr. Debra J. Aron in Order Instituting Investigation into the State of 

Competition Among Telecommunications Providers in California, and to Consider and Resolve 

Questions raised in the Limited Rehearing of Decision 08-09-042, Before the Public Utilities 

Commission of the State of California, Investigation 15-11-007, July 20, 2016. 
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Prefiled Written Rebuttal Testimony of Dr. Debra J. Aron in Order Instituting Investigation into the 

State of Competition Among Telecommunications Providers in California, and to Consider and 

Resolve Questions raised in the Limited Rehearing of Decision 08-09-042, Before the Public 

Utilities Commission of the State of California, Investigation 15-11-007, July 15, 2016. 

Prefiled Written Testimony of Dr. Debra J. Aron in Order Instituting Investigation into the State of 

Competition Among Telecommunications Providers in California, and to Consider and Resolve 

Questions raised in the Limited Rehearing of Decision 08-09-042, Before the Public Utilities 

Commission of the State of California, Investigation 15-11-007, June 1, 2016 and March 5, 2016. 

Deposition of Debra J. Aron in Ramzy Ayyad, et al. v. Sprint Spectrum, L.P., In the Superior Court 

of the State of California for the County of Alameda, Case No.: RG03-121510, March 29, 2016. 

Deposition of Debra J. Aron in Avnet, Inc. and BSP Software, LLC v. Motio, Inc., In the United 

States District Court for the Northern District of Illinois, Eastern Division, Case No.: 1:12-cv-2100, 

March 9, 2016. 

Deposition of Debra J. Aron in Lena K. Thodos and David Miller, et al. v. Nicor, Inc., et al., In the 

Circuit Court of Cook County, Illinois County Department, Chancery Division, Case No.: 1:12-cv-

2100, February 22, 2016. 

Deposition of Debra J. Aron in Henry Espejo v. Santander Consumer USA, Inc., In the United 

States District Court for the Northern District of Illinois, Eastern Division, Case No.: 1:11-cv-08987, 

January 12, 2016. 

Deposition of Debra J. Aron in Rachel Johnson, et al., v. Yahoo!, Inc. and Zenaida Calderin, et al. v. 

Yahoo!, Inc., in the United States District Court for the Northern District of Illinois, Eastern Division, 

Case Nos.: 14-cv-2028 and 14-cv-2753 and Rafael David Sherman, et al., v. Yahoo!, Inc., In the 

United States District Court for the Southern District of California, Case No.: 13-CV-00041-GPC- 
WVG (Combined), June 23, 2015. 

Trial Testimony of Debra J. Aron in Salsgiver Communications, Inc., et al., v. Consolidated 

Communications Holdings, Inc., et al., In the Court of Common Pleas, Allegheny County, 

Pennsylvania, Case No. No. GD 08-7616, May 2015.Communications Holdings, Inc., et al., In the 

Court of Common Pleas, Allegheny County, Pennsylvania, Case No. No. GD 08-7616, May 2015. 

Deposition of Debra J. Aron in Herbert Chen et al. v. Robert Howard-Anderson et al., In the Court of 

Chancery of the State of Delaware, Case No. C.A. 5878-VCL, December 16, 2014. 

Deposition of Debra J. Aron in Sprint Communications Company L.P. v. Comcast Cable 

Communications, LLC, et al., In the United States District Court for the District of Delaware, Case 

No. 1:12-cv-01013-RGA, November 20, 2014. 

Testimony of Debra J. Aron in Bayer CropScience LP v. Albaugh, Inc., et al., Before the American 

Arbitration Association, Case No. 16-171-Y-00511-12, October 20-21, 2014. 
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Trial Testimony of Debra J. Aron in Comcast IP Holdings I, LLC v. Sprint Communications 

Company L.P., et al., In the United States District Court for the District of Delaware, Case No. 12-

205-RGA (CJB), October 9, 2014. 

Prefiled Written Reply Testimony of Debra J. Aron in The Utility Reform Network v. Pacific Bell 

Telephone Company, Before the Public Utilities Commission of the State of California, Case No. 13-

12-005, October 3, 2014. 

Deposition of Debra J. Aron in Amanda Balschmiter, et al., v. TD Auto Finance, LLC, In the United 

States District Court, Northern District of Illinois, Eastern Division, Case No. 13cv1186, September 
10, 2014. 

Prefiled Written Testimony of Debra J. Aron in The Utility Reform Network v. Pacific Bell Telephone 

Company, Before the Public Utilities Commission of the State of California, Case No. 13-12-005, 

August 22, 2014. 

Deposition of Debra J. Aron in Grant Birchmeier, et al., v. Caribbean Cruise Line, Inc., et al., In the 
United States District Court, Northern District of Illinois, Eastern Division, Case No. 12 CV 4069, 
July 19, 2014. 

Deposition of Debra J. Aron in Comcast IP Holdings I, LLC v. Sprint Communications Company 

L.P., et al., United States District Court for the District of Delaware, Case No. 12-205-RGA(CJB), 

July 11, 2014. 

Deposition of Debra J. Aron in In re: Methyl Tertiary Butyl Ether Products Liability Litigation, 
Commonwealth of Puerto Rico, et al., v. Shell Oil Co., et al., In the United States District Court, 

Southern District of New York, Case No. 07 Civ. 10470, May 27, 2014. 

Depositions of Debra J. Aron in In re: Polyurethane Foam Antitrust Litigation, General Motors, 
L.L.C. v. Carpenter Co., et al., In the United States District Court for the Northern District of Ohio, 

Western Division, Case No. 3:12-pf-10027-JZ, April 30, 2014 and September 8, 2014. 

Trial Testimony of Debra J. Aron in Seth Warnick, et al., v. Dish Network, L.L.C., In the United 

States District Court, District of Colorado, Civil Action No. 12-cv-01952-WYD, March 20, 2014. 

Deposition of Debra J. Aron in Seth Warnick, et al., v. Dish Network, L.L.C., In the United States 

District Court, District of Colorado, Civil Action No. 12-cv-01952-WYD, September 25, 2013. 

Deposition of Debra J. Aron in In re: Methyl Tertiary Butyl Ether (“MTBE”) Product Liability 

Litigation, New Jersey Department of Environmental Protection, et al. v. Atlantic Richfield Co., et al., 

In the United States District Court, Southern District of New York, No. 08 Civ. 312, May 29, 2013. 

Prefiled Written Testimony and Reply Testimony of Debra J. Aron in In the Matter of the Petition 

Filed by ALASCOM, INC. d/b/a AT&T ALASKA to be Relieved of its Carrier of Last Resort 

Responsibilities in Certain Locations in Southwest Alaska, Before the Regulatory Commission of 

Alaska, Docket No. U-12-127, April 1, 2013 and January 17, 2013. 
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Deposition of Debra J. Aron in William Douglas Fulghum, et al., v. Embarq Corporation, et al., In the 

United States District Court for the District of Kansas, Civil Action No.: 07-CV-2602 (EFM/JPO), 
November 29, 2011. 

Deposition of Debra J. Aron in Southwestern Bell Telephone Company, et al., v. IDT Telecom, Inc., 

et al., In the United States District Court, Northern District of Texas, Dallas Division, Civil Action No. 

3-09-CV-1268-P, November 10, 2011. 

Direct and Rebuttal Testimony of Debra J. Aron in the Matter of Petition of Sprint to Reduce 

Intrastate Switched Access Rates of Incumbent Local Exchange Carriers in North Carolina, Before 

the North Carolina Utilities Commission, Docket No. P-100, Sub 167, August 18, 2011 and 

September 27, 2011. 

Prefiled Written Testimony and Rebuttal Testimony of Debra J. Aron in the Matter of: An 

Investigation Into the Intrastate Switched Access Rates of All Kentucky Incumbent and Competitive 

Local Exchange Carriers, Commonwealth of Kentucky, Before the Public Service Commission, 

Docket No. 2010-00398, September 30, 2011, and July 8, 2011. 

Testimony of Debra J. Aron before the Utilities Committee of the Kansas Legislature regarding the 

status of competition in telecommunications markets in Kansas, February 2011. 

Testimony of Debra J. Aron before the Telecommunications Committee of the Legislature of the 
state of Washington regarding the consumer benefits and competitive effects of switched access 

reform, February 2011. 

Professional organizations 

Member, American Economic Association 

Member, Econometric Society 

Associate Member, American Bar Association 

Past Member, Telecommunications Policy Research Conference Program Committee 

Honors and awards 

Guthman Research Chair, Kellogg Graduate School of Management, Northwestern University, 
Summer 1994. 

Hoover National Fellowship, Hoover Institution, 1992-1993. 

Faculty Research Fellow, National Bureau of Economic Research, 1987-1990. 

PepsiCo Research Chair, Northwestern University, 1990. 

Kellogg Research Professorship, Northwestern University, 1989. 
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National Science Foundation Research Grant, 1987-1988. 

Buchanan Chair, Kellogg Graduate School of Management, Northwestern University, 1987-1988. 

IBM Chair, Kellogg Graduate School of Management, Northwestern University, 1986-1987. 

Teaching 

Courses taught: Pricing Strategy; Information, Communication, and Competition (economics of 
strategy and competition); Intermediate Microeconomic Theory; Managerial Economics 
(microeconomic theory as applied to business strategy and decision making) at the M.B.A. level, 

The Economics of Information at the Ph.D. level. 

Also qualified to teach: graduate Microeconomic Theory; Industrial Organization and Labor 
Economics; the Economics of Personnel; Public Finance; Project Evaluation; Applied Game Theory. 

Professional history 

2019–Present Vice President, Charles River Associates, Chicago, IL 

2018–2019 Principal and Senior Managing Director, Ankura Consulting Group, Chicago, IL 

2010-2018 Principal and Managing Director, Navigant Economics, Chicago, IL 

2000-2016 Adjunct Associate Professor, Northwestern University, Evanston, IL 

1995-2010 Managing Director, LECG, LLC, Evanston, IL 

1993-1995 Visiting Assistant Professor of Managerial Economics, Northwestern University, 
Evanston, IL 

1985-1992 Assistant Professor of Managerial Economics, Northwestern University, 

Evanston, IL 

1992-1993 National Fellow, Hoover Institution at Stanford University, Stanford, CA 

1983-1984 Instructor, University of Chicago Department of Economics, Chicago, IL 

1979-1980 Staff Economist, Civil Aeronautics Board, Office of Economic Analysis, 
Washington, D.C.  

 

January 2020 

Exhibit I



Exhibit J 

7/3/2012 Huawei First Responses to HPSCI 

**Confidential Customer Information Redacted**



The Honorable Mike Rogers, Chairman; 

The Honorable C.A. Dutch Ruppersberger, Ranking Member; 

House Pennanent Select Committee on Intelligence 

HVC 304 

The Capitol 

Washington, DC 20515 

Dear Chainnan Rogers and Ranking Member Ruppersberger: 

~~ 
~ ~ 

HUAWEI 

Attached to this letter is a response to the infonnation requests accompanying the June 12, 2012 letter 

you sent to Huawei officials on behalf of the House Pennanent Select Committee on Intelligence. This 

response augments the substantial, detailed information that Huawei has shared with the Committee over 

the last seven months through ongoing dialogue, email exchanges, and fonnal briefings. Huawei 

respectfully advises the Committee that the impossibility of complete production, the burdens the 

requested production places upon Huawei, and the fact that the request calls for highly sensitive, 

proprietary business infonnation limit our responses. 

As to impossibility and burden, we note, for example, that a number ofrequests - i.e., 2.d., 4.c., 5.d, 

8.d, 14.d, and 15.d -- call for "all documents" relating to the subject matters of the requests involved. 

These requests, taken together, call for documents that cover decades ofHuawei's business operations 

and that are in Huawei locations around the world. It would be impossible to locate "all documents" 

worldwide that relate to the subject matters of the requests at issue. It is also impossible to estimate the 

volume of those documents, but given the topics and the time periods involved, they likely would number 
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in the hundreds of thousands, if not more. Huawei respectfully declines to undertake the burden of 

producing "all documents" relating to the topics at issue. 

Moreover, many of these documents are in Chinese or - given Huawei's far-flung operations - in a 

variety of other languages. We note that paragraph 3 of the Instructions provides: "Documents should be 

provided in English, unless the original document was in another language, in which case the original plus 

an English translation should be provided." Even if all the documents called for could be located, the 

burden and expense of translating each and every one of these documents in a foreign language into 

English would be extraordinary. Huawei respectfully declines to undertake such a burden. 

Item 17 of the Instructions provides that, if any responsive documents are withheld on any basis, 

including a claim of privilege - which includes, but is not limited to, any claim that a document either 

may or must be withheld from production pursuant to any statute, rule or regulation - such documents 

must be described in some detail on a privilege log. Huawei respectfully declines to adhere to this 

Instruction. The requests cover decades ofHuawei 's business operations and this Instruction would 

require the listing of a multitude of documents, including many privileged documents created after the 

Committee' s investigation began. Huawei also respectfully declines to identify responsive documents no 

longer in its possession or which cannot be located by it, as requested by Items 10, 11, and 12 of the 

Instructions. To make an effort to do so would magnify the already extraordinary burden placed on 

Huawei by the letter requests and the Instructions. 

Moreover, as stated previously, a number of the requests call for highly sensitive business 

infonnation. For example, Request 3 calls for the details of every contract for goods and services 

provided in the United States by or (under the literal wording of the request) to Huawei; Request IO calls 

for a list of the 45 top global telecommunications operators that Huawei services "in order of volume of 

sales"; Request 13 calls for detailed information about Huawei's 45 training centers worldwide and for 

the production of proprietary training materials and manuals; and, Request 16 asks for 15 years worth of 
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information regarding various consulting firms with which Huawei has worked and requests highly 

proprietary recommendations provided to Huawei by these fim1s. 

Putting aside the issue of the relevance of much of the information requested to cyber security 

concerns, these requests call for highly sensitive, proprietary business information, which any sensible 

company would be hesitant to produce. Some of this information Huawei is contractually prohibited from 

providing to the Committee. 

Huawei is particularly concerned about providing this highly sensitive, proprietary business 

information to the Committee because of its fear that the Committee may release it publicly. We note that 

House Rule X 11 .(g)( I) provides: "The Select Committee may disclose publicly any information in its 

possession after a detennination by the Select Committee that the public interest would be served by such 

disclosure." Moreover, the Committee apparently provided its letter requests to the Wall Street Journal. 

With all respect, in this circumstance Huawei has serious reservations about providing sensitive, 

proprietary business infonnation to the Committee, which might later be disclosed to the detriment of 

Huawei's business interests. 

Item 19 of the Instructions requests a certification that a "diligent search" has been done for "all 

documents" in Huawei ' s possession that could be responsive to the Committee's requests. This 

Instruction also requires certification that "all documents" identified as responsive either have been 

produced or identified on a privilege log or as otherwise provided for in the Instructions. Given Huawei ' s 

above statements as to what it is not prepared to do in response to the letter requests, Huawei is unable to 

make such certifications. 

As it repeatedly has said, Huawei desires to be cooperative with the Committee and to provide it with 

information relevant to cyber security issues, including the important issues raised by the existence of the 

interdependent global supply chains. Huawei desires to engage with the Committee as to effective 
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solutions to address supply chains, network, and cyber vulnerabilities. It has previously done so and does 

so again with the submission accompanying this letter. It will continue to be cooperative in a manner 

that it believes, in the circumstances, is reasonable and responsible. 

Sincerely, 

Charles Ding 

Senior Vice President and Chief Washington Representative 

4~ 
Enclosure 
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RESPONSE OF HUAWEI TO U.S. HOUSE OF REPRESENTATIVES  

PERMANENT SELECT COMMITTEE ON INTELLIGENCE 

 

Question 1 

 Huawei is a global technology company operating in 140 countries all over the world.  

Huawei complies with all applicable national and regional laws, regulations, and administrative 

rules.  Huawei is regulated by relevant government agencies and maintains normal business 

relationships with commercial banks.   

 

 In the telecommunications industry, manufacturers of communications equipment and 

carriers communicate with the government in each country where they operate.   Such 

communications facilitate compliance with applicable policies, laws, and regulations, the 

development of industry standards, and governmental testing and licensing.   

 

 China is not an exception.  Just like any other commercial corporation operating in China, 

Huawei maintains normal commercial communication and interaction with relevant government 

supervisory agencies, including the Ministry of Industry and Information Technology and the 

Ministry of Commerce.  Huawei does not interact with government agencies that are not relevant 

to its business activities, including the Ministry of National Defense, the Ministry of State 

Security, and the Central Military Commission.   
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 Huawei interacts with the Chinese government through channels that are open and fair to 

all commercial vendors.  Article 19 of the Regulations of the People’s Republic of China on 

Open Government Information 2008 stipulates that administrative agencies should compile and 

publish open government information guides and catalogues of open government information.  

The open government information guides should include the name, office address, office hours, 

contact telephone number, fax number, and e-mail address of the office for open government 

information work.  Anyone can access and communicate with the government through these 

open contacts.   

 

 Huawei has normal business relations with the Export-Import Bank of China.  Huawei 

has no business relationship with the China Investment Corporation and has no relationship with 

the Chinese Communist Party in its business activities. 

 

 The Chinese government regulates Huawei according to certain laws and regulations, 

including the Company Law of the People’s Republic of China and the Provisions of Shenzhen 

City on Employee Stock Option Plans.  The interests of Huawei’s shareholders are protected by 

those laws and regulations, which are accessible through open channels. 

 

Question 2 

  An employee’s political affiliation is personal and confidential information.  

Accordingly, an employer is not entitled to collect or disclose such information.  

 

 Chapter 1, Article 19 of the Company Law of The People’s Republic of China states:  “In 
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companies, Communist Party organizations shall, in accordance with the provisions of the 

Constitution of the Communist Party of China, be set up to carry out activities of the Party.  

Companies shall provide the necessary conditions for the Party organizations to carry out their 

activities.”  

 

 According to public sources, large Chinese and foreign enterprises all establish Party 

Committees in China, including Huawei, Wal-Mart China, Motorola China, and Shanghai 

General Motors.  The Party Committee at Huawei is not involved in any of the company’s 

business operations. 

 

Question 3 

 Huawei respectfully declines to answer Question 3 as written because to do so would 

require the provision of confidential, proprietary information.  Huawei is precluded from 

providing such information by legal obligation. 

  

Question 4 

 Huawei participates in open bidding for some R&D projects launched by the Chinese 

government.  All qualified enterprises operating in China (including joint ventures with foreign 

investments) are allowed to apply for these incentives.  Such R&D projects in China have 

nothing to do with Huawei’s R&D activities in the United States.   

 

 Huawei actively participates in R&D projects initiated by the European Union (EU) FP7 

and certain EU member states. Huawei has also participated in applying for funding from the 
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U.S. National Science Foundation (NSF).  All the processes of participating in these projects are 

done in an open and transparent manner. 

 

It would be overly burdensome for Huawei to provide all documents related to the funding 

discussed in Question 4, and Huawei respectfully declines to do so.   

 

Question 5 

 The communications industry has matured. Only when the interests of chip vendors, 

equipment providers, carriers, and end users are aligned can equipment providers achieve long-

term sustainable growth.  Through continuous cost-controls and management improvements, 

Huawei is able to provide its customers with high-quality products and services at reasonable 

prices.  It would not be a sustainable practice for any equipment vendor to bid significantly lower 

than the benchmark price in any market.  For further information, please see Exhibit A, attaching 

Huawei’s Annual Report. 

 

 Low price has never been used as Huawei’s sales strategy in the U.S.  Huawei prices the 

products and services that it offers in the U.S. by weighing common market-driven factors 

including, but not limited to, the following: 

 

 Costs of the products and services being offered 

 Reasonable profitability 

 Reasonable average market prices 

 Long-term benefits provided to Huawei by customers 
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 Huawei USA operates independently of the parent company.  Huawei USA determines 

prices based on the authorized base price set by Huawei’s headquarters.    

 

 Huawei USA, as a subsidiary of Huawei Technologies, received initial capital from the 

parent company, as is normal in any international corporation.  Huawei USA seeks to operate and 

grow healthily in the US market. 

 

 Huawei is not privy to detailed information as to its competitors’ prices.  Huawei does not 

provide “significantly cheaper goods to the American market, often underbidding all other 

telecommunications providers by orders of magnitude,” as suggested by the Committee. 

 

 It would be overly burdensome for Huawei to provide all documents related to Question 

5, and Huawei respectfully declines to do so.   

 

Question 6 

 As relayed to the Committee in the February 23, 2012 meeting, Huawei decided to 

voluntarily limit future business contracts in Iran primarily for the following three reasons: 

 

 The international community has enhanced sanctions against Iran. We think that relevant 

sanctions will be further tightened. 

 We cannot collect payment for our business operations in Iran. 
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 Huawei operates in over 140 countries globally.  As a responsible enterprise, Huawei 

respects the contracts signed with our customers.  These contracts signed in Iran facilitate 

communication for the Iranian people. 

 

United Against Nuclear Iran (UANI) communicated to Huawei that the company should limit its 

business contracts in Iran. 

 

 Huawei is committed to observing the applicable laws and regulations of the UN, the US, 

the EU, and other countries and regions on sanctions. Huawei has established an internal 

program on trade compliance, based on industry best practices, to effectively manage Huawei’s 

global business in this regard. 

 

Question 7 

 Huawei is not aware of any such laws in China.  If the Committee knows of such laws, 

we would appreciate its clarifying the matter.  Huawei has never been tasked by the Chinese 

government with providing information or acting on its behalf. 

  

 Huawei understands that it is engaged in a sensitive industry.  Huawei also understands 

the critical importance of information infrastructure to national security.   Huawei has never 

intended to harm any nation or steal any national intelligence, business secrets, or IPR.  Huawei 

will never support, sympathize with, or be tolerant of the theft of national intelligence, business 

secrets, or IPR, nor will Huawei permit itself to be instigated into carrying out such activities.  If 

the Committee has received specific allegations that Huawei has engaged in conduct of this sort, 
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we respectfully ask the Committee to provide such allegations to Huawei so it can respond. 

 

 Huawei has established and fully implemented an end-to-end trustworthy global cyber 

security assurance system as to personnel, policies, organizations, processes, management, 

technologies, and standards.  As a global commercial company, safeguarding customers’ cyber 

security is crucial to Huawei’s fundamental interests across the world. 

 

Question 8 

 Over the last seven months, Huawei has held extensive dialogue with Committee 

members and staff, including on the topic of Huawei’s founder and CEO Ren Zhengfei. His 

biography is as follows. 

 

 Born on October 25, 1944 into a rural family where both parents were school teachers, 

Mr. Ren Zhengfei spent his primary and middle school years in a remote mountainous town in 

Guizhou Province.  In 1963, he studied at the Chongqing Institute of Civil Engineering and 

Architecture.  After graduation, he was employed in the civil engineering industry until 1974 

when he joined the military’s Engineering Corps as a soldier tasked to establish the Liao Yang 

Chemical Fiber Factory.  Subsequently, Mr. Ren had taken positions as a Technician, an 

Engineer, and was lastly promoted as a Deputy Director, which was a professional role 

equivalent to a Deputy Regimental Chief, but without military rank.  Because of his outstanding 

performance, Mr. Ren was invited to attend the National Science Conference in 1978 and the 

12th National Congress of the Communist Party of China in 1982.  Mr. Ren left the army in 1983 

when the Chinese government disbanded the entire Engineering Corps.  He then worked in the 
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logistics service base of the Shenzhen South Sea Oil Corporation.  As he was dissatisfied with 

his job, he decided to establish Huawei with a capital of CNY21,000 in 1987.  He became the 

CEO of Huawei in 1988 and has held the title ever since. 

 

 During the May 23rd meeting, Mr. Ren Zhengfei himself described in detail issues 

surrounding this question.   

 

 After Mr. Ren left military service, he did not continue to have any military-service 

obligations. 

  

Question 9 

 As of December 31, 2011, the ESOP had 65,596 participants; all of these participants are 

Huawei employees.  Every shareholding employee who still works at Huawei is entitled to elect 

or be elected as a shareholding employees’ representative.   All shareholding employees who still 

work at Huawei elect 51 people as representatives.  Those 51 representatives then elect 13 people 

as members of the Board of Directors and 5 people as members of the Supervisory Board. 

 

The current 51 representatives were elected in December 2010.  The current members of the 

Board of Directors and the Supervisory Board were elected by the 51 new representatives in 

January 2011. 

   

Biographies of the members of the Board of Directors and the Supervisory Board are set 

forth below.   



 

Page | 9  

 

 

 During the February 23rd meeting, we provided the Committee with the Articles of 

Restricted Phantom Shares, which describes the relevant issues in detail. 

  

Biographies of members of the Board of Directors 

Ms. Sun Yafang 

 Ms. Sun joined Huawei in 1989, and had served as an engineer of the Marketing & Sales 

Dept, Director of the Training Center, President of the Procurement Dept, General Manager of 

Wuhan Office, President of the Marketing & Sales Dept, Chair of the Human Resources 

Committee, Chair of the Business Transformation Executive Steering Committee (BT-ESC), 

Chair of the Strategy and Customer Standing Committee, and President of Huawei University. 

Since 1999, Ms. Sun has been the Chairwoman of the Board. 

 

 Prior to joining Huawei, Ms. Sun worked as a technician at the state-owned Xinxiang 

Liaoyuan Radio Factory in 1982, a teacher at China Research Institute of Radio Wave 

Propagation in 1983, and an engineer at Beijing Research Institute of Information Technology 

in 1985. 

 

 Ms. Sun was born in 1955, and graduated in 1982 with a bachelor’s degree from 

Chengdu University of Electronic Science and Technology. 

 

Mr. Guo Ping 

 Born in 1966, Mr. Guo holds a master’s degree from Huazhong University of Science 
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and Technology.  Mr. Guo joined Huawei in 1988 and has served as an R&D project manager, 

General Manager of Supply Chain, Director of Huawei Executive Office, Chief Legal Officer, 

President of the Business Process & IT Mgmt Dept, President of the Corporate Development 

Dept, Chairman and President of Huawei Device, Corporate EVP, and Chairman of the 

Finance Committee. 

 

Mr. Xu Zhijun (Eric Xu) 

 Born in 1967, Mr. Xu holds a doctorate degree from Nanjing University of Science & 

Technology.  Mr. Xu joined Huawei in 1993 and has served as President of the Wireless 

Product Line, Chief Strategy & Marketing Officer, Chief Products & Solutions Officer, 

Chairman of the Investment Review Board, Corporate EVP, and Chairman of the SDC. 

 

Mr. Hu Houkun (Ken Hu) 

 Born in 1967, Mr. Hu holds a bachelor’s degree from Huazhong University of Science 

and Technology.  Mr. Hu joined Huawei in 1990 and has served as President of the Marketing 

& Sales Dept in China, President of the Latin America Region, President of the Global Sales 

Dept, Chief Sales & Service Officer, Chief Strategy & Marketing Officer, Chairman of the 

Corporate Global Cyber Security Committee, Chairman of the BOD of Huawei USA, 

Corporate EVP, and Chairman of the Human Resources Committee. 

 

Mr. Ren Zhengfei 

 Born on October 25, 1944 into a rural family where both parents were school teachers, 

Mr. Ren Zhengfei spent his primary and middle school years in a remote mountainous town in 
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Guizhou Province.  In 1963, he studied at the Chongqing Institute of Civil Engineering and 

Architecture.  After graduation, he was employed in the civil engineering industry until 1974 

when he joined the military’s Engineering Corps as a soldier tasked to establish the Liao Yang 

Chemical Fiber Factory.  Subsequently, Mr. Ren had taken positions as a Technician, an 

Engineer, and was lastly promoted as a Deputy Director, which was a professional role 

equivalent to a Deputy Regimental Chief, but without military rank.  Because of his 

outstanding performance, Mr. Ren was invited to attend the National Science Conference in 

1978 and the 12th National Congress of the Communist Party of China in 1982.  Mr. Ren left  

the army in 1983 when the Chinese government disbanded the entire Engineering Corps.  He 

then worked in the logistics service base of the Shenzhen South Sea Oil Corporation.  As he 

was dissatisfied with his job, he decided to establish Huawei with a capital of CNY21,000 in 

1987.  He became the CEO of Huawei in 1988 and has held the title ever since. 

 

Mr. Xu Wenwei (William Xu) 

 Born in 1963, Mr. Xu holds a master’s degree from Southeast University.  Mr. Xu joined 

Huawei in 1991 and has served as President of the International Technical Sales & Marketing 

Dept, President of the European Area, Chief Strategy & Marketing Officer, Chief Sales& 

Service Officer, President of the Joint Committee of Regions, and CEO of the Enterprise BG. 

 

Mr. Li Jie (Jason Li) 

 Born in 1967, Mr. Li holds a master’s degree from Xi’an Jiaotong University.  Mr. Li 

joined Huawei in 1992 and has served as Regional President, President of the Global Technical 

Service Dept, President of the Human Resource Mgmt Dept, and President of the Joint 
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Committee of Regions. 

 

Mr. Ding Yun (Ryan Ding) 

 Born in 1969, Mr. Ding holds a master’s degree from Southeast University.  Mr. Ding 

joined Huawei in 1996 and has served as Product Line President, President of the Global 

Solution Sales Dept, President of the Global Marketing Dept, Chief Products & Solutions 

Officer, and CEO of the Carrier Network BG. 

 

Ms. Meng Wanzhou (Cathy Meng) 

 Born in 1972, Ms. Meng holds a master’s degree from Huazhong University of Science 

and Technology.  Ms. Meng joined Huawei in 1993.  She obtained her M.A. in 1998. Ms. 

Meng has served as Director of the International Accounting Dept, CFO of Huawei Hong 

Kong, President of the Accounting Mgmt Dept, President of the Sales Financing & Treasury 

Mgmt Dept, and currently, CFO of Huawei. 

 

Ms. Chen Lifang 

 Born in 1971, Ms. Chen graduated from Northwest University.  Ms. Chen joined Huawei 

in 1995 and has served as Chief Representative of the Beijing Representative Office, Vice 

President of the International Marketing Dept, Deputy Director of the Domestic Marketing 

Management Office, President of the Public Affairs and Communications Dept, and Corporate 

Senior Vice President. 
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Mr. Wan Biao 

 Born in 1972, Mr. Wan holds a bachelor’s degree from the University of Science and 

Technology of China.  Mr. Wan joined Huawei in 1996 and has served as Director for the 

UMTS RAN System, President of the UMTS Product Line, President of the Wireless Product 

Line, and President of Huawei Device. 

 

Mr. Zhang Ping’an (Alex Zhang) 

 Born in 1972, Mr. Zhang holds a master’s degree from Zhejiang University.  Mr. Zhang 

joined Huawei in 1996 and has served as Product Line President, Senior Vice President, Vice 

President of Strategy & Marketing, Regional Vice President, Vice President of the Global 

Technical Service Dept, and CEO of Huawei Symantec. 

 

Mr. Yu Chengdong (Richard Yu) 

 Born in 1969, Mr. Yu holds a master’s degree from Tsinghua University.  Mr. Yu joined 

Huawei in 1993 and has served as 3G Product Director, Vice President of the Wireless 

Technical Sales Dept, President of the Wireless Product Line, President of the European Area, 

and Chief Strategy & Marketing Officer. 

 

Biographies of members of the Supervisory Board 

Mr. Liang Hua 

 Born in 1964, Mr. Liang holds a doctorate degree from Wuhan University of Technology.  

Mr. Liang joined Huawei in 1995 and has served as President of Supply Chain, CFO of 

Huawei, President of the Business Process& IT Mgmt Dept, President of the Global Technical 
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Service Dept, and Chairman of the Audit Committee. 

 

Mr. Peng Zhiping (Benjamin Peng) 

 Born in 1967, Mr. Peng holds a master’s degree from Fudan University.  Mr. Peng joined 

Huawei in 1996 and has served as President of the Terminal Product Line, President of the 

Optical Network Product Line, President of the Supply Chain Mgmt Dept, President of the 

Procurement Qualification Mgmt Dept, and currently, Chief Operations & Delivery Officer. 

 

Mr. Ren Shulu (Steven Ren) 

 Born in 1956, Mr. Ren holds a bachelor’s degree from Yunnan University.  Mr. Ren 

joined Huawei in 1992 and has served as President of Shenzhen Smartcom Business Co., 

Limited, Chairman of the Capital Construction Investment Management Committee, and 

currently, President of the Internal Service Mgmt Dept. 

 

Mr. Tian Feng 

 Born in 1969, Mr. Tian holds a bachelor’s degree from Xidian University.  Mr. Tian 

joined Huawei in 1995 and has served as EVP of the Middle East and Northern Africa Area, 

President of the Middle East Region, President of the China Region, and CEO of Huawei 

Agisson. 

 

Mr. Deng Biao (Alex Deng) 

 Born in 1971, Mr. Deng holds a bachelor’s degree from Jiangxi University.  Mr. Deng 

joined Huawei in 1996 and has served as President of the Access Network Product Line, 
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President of the Network Product Line, and President of the Carrier Software & Core Network 

Business Unit. 

 

Question 10 
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Question 11 

  

 

 

Question 12 

 The Chinese government has never provided Huawei with export-buyer credits, and 

Huawei has never stated otherwise.   

  

 Both Chinese and non-Chinese financial institutions provide industry-compliant export-

buyer credits to Huawei’s customers.  These financial institutions include ABN AMRO Bank, 

BNP Paribas, Bank of China, Bank of Tokyo-Mitsubishi UFJ,  Citibank, China Development 

Bank, Export-Import Bank of China, Deutsche Bank, Development Bank of Singapore, Hong 

Kong and Shanghai Banking Corporation, Industrial & Commercial Bank of China, ING 

GROEP, Standard Chartered Bank, and Societe Generale, etc.. 

 

 The information requested in Question 12(a) is not available to Huawei.  It is confidential 

and proprietary to the banks as lenders and to international customers as the borrowers.  
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 Customer financing is a common practice across the telecommunications industry.   Upon 

request  by customers to finance their purchase of Huawei’s products, Huawei will recommend 

the customers to financial institutions.  Alternatively, financial institutions may contact 

Huawei seeking to provide credit support for procurement by carriers.  We will then introduce 

those financial institutions to our customers.  The financial institutions will evaluate project 

risks in accordance with their internal credit policies and approval procedures and make an 

independent decision whether to extend loans to the customers and on what terms.  To the best 

of Huawei’s knowledge, the financial institutions determine the prices and conditions for the 

financing in accordance with the standard loan process.  The financial institutions also 

independently negotiate the financing terms with the customers directly. 

 

Question 13 

 Huawei USA’s training center is located in Plano, Texas.  The center employs six 

employees.  All of the trainers are Huawei employees. 

  

 We have no current plans to close our U.S. training center.  The center provides training 

for Huawei’s customers and employees.  Customers pay for any training expenses incurred by 

their employees, and Huawei pays for the training expenses incurred by its employees. 

  

 Huawei declines to provide its customer training catalog to the Committee with this 

response because it is proprietary.  However, Committee members are welcome to come to 

Huawei’s office and review these materials in confidential session. 
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Question 14 

 Respect for intellectual property rights is one of Huawei’s most important policies.   This 

policy has been included as a fundamental principle in the Business Conduct Guidelines for 

Huawei employees.  

 

 Through continuous innovations, Huawei has maintained a leadership position in the 

industry and is one of the companies with the most IPR in the telecommunications industry.  

Huawei invests 10% of its annual revenue in R&D every year.  In 2011, Huawei invested $3.76 

billion in R&D. Its total R&D investments in the recent decade have exceeded $15 billion.  

Huawei has patent cross-licensing agreements with many major industry peers, including 

Qualcomm, Ericsson, Sony Ericsson, Nokia, Nokia-Siemens, Sisvel, Alcatel-Lucent, Nortel, 

Dolby, Rovi, BT, and KPN. Huawei has paid more than $1.2 billion in patent royalties. 

 

 Huawei has never supported nor engaged in and will never support nor engage in illicitly 

acquiring the confidential information of any country, individual, or company.  If the Committee 

has received specific allegations that Huawei has engaged in conduct of this sort, we respectfully 

request that it provide such allegations to Huawei so it may respond to them.  Huawei has 

established and fully implemented an end-to-end trustworthy global cyber security assurance 

system in terms of personnel, policies, organizations, processes, management, technologies, and 

standards. 

 

 So far, as we are aware, Huawei employees have not attempted to obtain private 

information from any third parties through Huawei’s network or equipment. 
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 Huawei has always placed great importance on protecting the security of its Intranet.  

Huawei has established its network defense system that fully complies with industry standards.  

We are aware of previous attempted attacks on Huawei’s Intranet.   The IP addresses 

associated with these attacks were from many countries around the world.  As hackers usually 

initiate attacks by spoofing, we could not accurately determine who initiated these attacks.  As 

far as we are aware, we have not detected any attacks against Huawei’s network that were 

initiated by governments. 

 

Question 15 

  

 According to Article 33 of the Audit Law of the People's Republic of China, “Audit  

 

institutions shall, in conducting audit, have the power to carry out investigations among units or  

 

individuals concerned of issues relating to audit matters and obtain relevant testimonial material.  

 

The units and individuals concerned shall support and assist the audit institutions in their work  

 

by providing them with truthful information and relevant testimonial material.” 

 

 Huawei assisted in the audit in accordance with the law. 

 

 

Question 16 

 Since 1997, Huawei has relied on western management consultancy companies to help us 

improve our capabilities, build our processes, and develop a comprehensive management 

system driven by customer requirements.  For over ten years, Huawei has maintained close 

cooperative relationships with world leading consultancy companies including IBM, 
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Accenture, the Hay Group, PWC, and FHG.  Hundreds of experts from these consulting firms 

work at Huawei to help Huawei establish its main corporate processes, such as LTC, IPD, and 

ITR, and other supporting processes, such as IFS, human resources, IT, and quality 

management processes. 

 

 Lead to Cash, or LTC, is an end-to-end business process employed throughout Huawei’s 

operations.  It is one of the primary customer-facing processes at the corporate level.  This 

LTC transformation enables us to pay more attention to operations, details, and efficiency 

improvement so as to achieve operational excellence.  LTC will enable us to continuously 

create value for carrier customers, even though they are faced with fierce competition and 

higher revenue and cost pressures. 

 

 Integrated Product Development, or IPD, is another primary business process used at 

Huawei that covers the concept design to go-to-market (making a product readily available in 

the marketplace) for Huawei’s products, services, and solutions.  It is Huawei’s main R&D 

process.  The transformation that centers around IPD enables Huawei to better focus on 

customer needs, including high quality, superb service and rapid response.  

  

 Issue to Resolution, or ITR, is a transformation that strives to address customer issues.  

By building a customer-centric customer support service management system, ITR ensures that 

Huawei focuses on customers’ issues and complaints and rapidly responds to and addresses 

customers’ issues, thereby improving customer satisfaction. 
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 Integrated Financial Services, or IFS, is a transformation that aims to ensure that Huawei 

has a sound finance system.  By enhancing the visibility of cash flow, financial processes, and 

data, and controlling enterprise risks, IFS improves Huawei’s ability to continuously and 

rapidly provide high-quality services to customers. 

 

 Huawei declines to provide additional detail as to our consultancy relationships, as such 

detail would include highly sensitive proprietary information.  Further, Huawei declines to 

provide additional detail as to our consultancy relationships because those relationships are 

governed by non-disclosure agreements. 
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Vivian, John P.

From: Donald Morrissey <Donald.Morrissey@huawei.com>
Sent: Tuesday, July 3, 2012 9:30 PM
To: Luoming (Jessie, legal)
Subject: Fwd: Response to HPSCI 12June Letter to Huawei

Forward of confirm from HPSCI of receipt  
 
Donald J. Morrissey  
Congressional Affairs 
Huawei Technologies 
875 15th St. NW 
Washington, DC 20005 
Mobile‐(202)374‐5299 
Office‐(202)289‐6783 
 
 
Begin forwarded message: 

From: "Wheelbarger, Katie" <Katie.Wheelbarger@mail.house.gov> 
Date: July 3, 2012 17:28:04 EDT 
To: "'Donald.Morrissey@huawei.com'" <Donald.Morrissey@huawei.com>, "Scott, Carly" 
<carly.scott@mail.house.gov> 
Subject: Re: Response to HPSCI 12June Letter to Huawei 

Thanks, Donald. Reviewing now. 
 
Sorry I missed your earlier email. 

 
  

From: Donald Morrissey [mailto:Donald.Morrissey@huawei.com]  
Sent: Tuesday, July 03, 2012 04:53 PM 
To: Wheelbarger, Katie; Scott, Carly  
Subject: Response to HPSCI 12June Letter to Huawei  
  
1. Per our previous e‐mail conversation, and in response to the Committee’s letter of June 12, 2012, 
please find attached: 
    A. Letter from Huawei in Response to Committee request; 
    B. Response to Questions Posed by the Committee. 
2. Since no one is available at the Capitol to receive hard copy this afternoon, I will deliver hard copy on 
Thursday morning, July 5, 2012 to HVC‐304.  
  
Have a wonderful 4th!! 
  
Best regards  
  
Donald J. Morrissey 
Congressional Affairs 
Huawei Technologies (USA) 
875 15th St. NW  Suite 825 
Washington, DC 20005 
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Office: (202) 289-6783 
Mobile: (202) 374-5299 
Fax: (202) 289-4015 
<image003.jpg> 
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CONFIDENTIAL 

The Honorable Mike Rogers, Chairman 
The Honorable C.A. Dutch Ruppersberger, Ranking Member 
House Permanent Select Committee on Intelligence 
HVC 304 
The Capitol 
Washington, DC 20515 

Dear Chairman Rogers and Ranking Member Ruppersberger: 

Enclosed for the Committee are the following: 

• A letter of clarification regarding certain remarks at the hearing 

~~ 
"'IP' ....,. 

HUAWEI 

• Huawei's Answers to the Committee's Questions from the September 18 letter 

to Huawei 

• Appendix to Huawei's Answers 

Sincerely, 

Charles Ding 

Enclosures 



CONFIDENTIAL 

The Honorable Mike Rogers, Chairman 
The Honorable C.A. Dutch Ruppersberger, Ranking Member 
House Permanent Select Committee on Intelligence 
HVC 304 
The Capitol 
Washington, DC 20515 

Dear Chairman Rogers and Ranking Member Ruppersberger: 

At the Committee ' s the request, I voluntarily testified at the September 13, 2012 hearing. I 
was honored to represent Huawei at the hearing. The Committee asked a wide range of complex, 
detailed questions at the hearing. Upon review of the transcript and further reflection upon the 
discussion, I would like to supplement and clarify my testimony as set forth below. 

1. At the hearing, Chairman Rogers stated that "[ c ]ompanies have so far refused to provide full 

and transparent answers to our questions apparently because to tum over internal corporate 

documents would potentially violate China's state secret laws." Huawei, however, has never 

refused to answer questions or provide documents to the Committee on the grounds that 

doing so would violate "state secret laws." Huawei did not assert state secret privilege when 

responding to the June 12, 2012 letter or in any other communication with the Committee. 

As a private enterprise, Huawei does not possess "state secrets." We appreciate the 

opportunity to clarify this issue for the Committee and respectfully request that the record 

reflect this clarification. 

2. At the hearing, Representative Adam Schiff quoted Article 11 of the State Security Law of 

the People's Republic of China that provides "Where state security requires, a state security 

organ may inspect the electronic communication instruments and appliances and other 

similar equipment and installations belonging to any organization or individual." He asked 



whether Huawei would agree that "the plain language of Article 11 provides that the state 

may inspect your communications equipment?" 

I have now consulted with Chinese lawyers as to the meaning of Article 11, and 
supplement my responses as follows. 

a) We believe there is a misunderstanding about Article 11. Article 11 is intended to prevent 

the intelligence agencies and hostile forces outside of China from eavesdropping, 

photographing, or stealing China's state secrets using electronic communication equipment 

or other similar equipment or other sophisticated information transmission modes in a 

manner that would jeopardize China's national security. For example, Article 11 is intended 

to prevent illegal tampering with important communication lines in China, using advanced 

wireless microwave signal receivers to intercept the important wireless microwave 

communications in China, and installing electronic receivers in the proximity of important 

conference venues for the purpose of stealing secrets. 

b) The "organization and individual" to be inspected as specified in this article cover a broad 

scope. Organizations include Chinese institutions and organizations as well as the 

institutions and organizations set up by foreign countries and regions in China, including 

Chinese-funded enterprises, joint ventures, and foreign-funded enterprises. Individuals 

include Chinese citizens as well as foreigners and stateless people within the Chinese 

territory. In addition, the state security organ can only inspect an "organization or 

individual" according to this article when the latter is suspected of jeopardizing China's 

national security. Not only Huawei and ZTE, but Cisco and other foreign companies in 

China are subject to the inspection in the event of suspicion of jeopardizing China's national 

security. 

c) The word "inspect" refers to the examination of the electronic communication equipment or 

other similar equipment. The inspection is intended to identify whether the equipment 

possesses functionality that would disclose, steal secrets and/or interfere with the normal 

communications of the Chinese government. 

d) China's state security organ may use Article 11 only in strict accordance with the law for the 

purpose of safeguarding China's national security. The Chinese government may not use 



Article 11 beyond the scope of its authority to infringe on the legitimate rights of other 

countries, organizations, or individuals. To do so would violate Chinese law. 

e) There is no legislation in China that permits the Chinese government to use Huawei's 

equipment for national security or economic espionage or to force Huawei to use its 

equipment to engage in such espionage. 

Moreover, I would like to emphasize that no government, organization, or individual 
has ever requested Huawei to commit espionage. And if Huawei were to receive such a 
request, Huawei would refuse to do so. 

3. To further enhance Huawei's transparency and answer the questions that the Committee is 

concerned about, I provide the following appendixes for the Committee's reference. 

Sincerely, 

Appendix 1: Huawei Cyber Security White Paper Cyber Security Perspective 
Appendix 2• Statement Regarding Huawei 's Commercial Operations in Iran 
Appendix3 • Huawei Internal Compliance Program 
Appendix 4 • Motorola Solutions and Huawei Issue Joint Statement 
Appendix 5: Huawei Employee Business Conduct Guidelines 

Charles Ding 
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Question 1 

As for the Party Committee, I want to clarify one thing. I have never said that 

“the Party Committee is responsible for ethics decisions.” I am not a member 

of the Chinese Communist Party myself, nor a member of Huawei‟s Party 

Committee, so I have transferred the questions of the Committee to Mr. Zhou 

Daiqi, Secretary of Huawei‟s Party Committee. You are welcome to contact 

Mr. Zhou. 

 

 Question 2 

(a) Huawei has not paid attention to the meaning of “National Champion” 

before. Therefore, I really do not know its definition. Huawei has never been 

granted the title “National Champion” by the Chinese government. Nor has 

it ever used this term in its marketing campaigns. 

The document you mentioned was from a third-party, unconnected with 

Huawei. It analyzed whether Chinese companies are controlled and 

influenced by the government. In this document, the third-party did not that  

Huawei is a “National Champion”. What this document reveals is that 

Huawei is among the private enterprises that are least influenced by the 

Chinese government. 

International media and ICT industry organizations have granted Huawei 

various titles, including but not limited to the following: 

  Fortune Global 500 Company 

  No. 5 of the most innovative companies awarded by the US-based Fast 

Company magazine in 2010 

  The Economist's Corporate Use of Innovation Award for 2010 

 Excellence in Standards Development Award from IEEE (2011) 

 R&D 100 Awards in 2009 (dubbed the "Oscars of Innovation" in the 

technology fields) 

 Top 10 Most Influential Companies by BusinessWeek in 2008 

 

(b) First of all, I want to clarify one thing. I have never confirmed that Huawei 

receives a high degree of financial support from the Chinese government.  

Some media reported that the China Development Bank provided $30 billion 
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customer financing to Huawei. I want to clarify again that it is a financing 

opportunity available to customers, not to Huawei, to be provided by the 

bank in accordance to common industry practice. Moreover, the actual 

financing amount extended to the customers was very small, not $30 billion. 

Customer financing is a common practice in the telecommunications industry. 

Each bank made its own decision on whether to accept customers and project 

risks based on independent and internal credit judgment; the customers also 

on their own made decisions on whether to accept the financing conditions of 

the banks. The banks and customers negotiate and sign financing contracts 

directly. Huawei participates neither in the financing process nor in the 

decision making. 

To summarize, whether banks and customers can agree on customer 

financing arrangements is depended on the credit policies of banks and 

customers' willingness to accept banks‟ financing conditions; it is not 

decided by Huawei. 

Huawei had never been awarded the title of “National Champion” by 

Chinese Government. 

 

Question 3 

(a) In the materials we previously presented to the Committee, we explained that 

the Chinese government regulates Huawei in accordance with the Company 

Law of the People's Republic of China and other relevant laws and regulation. 

These laws and regulations are open and transparent, and are available to the 

Committee. 

The Chinese government has never encouraged Huawei to pursue particular 

projects in foreign markets through its banks or other government agencies.  

The majority of Huawei‟s bank financing is provided by international banks. 

Our cooperation with Chinese and international banks is based on standard 

and commercial conditions. We have never received any special support from 

Chinese banks. Our global operation is based on our business strategies and 

plans. 

(b) The Chinese government has never encouraged Huawei to pursue particular 

projects in Africa and Asia through its banks or government agencies.   

We expand our global markets based on our business situations and strategies. 

We chose Africa and Asia as our early targets to expand overseas markets 

based on our actual business situations. 
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(c)  Government officials have never encouraged us to expand in the US. We 

chose to enter the US market based on our own decisions. We expand 

overseas markets based on our business strategies and plans. 

Our intentions to enter the US market are the same as those of US ICT 

companies that have entered the Chinese market, namely, to win contracts and 

business opportunities in a country with a huge population. We believe most 

vendors in our business hope to enter the important markets in China and the 

US. 

 

Question 4 

In Huawei‟s recently released Cyber Security white paper, we made the 

commitment that „we will continue to improve and adopt an open and 

transparent approach enabling governments to review Huawei‟s security 

capabilities.‟ According to the white paper, we should make efforts to design, 

agree on, and implement international standards and benchmarks that should 

set the standard based on the perceived risk level. There has to be a balance 

between security and risk. In addition, trust needs to be built and constantly 

validated. Therefore, we positively encourage reviews of all technology 

vendors, including Huawei, in a fair and non-discriminatory manner. Each 

review enables each company to challenge its policies, technologies, 

organizations and procedures, which in turn will enhance its capabilities, 

product quality, and product security. 

Huawei is willing to work with the US government, relevant competent 

authorities, and industry security experts in an open and transparent manner, 

to explore a security assurance model that is accepted by our customers as 

well as the US government. 

We have developed an end-to-end, trusted global cyber security assurance 

system in terms of policies, organizations, processes, management, 

technologies, and standards. Our answers to the questions the Committee is 

concerned about are as follows. 

We continue to enhance internal systems and processes, which in turn 

enables us to track from end-customers‟ requirements to the computer codes 

(or patches/updates) developed, and vice versa. We even allow a third party 

to evaluate our software based on the risk level. The third party can evaluate 

not just our delivered software, but also the software updates that could be 

delivered in the future. We take the lead in such security measures in the 
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industry.  

In terms of managing third-party vendors, we have an independent supply 

chain security management system, which is part of the company's overall 

security assurance system. Huawei has obtained ISO27000, ISO28000, and 

ISO20000 certifications. We established the supply chain security 

management system with reference to the regulations and standards of 

C-TPAT, TAPA, and O-TTPS (in the process of being developed). We 

enhance the security management of vendors to ensure the security of our 

products and solutions and to prevent any security risks. Specific measures 

include the certification of vendors' security systems and onsite security 

inspection. In addition, in terms of diversity of the supply chain, 70% of the 

materials that Huawei uses are from vendors outside of China's mainland. 

The US provides the majority of these materials to us. 

As for services and delivery, when customers require us to access their 

networks for maintenance purposes, we will strictly manage and control the 

access to customers‟ networks in accordance with local laws and customers' 

requirements. We must receive customers‟ permission before accessing their 

networks. Without customers‟ permission, we have no access to their 

networks. All the employees at Huawei must strictly comply with the related 

processes. We have a technical support team in the US. We have reviewed 

the backgrounds of all the team members, of which 90% are locals. All of 

them are hired by local management. Non-local employees are primarily 

responsible for imparting knowledge and training. Our technical support 

centers are located in Plano, Texas. 

We worked with the UK government and developed the UK model based on 

the requirements of the UK government. This model focuses on the products 

that are deployed in the UK. The security evaluation model for the UK is part 

of our cyber security assurance system. This model not only enhances the 

security capabilities of our products, but also meets the requirements of the 

British customers. 

What needs to be pointed out is that the Committee used such absolute terms 

like “all” in its question 4(b). These requirements worldwide are impractical 

in terms of both technologies and costs. No responsible technology 

companies in the world will simply reply with a Yes or No. 

To help the Committee gain a better understanding of Huawei‟s global cyber 

security measures, please refer to Appendix 1: Huawei Cyber Security White 

Paper -- Cyber Security Perspectives. 
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Question 5 

According to the Universal Declaration of Human Rights, human rights 

include the rights of communications, privacy, and freedom of speech. 

Huawei agrees with this proposition. As a responsible international company, 

Huawei complies with the applicable laws and regulations of the UN, the US, 

and the EU while selling equipment. We hold that it is wrong to use 

technologies for malicious purposes. The organization/person that uses 

technologies for malicious purposes should be held accountable for their 

actions.  

Globally, Huawei develops, produces, and sells communications equipment 

and services for civilian purposes only. As do other companies in the 

industry, Huawei complies with international and regional standards such as 

3GPP and ETSI when developing communications equipment. Huawei does 

not provide products and services for monitoring purposes to any 

government. 

Huawei has never received any request for it to monitor end users. Even if 

Huawei received such a request, Huawei would not comply.  In accordance 

with laws and technological architectures of many countries, the monitoring 

function can only be performed by law enforcement bodies. As a 

communications equipment manufacturer, Huawei has no capability to 

provide monitoring services. 

Huawei has never received any request for monitoring services that is not in 

line with applicable laws. 

 

Question 6 

Huawei goes the extra mile because, as I said in my testimony, Huawei is a 

world leading ICT provider in 140 markets worldwide.  We are a global 

company, and the eyes of the world are upon us. This is why we have 

released our overall cyber security strategy, and allow independent 

verification of our products. We have imbedded cyber security into our 

processes and are passionate about developing international standards. We 

also support and adopt the internationally recognized cyber security 

standards or best practices. 

We have not talked to any official from the Chinese government about any 
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allegations that may have been made about any Government allegedly 

involved in espionage. 

 

Question 7 

(a) It is common in the US for enterprises to hire lawyers or third parties to 

lobby the government. Things in China are different. The majority of 

companies that operate in China do not adopt the lobbying strategy. 

Therefore, Huawei has no lobbying fees in China. 

(b) Cyber security is an issue concerning all countries and companies. All 

stakeholders – governments and industries – must understand that cyber 

security is a global issue. We need to adopt risk-oriented best practices and 

approaches, and to address this challenge through global cooperation. 

Huawei calls on all governments and ICT industry organizations to improve 

international standards for cyber security, and all stakeholders should 

comply with these standards. Huawei is committed to continuous innovation 

and open cooperation, and actively participates in the international standards 

development to continuously ensure the robustness and security of the 

network. 

Huawei always promotes the application of international standards among 

China‟s standardization bodies, such as China Communications Standards 

Association (CCSA). 

(c) We object to malicious cyber attacks in any form. We call on the 

international community and governments of various countries to join hands 

to crack down on cyber crimes.  

 

Question 8 

(a) In general, when an employee ends his/her position with Huawei, all the 

shares he/she holds will be repurchased by Huawei at the price of the net 

asset value per share as of the end of the previous year. These shares cannot 

be sold to any other person. If an employee meets the requirements of 

retirement for retaining his/her shares when he/she resigns (for example, 

working at Huawei for at least eight years and being above 45 years old), the 

employee can apply to retain his/her shares. After the application is 

approved by the company, the employee can retain his/her shares. 
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(b)  This is not true. 

In accordance with relevant articles of the company: before December 31, 

2018, Mr. Ren has veto right over decisions regarding material matters of 

the employee shareholding program and the company (including resolutions 

of the Board of the employee shareholding program, the Representatives' 

Commission, and the Shareholders‟ Meeting of Huawei Investment & 

Holding Co., Ltd.) 

However, veto rights are not deciding authority, let alone “ownership and 

control” authority. In accordance with the relevant articles of the company: 

(1) Resolutions of the Board of the employee shareholding program must be 

approved by more than half of the members of this Board; (2) Resolutions of 

the Representatives' Commission must be approved by more than half of the 

members of this Commission; (3) Resolutions of the Shareholders‟ Meeting 

must be approved by the shareholders who represent more than two thirds or 

half (depending on the issues to be decided upon) of the shares which have 

the voting right; and (4) Resolutions of the Board of Directors must be 

approved by more than half of the members of this Board. 

Moreover, so far, Mr. Ren has not used his veto right. 

 

Question 9 

(a) Mr. Ren communicated with HPSCI members at length at the May 23 

meeting this year about his personal experiences and background. To my 

knowledge, this Engineering Institute did not do work for the 3PLA. 

I think it is logically improper to use Mr. Ren‟s military service experience 

over 30 years ago to assume that Huawei has a so-called “military 

background.” As a matter of fact, it is rather common for CEOs or executives 

of either Chinese or US companies to have military service records. 

Mr. Ren Zhengfei's biography (from the Huawei Annual Report 2011) 

Born on October 25, 1944 into a rural family where both parents were school 

teachers, Mr. Ren Zhengfei spent his primary and middle school years in a 

remote mountainous town in Guizhou Province. In 1963, he studied at the 

Chongqing Institute of Civil Engineering and Architecture. After graduation, 

he was employed in the civil engineering industry until 1974 when he joined 

the military's Engineering Corps as a soldier tasked to establish the Liao 

Yang Chemical Fiber Factory. Subsequently, Mr. Ren had taken positions as 
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a Technician, an Engineer, and was lastly promoted as a Deputy Director, 

which was a professional role equivalent to a Deputy Regimental Chief, but 

without military rank. Because of his outstanding performance, Mr. Ren was 

invited to attend the National Science Conference in 1978 and the 12th 

National Congress of the Communist Party of China in 1982. Mr. Ren retired 

from the army in1983 when the Chinese government disbanded the entire 

Engineering Corps. He then worked in the logistics service base of the 

Shenzhen South Sea Oil Corporation. As he was dissatisfied with his job, he 

decided to establish Huawei with a capital of CNY21,000 in 1987. He 

became the CEO of Huawei in 1988 and has held the title ever since. 

(b) 

   i.    

As far as I know, reports about Ms. Sun Yafang by Chinese publications, 

such as Xinjing Bao, are erroneous. 

Ms. Sun Yafang is a respectable female corporate leader. She received the 

“World Telecommunication and Information Society Award 2012” in Geneva 

on May 16, 2012, together with the President of Argentina. The theme of this 

award is “Women and Girls in ICT,” which aims to ensure that women have 

an equal opportunity in the ICT industry as women can play more important 

roles in the ICT industry. 

We have publicized Ms. Sun Yafang‟s detailed biography in the Huawei 

Annual Report 2011. 

Ms. Sun graduated in 1982 with a bachelor‟s degree from Chengdu 

University of Electronic Science and Technology. 

Ms. Sun worked as a technician at the state-owned Xinxiang Liaoyuan Radio 

Factory in 1982. 

Ms. Sun was a teacher at China Research Institute of Radio Wave 

Propagation in 1983. 

Ms. Sun was an engineer at Beijing Research Institute of Information 

Technology in 1985. 

Ms. Sun joined Huawei in 1989, and had served as an engineer of the 

Marketing & Sales Dept, Director of the Training Center, President of the 

Procurement Dept, General Manager of Wuhan Office, President of the 

Marketing & Sales Dept, Chair of the Human Resources Committee, Chair of 

the Business Transformation Executive Steering Committee (BT-ESC), Chair 
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of the Strategy and Customer Standing Committee, and President of Huawei 

University. Since 1999, Ms. Sun has been the Chairwoman of the Board. 

ii. We cannot know where the media received this erroneous information, but 

we are certain that these reporters have never confirmed this information with 

Huawei. 

iii. We also noticed such reports from the media, but these reports are erroneous. 

Huawei has never secured any loans or other financing from the Chinese 

government, and the financing Huawei obtained from banks is based on 

normal commercial terms. Ms. Sun has never played any role in securing 

loans or other financing for Huawei from the Chinese government. During 

her years of working at Huawei, Ms. Sun has never been in charge of the loan 

or financing business.   

Ms. Sun Yafang's biography (from the Huawei Annual Report 2011) 

Ms. Sun joined Huawei in 1989, and had served as an engineer of the 

Marketing & Sales Dept, Director of the Training Center, President of the 

Procurement Dept, General Manager of Wuhan Office, President of the 

Marketing & Sales Dept, Chair of the Human Resources Committee, Chair 

of the Business Transformation Executive Steering Committee (BT-ESC), 

Chair of the Strategy and Customer Standing Committee, and President of 

Huawei University. Since 1999, Ms. Sun has been the Chairwoman of the 

Board. 

Prior to joining Huawei, Ms. Sun worked as a technician at the state-owned 

Xinxiang Liaoyuan Radio Factory in 1982, a teacher at China Research 

Institute of Radio Wave Propagation in 1983, and an engineer at Beijing 

Research Institute of Information Technology in 1985. 

Ms. Sun was born in 1955, and graduated in 1982 with a bachelor's degree 

from Chengdu University of Electronic Science and Technology. 

 

Question 10 

Huawei is unclear as to the basis for the Committee‟s question about whether 

Huawei has performed “telecommunications projects overseas in coordination 

with diplomatic or mineral procurement efforts of the Chinese government.” 

Huawei has never deployed any telecommunications project outside China at 

the request of the Chinese government. Huawei‟s sales activities are all based 

on the company's development needs, and its decisions and operations are 



 CONFIDENTIAL 
 

10 

 

independent of the Chinese government. 

 

Question 11 
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Question 12 

Huawei strictly complies with the applicable laws and regulations of the UN, 

the EU, the US, and other countries and regions on export control. Huawei 

has established an internal program on trade compliance, based on best 

practices of the industry, to ensure compliant operations for Huawei‟s 

business worldwide. 

Huawei has established a clear strategy and approval procedure for business 

activities in countries subject to trade embargo or trade sanctions. For 

example, export control and sanction measures implemented by the US have 

impact on certain business transactions outside the US. Huawei conducts 

compliance analysis of all businesses relevant to US laws and regulations on 

trade control. The analysis covers not only laws and regulations promulgated 

by the US Department of State, but also regulations passed by the 

Department of Commerce and the Bureau of Industry and Security (BIS) 

under the Department of Commerce, and any other applicable laws. In 

particular, Huawei monitors the updates of the US Export Administration 

Regulations (EAR). The countries currently under the US trade embargo are 

Cuba, Iran, Sudan, Syria, and North Korea. Huawei has developed principles 

and guidelines for managing export control risks and other relevant risks 

when doing business with the above countries under the US trade embargo.  

It is a fundamental Huawei principle that Huawei is not allowed to export 

and/or re-export any US controlled items to any country under the US trade 

embargo, unless it gets authorization according to the applicable US laws or 

obtains the U.S. export license in advance. Huawei complies with all 
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applicable laws and regulations included in Section 106 of the 

Comprehensive Iran Sanctions, Accountability, and Divestment Act 

(CISADA). It is strictly prohibited for Huawei or any of its subsidiaries to 

provide any sensitive technology, product, or service for the purposes of 

monitoring, intercepting, and filtering information to sanctioned countries.  

As Huawei stated on December 9, 2011, Huawei is voluntarily stopping to 

seek new customers in Iran and has limited its business activities to current 

contracts with existing customers. 

For further information, please see Appendix 2: Statement Regarding 

Huawei's Commercial Operations in Iran and Appendix 3: Huawei ICP. 

 

Question 13 

(a) Huawei develops, researches, and manufactures communications equipment 

for civilian purposes only. Huawei has never done any customized R&D or 

production for the Chinese military or Chinese intelligence services. 

Products that Huawei has sold to the Chinese military mainly include the 

following: transport network products, data products, videoconferencing 

products, and call centers, and voice over IP (VoIP) products. In recent years, 

the sales of these products account only for about 0.1% of Huawei's total 

sales. 

(b) Huawei has never managed any of the PLA‟s networks. 

(c) Huawei has never been financed by the Chinese government for R&D 

projects for military systems. 

Huawei develops communications facilities for civilian purposes only and 

has never engaged in the development of projects relating to military 

systems. 

(d) We do not have non-public access such information. Based on public sources, 

Huawei understands that military and government procurements of 

commercially standardized network equipment are conducted through open 

bidding processes. 

(e) The Chinese government has not provided Huawei with funding for Deep 

Packet Inspection capabilities.  

(f) Huawei has never sold any DPI products to the Chinese government. 
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(g) Huawei has never sold any DPI products to other governments. 

 

Question 14 

No.  Motorola‟s accusation against Huawei was completely baseless. The 

cooperation between Huawei and Motorola started in 2000, when Motorola 

resold Huawei‟s wireless network products to customers under its own brand. 

More than 10,000 Huawei engineers worked diligently to develop products 

and intellectual properties that were provided to Motorola by Huawei. 

Motorola attempted to transfer Huawei‟s trade secrets to Nokia Siemens 

Networks (NSN) in its deal with NSN without obtaining prior consent from 

Huawei. Huawei‟s appeal for protecting its own intellectual property rights 

was supported by a District Court in Illinois. 

Huawei has never attempted to steal or use Motorola's trade secrets. In the 

litigation, Huawei provided Motorola with nearly 100 million lines of codes 

and millions of pages of documents, which proved that Huawei did not 

infringe on Motorola‟s rights. In April 2011, Huawei and Motorola released 

a joint statement saying that Motorola paid Huawei for using Huawei‟s 

technologies and announcing the settlement of all lawsuits between both 

parties. (For the joint press release by Huawei and Motorola, see Appendix 

4.) 

(a) 

i. Lemko was Huawei‟s reseller. Lemko purchased wireless base transceiver 

station (BTS) products from Huawei and resold these products to customers. 

ii.  Yes. Lemko remains as a small reseller of Huawei. As of September 19, 

2012, Lemko‟s purchase volume from Huawei in 2012 reached US$395,000, 

which has been paid by Lemko.  

(b)  Huawei has about 150,000 employees now. There are employees who once 

worked at Motorola or other communications companies before they joined 

Huawei because the movement of personnel between companies in the same 

industry is very common. Motorola and other multinational communications 

companies also have employees that used to work for Huawei. 

(c) To our knowledge, we have one employee who once worked at Lemko 

before he joined Huawei. He was not involved in the lawsuit between 

Lemko and Motorola, nor did he work at Motorola before. 
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Question 15 

Respect for intellectual property rights is one of Huawei‟s most important 

policies. This policy has been included as a fundamental principle in the 

Business Conduct Guidelines for Huawei employees. (Appendix 5.) Through 

continuous innovations, Huawei has maintained a leadership position in the 

industry and is one of the companies with the most IPR in the 

telecommunications industry. Huawei invests 10% of its sales revenue in 

R&D every year. In 2011, Huawei invested US$3.76 billion in R&D. Its 

total R&D investments in the recent decade have exceeded US$15 billion. 

Huawei has patent cross-licensing agreements with many major industry 

peers, including Qualcomm, Ericsson, Sony Ericsson, Nokia, 

Nokia-Siemens, Sisvel, Alcatel-Lucent, Nortel, Dolby, Rovi, BT, and KPN. 

Huawei has paid more than US$1.2 billion in patent royalties. 

(a) Never 

(b) Never 

(c) No, this is not true. 

(d) Never 

(e) So far as we are aware, Huawei employees have not attempted to obtain 

private information from any third parties through Huawei‟s network or 

equipment. 

(f) Huawei employees did not use a laptop to transfer information from 

Cricket‟s network. 

The situation involved a computer virus infection: 

On May 15, 2012, the IT department of Cricket detected a traffic anomaly in 

a Huawei engineer's laptop. Huawei immediately assisted Cricket in holding 

the laptop and submitting it to Electronic Warfare Associates (EWA) and 

MacAfee, two third-party security companies, for analysis. 

The results of the third-party analysis are as follows: 

This laptop had been infected by viruses. When it browsed the internet, it 

was infected through a hotel‟s Wi-Fi access in San Antonio in the United 

States. Taking advantage of a vulnerability in Microsoft‟s SQL software, the 

viruses attacked the laptop by guessing the default password.  
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Some viruses were detected and killed with Symantec anti-virus software, 

but the Symantec software failed to remove all viruses. 

The remaining viruses launched denial-of-service (DoS) attacks against some 

Internet websites. These attacks generated some of access requests or junk 

data on the target websites, leading to reduction of performance or denial of 

service. The viruses did not transmit any data of Cricket‟s network. 

Cricket expressed high satisfaction with Huawei‟s cooperation, openness, 

and willingness to engage and secure a third-party evaluation. All parties 

clearly acknowledged that this was not a malicious incident on Huawei‟s 

part. 
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1  Introduction

This document provides an open and frank perspective of Huawei’s 

viewpoints regarding cyber security and the overall ramifications and impact it 

has on technology, society and our daily life. 

Within this document we provide an overview of the current state of cyber 

security in terms of historical context, the players, and the unique challenges 

that the ever-expanding global supply chain poses for all of us.

Included is an overview of the Huawei approach to the cyber security and 

global supply chain challenge and suggestions for how to address these 

concerns in a proactive and pragmatic way across our industry. Without a 

doubt, the need for ongoing transparency and an even-handed partnering 

approach across our industry to proactively manage cyber security and global 

supply chain risk mitigation is required between both the public and private 

sectors.   

As a global company, Huawei is dedicated to closely collaborating, innovating 

and establishing international standards with other global organisations to 

ensure that the integrity and security of the networked solutions and services 

we provide meets or exceeds the needs of our customers and provides 

the assurance confidence required by their own customers. This document 

represents one step to improve industry awareness of our own global efforts 

to ensure a secure and better cyber future for all of us and to present our 

view on actions companies and governments need to carry out to manage 

the global cyber security challenge.  
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2  Executive Summary

Our world has become truly connected.

During the past twenty years, we have witnessed the blossoming of the 

commercial Internet, which planted the seed of an interconnected and 

global digital network that has made such things from email to telemedicine 

to browsing and social networks to online banking and retailing ubiquitous 

and affordable.  

Cyberspace is a new strategic domain, but it is unlike the physical territory 

of which we are used to. It has gradually become the “nervous system” through which society operates. Countries 

now attach significant importance to the development of cyberspace technologies. The development of networks has 

helped to advance social progress. Open networks have encouraged information flow and sharing, provided more 

opportunities for innovations, lowered the costs of innovation, and has helped improve the world's health, wealth and 

prosperity.

Network technologies have turned out to be remarkable innovations. Open networks have made it easier to obtain 

and share information and have created untold opportunities for people to invent. As technologies become more 

pervasive, the costs of innovation are lowered which means that consumer, small and medium-sized enterprises and 

micro-enterprises have the opportunity to innovate on the same platform as large enterprises. 

The development of interconnected networks has encouraged investment and has enabled new consumption models 

that has driven global economic growth and has fueled the global economy. Open networks connect the world, 

facilitate economic exchanges across regions, and promote global trade.  Information technology has become a key 

driver behind economic growth. As reported by the World Bank, for every 10% increase in broadband penetration, 

the GDP in developing countries will increase 1.38%.1

With the substantial growth in data and the use of technology we must adopt a positive attitude towards “data 

floods” and technology – not merely looking at the ills or complexities that they create. We must utilise information to 

bridge the digital divide, provide more people with access to communications and information systems, and allocate 

information resources more appropriately, so that everyone on the planet can benefit from the use of technology. 

The openness of networks makes it possible for people to have equal access to information, improve social justice, 

and balance development across regions. The openness of networks has promoted cultural exchanges and helped to 

soften many of the misunderstandings, acts of discrimination, and cultural conflicts that exist between people with 

different cultural backgrounds.

Yet, notwithstanding the monumental personal, social and enterprise-oriented benefits that we have realised as a 

result of the digital and broadband revolutions, age-old real-world evils ranging from vandalism, theft and disruption 

to espionage and wilful destruction have naturally gravitated to the new digital environment.  

Huawei, a global organisation doing business in over 140 countries and connecting almost one-third of the planet’s 

population, is actively engaged in meeting these challenges head-on. As one of the world’s leading ICT solution 

1   http://www.broadbandcommission.org/Reports/Report_2_Executive_Summary.pdf
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providers, Huawei has deep technical understanding of how networks operate, and how technology fundamentally 

underpins and drives the health, wealth, safety and prosperity of citizens around the world.

Yet not a day goes by that we do not read or hear politically - or competitor-inspired negative commentary about 

cyber security. While worry about breaches of cyber security is understandable and legitimate, the rhetoric risks 

distracting from the wide range of challenges our industry faces. Achieving an effective, global, industry-wide solution 

is going to demand sober and fact-based dialogue, not commercial or political jousting.

In a world where over 87% of the planet’s population are mobile users, where the Apple App Store has seen over 

25 billion downloads, and where the downloads of Google Play Application Store have exceeded 20 billion, the stark 

reality is that cyber security is a growing global challenge demanding rational and universal solutions.2, 3, 4

No longer is technology designed, developed and deployed only in one country; no longer can any country or large 

company claim to rely on a single sourcing model; and no longer is it possible with today’s complex technology 

ecosystem and architecture that we can stop all threats from all threat actors.

As governments, enterprises and consumers have become increasingly reliant on ICT solutions that integrate inputs 

designed, developed, coded and manufactured by multiple suppliers around the world, the scale of the cyber security 

challenge has grown exponentially.  

Cyber security is not a single country or specific company issue. All stakeholders – governments and industry alike – 

need to recognise that cyber security is a shared global problem requiring risk-based approaches, best practices and 

international cooperation to address the challenge.

With the recent publications of threats such as Stuxnet and Flame, the world has reached a decision point: does it 

continue on its current path whereby any misguided actor, regardless of motive, can operate freely in an unregulated 

world and develop malware for any purpose? If we accept this route, then we must stop complaining and accept the 

consequences of the cyber race to the bottom of the pit and the return of the Wild West. Or should we collectively 

step back from the precipice, as we have done in other forms of warfare, and establish laws, norms, standards and 

protocols – accepting that trust has to be earned and continually validated and also accepting that a lack of trust exists 

between some stakeholders when it comes to cyber security. In this scenario we must be realistic but determined. 

This paper favours and supports international collaboration, openness and verifiable trust as the foundation for a world 

where technology can continue to drive economic and social improvement for the majority of the 7 billion citizens on 

the planet.

We hope you support this option too.

At Huawei we make this commitment: We will support and adopt any internationally agreed standard or best practice 

for cyber security in its broadest sense; we will support any research effort to improve cyber defences; we will 

continue to improve and adopt an open and transparent approach enabling governments to review Huawei’s security 

capabilities, and finally, as we have done to date, we warmly welcome the assistance from our customers in enhancing 

our processes, our technology, and our approach to cyber security so that we can provide even greater benefits to 

them and their customers.

2   http://www.itu.int/ITU-D/ict/facts/2011/material/ICTFactsFigures2011.pdf
3   http://www.apple.com/pr/library/2012/03/05Apples-App-Store-Downloads-Top-25-Billion.html
4   https://sites.google.com/a/pressatgoogle.com/google-i-o-press-2012/android
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3   Communications and our 
    21st Century Society

It’s about keeping faith…in a global ecosystem
Much of the world today tends to take the ability to communicate by voice 

and data for granted. In this respect, we expect and desire it to always 

be accessible and always be on. The way communications technology 

has woven itself into the interactions of our society is itself a marvel to behold; the availability and capability of the 

systems and applications we use every day has come to be relied upon to make our lives easier.  

There has been a dramatic increase in the use of technology by governments, enterprises and consumers. By the end 

of 2011, global mobile users reached 5.96 billion people accounting for 86% of the global population, an increase of 

12.3% from 2010.5

Increasingly rich telecommunications and Internet applications have become widely available. The market share of 

smartphones is increasing year by year. Take the United States as an example: the market share of smartphones in 

March 2012 reached 50.4%, up from 47.8% in December 2011.6  Smartphones integrate more and more functions 

and applications, among which are applications involving personal data such as contacts, location data, personal 

photos and mobile banking. The number of applications for smartphones is surging. For example, the number of 

applications in Apple's App Store has reached the 25 billion downloads milestone; an average of 79 downloads for 

every iPhone, iPod Touch and iPad owner.7

Malicious collection of personal data and unintended design errors all potentially cause damage to the network and 

to its users. 

The global growth in social networks has created personal security challenges with one survey claiming that in 

England and Wales, a Facebook crime occurred every 40 minutes, with some 12,300 cases linked to the site.8 This is 

not an indication of the cyber security provided by the social network, but of how innocent social media technology 

can be misused or abused.

As the usage of smartphones has increased, so too have the motives and methods of attacking them. Between 2004 

and 2011, the prevalence of malware in smartphones increased by 600%.9

With the enrichment of business capabilities and improvements in user experience, the complexity and scale of ICT-

related software is rapidly expanding. As the scale and complexity of software has increased, so too has the number 

of security vulnerabilities. 10

In the past, the telecommunications network infrastructure was closed and dedicated. However, nowadays with 

5   http://www.itu.int/ITU-D/ict/statistics/
6   http://techcrunch.com/2012/05/07/nielsen-smartphones-used-by-50-4-of-u-s-consumers-android-48-5-of-them/
7   http://www.guardian.co.uk/technology/appsblog/2011/jul/07/apple-iphone-app-store-downloads
8    http://www.dailymail.co.uk/news/article-2154624/A-Facebook-crime-40-minutes-12-300-cases-linked-site.html
9    F-Secure Mobile Threat Report Q4 2011
10  Alhazmi OH et al., Measuring, analyzing and predicting security vulnerabilities in software systems, Computers & Security (2006), doi:10.1016/j.cose.2006.10.002
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11  http://www.heavyreading.com/details.asp?sku_id=2228&skuitem_itemid=1111
12  http://secunia.com/resources/reports/?action=fetch&filename=Secunia_Moving Target_presentation_RSA2012.pdf

the development of new services such as VOIP IMS, the network infrastructure also provides interfaces to third-party 

service providers and IP-based open protocols are applied more frequently. In the past, telecommunications equipment 

was usually run on special hardware, whereas today, more and more equipment is based on common infrastructure 

components and operating systems. The shipment of Advanced Telecommunications Computing Architecture (ATCA) 

platforms, which are based on common infrastructure and operating systems, increased by 10 times from 2008 to 

2011, and more than 100 companies participate in the ATCA ecosystem today.11

Uncertainty about being able to securely communicate and access online data and applications can create disorder 

and confusion and shake the faith of users. As stewards of communications technology, we need to ensure that trust 

is maintained and relationships, processes and approaches continually evolve to meet the digital challenges of the 21st 

century and beyond.

3.1   The Growing Cyber Security Challenge
Approaches to cyber security were originally developed to protect networks and data, evolving in recent decades to 

the fight against cybercrime and other online malicious activity. Cybercrime is the same as any other kind of crime 

– there is a culprit and a victim. For a cybercrime to be successful, like any other crime, it needs the motive, the 

opportunity and the means. As technology has become more widespread and more intertwined into the fabric of 

everyday government, business and personal use, so too have the potential rewards for cybercrime. As accessibility 

and connectivity have increased, the means and the opportunity have also increased for cyber incidents. Prior to the 

Internet age, only a few people knew how to use computers and there was little reason to “assault” them. Today, the 

Internet can be easily accessed from a mobile device in your pocket, so the means and the opportunity have therefore 

greatly increased. Now nearly everyone is connected and there are many ways to use cyberspace both for private and 

commercial use – for good motives and for bad.

In a presentation to the RSA Conference, Dr Stefan Frei, the Research Analyst Director at Secunia, a Danish computer 

security service provider, articulated how the threat environment is changing from script-kiddies undertaking hacking 

for curiosity to experts developing a means for others to implement for personal gain. Where there is money or 

advantage to be gained, there will be crime – technology is no different; in some instances it just makes it easier.12

Global technology companies have to protect their technology from a range of malicious uses, these include: 

Use in sabotage: Control, paralysis, interruption or take-down of networks or infrastructures

Use in espionage: Enabling a third-party to illegally spy on another person or entity through their technology

Becoming the extension of another group/state: The Company’s global reach and capability being directed by 

another government/group to act against another state/sub-state, group or individual

Lack of precaution and competence: Lack of best practice, end-to-end cyber security capability renders the 

technology an easy attack vector – used by any of the threat actors to use the company’s technology or capability 

for an illegal or inappropriate purpose

All companies that develop and support technology must build in risk-informed mechanisms, counter-measures, 

policies and procedures that limit the likelihood of perceived or actual threats from being successful. These include, 
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but are not limited to:

Hardware/software “kill switch” (fixed or remotely controlled)• 

Control via backdoors, Trojans, viruses and software logic bombs • 

The company (individuals or groups) is instructed to close down networks, undertake espionage or sabotage or • 

assist a third party in illegal activities

Enabling access to data (including technological intelligence, national security information, commercial security • 

information, private data)

Built in “call home”/ wiretap capability to transfer data or control to another country/group• 

Weakness in R&D process – inject person or software threat• 

Weakness in supply chain – inject component (pre or post build)• 

Weakness in person – bribe• 

Weakness in onsite support capability – inject person/bribe or install illegal software• 

As can be seen by the range of ways and methods technology vendor’s hardware and software could be maliciously 

used requires continuous assessment of the techniques and potential weaknesses to be undertaken. At Huawei we 

assess all of these items and ask ourselves the question “what would someone need to do to execute one of these 

attack mechanisms?” We then ask “what would be a cheaper, lower risk, higher probability of success mechanism?” 

and from these answers we work out how best to mitigate any such event. Our current model is, we assume nothing, 

we believe no one, and we check everything.

3.2   Devices, Data, Drama
Given the intense media attention being given to cyber security, you would think 

that “data/IPR loss” was something new, something that didn’t happen in the 

non-digital or paper world. But of course it did, and it continues to this day.

Just remember all of those people who left their company and took client lists 

with them, or the future product portfolio, or the product pricing model or even 

the designs and technical drawings of the next product. It just so happens that 

technology has helped people who are so inclined to do it faster and cheaper, 

while accruing vast amounts of data – they can even do it remotely. A recent 

survey discovered that 51% of European office workers take information from 

their current employer when they switch jobs and are helping themselves to confidential customer databases, despite 

data protection laws forbidding them to do so.13

The cost of this data leakage, at its kindest or industrial espionage at its most aggressive, is claimed to run into the 

billions, although actually getting an accurate assessment of losses appears impossible. One thing is for certain, any 

search for a company whose asset value has been reduced due to alleged cyber espionage is impossible to find. Nor 

has it been possible to find an external audit on such a potential loss or a declaration to any stock exchange for listed 

13  http://www.businesscomputingworld.co.uk/when-employees-leave-your-company-so-does-your-data/
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companies by Board Directors as part of their fiduciary duties. Unless we are honest with what is happening we cannot 

assess where to invest, and importantly might end up over regulating and reduce the untold benefits technology 

brings.

Other things have changed too. We are almost totally reliant on technology to store data, process transactions and run 

our businesses, and, to some extent, our lives. The data that we store continues to increase at dramatic rates.

We own more and more devices and we are connecting more and more of them together. In developed countries it is 

not uncommon to find mobile penetration rates that exceed the number of citizens – each one of these devices gives 

us yet another place to store, and perhaps lose, data. Crucially, these devices also act as a potential entry point for 

people who wish to steal your data from your infrastructure, corrupt it in total, or, even worse, corrupt small elements 

of your data, thereby significantly reducing your confidence in the data that is held.

Just imagine the horror of stored blood types being changed in some random way, or some of your banking 

transactions being changed infrequently by random amounts – it is hard to spot, hard to trace and therefore hard to 

fix. Imagine the negative impact on the confidence of the public in institutions affected by such a scenario.

Of course the threat is not limited to random manipulation. It could be someone hacking into your car’s technology 

and manipulating your engine to turn it on or off via a text message,14 although there are companies working hard to 

prevent this.15 Or, indeed, it could be cyber terrorists hacking into the electricity grid, a scenario detailed in the RUSI 

Journal article “Cyber-Weapons” by Rid and McBurney, which clearly showed how critical infrastructure often has 

remote access and can therefore be exploited.16

A less dramatic scenario involves that small smartphone application you downloaded – the one that asked for “trusted 

status” and access to your stored phone data. If malicious software was downloaded inadvertently, suddenly your 

calendar, your contacts, emails and texts have been uploaded (probably unencrypted) onto some distant server for 

purposes you may never know, and you may never know that it happened.

3.3   Identifying the Players
It is important to recognise the wide range of adversaries in the cyber world we live in. They include:

Individuals, who engage in a range of activities, including harassment, intimidation, bullying and grooming • 
children for sexual exploitation

Hacktivists, who are individuals or groups (lose or tightly linked) that have a particular point to make and use • 
hacking to promote their cause(s)

Criminals, organised (and disorganised) who run various scams, from illicit trade and counterfeiting to industrial • 
espionage

Terrorists, however defined, who set out to cause harm• 

Government-sponsored agents who use technology as they use other intelligence methods: to gather data and • 
information on items of interest to them

Commercial espionage undertaken by a range of parties to obtain advanced information from a country or • 
competitor for their own advantage

14  http://www.securityweek.com/car-hacking-researchers-highlight-emerging-risks-and-lack-security-automobiles
15  http://www.reuters.com/article/2012/08/20/us-autos-hackers-idUSBRE87J03X20120820
16  http://dx.doi.org/10.1080/03071847.2012.664354
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Without a doubt, there is a need for everyone to consider the issue of technology security, as part of the larger risk 

environment in which we live and work. As the world has become increasingly interconnected and as governments, 

enterprises and consumers have become more reliant on technology, the scale of the challenge has become 

significantly greater.

The world has probably lost more confidential records than there are people on the planet, and it is easy to get the 

impression that there are more breaches of security each year than there are drops of rain in a storm. Barely a day 

goes by without a report of a potential critical infrastructure in some part of the world being attacked (or having the 

potential for attack) by cyber criminals.

As we deploy more technology, connect more technology, use more technology and share more technology, we 

are becoming more blasé about personal and corporate data and the technology we use. This naivety represents a 

dangerous disrespect for the importance of data to our daily lives, which in itself fuels an increase in security risks.

Consider this: International protection software vendors now claim that there are 12 new unique malware technology 

threats being created every second of every day17 and if you knew where to look, each of us could go and purchase 

unique malware offered for $249 with a service level agreement and replacement warranty if the purchased malware 

is detected by any anti-virus software within nine months.

While the inclusion of governments on the list of cyber world adversaries seems incorrect given the outspoken nature 

of governments that vehemently decry those hacking their country, it is important to keep in mind that throughout 

history, spying and espionage have continually played a role in diplomacy, for better or for worse. In two recent Forbes 

articles – “Meet The Hackers Who Sell Spies the Tools to Crack Your PC (And Get Paid Six-Figure Fees)” and “Shopping 

For Zero-Days: A Price List for Hackers' Secret Software Exploits” – Forbes detailed that there is a vibrant industry 

in identifying and selling zero-day exploits, which are defined as attacks on security vulnerabilities as soon as those 

vulnerabilities are discovered. In fact, the articles indicated that governments around the world are frequently the 

purchasers of zero-day exploits and that large defence contractors also buy and sell zero-day exploits. If Governments 

are indeed involved in the acquisition of zero-day exploits or are developing or “weaponising” attack software, such as 

Flame and Stuxnet, the phrase “what we sow we reap” springs to mind.18, 19, 20, 21

17  http://www.symantec.com/threatreport/topic. jsp?id=threatreport&aid=2011_in_numbers&om_ext_cid=biz_socmed_twitter_facebook_marketwire_         
linkedin_2012Apr_worldwide_ISTR17

18   http://news.cnet.com/8301-1009_3-57445975-83/flame-a-glimpse-into-the-future-of-war/
19   http://www.bbc.co.uk/news/technology-12633240
20   http://www.europeaninstitute.org/EA-November-2011/main-cyber-threats-now-coming-from-governments-as-state-actors.html 
21   http://www.smithsonianmag.com/history-archaeology/Richard-Clarke-on-Who-Was-Behind-the-Stuxnet-Attack.html
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3.4   Understanding the Impact of the Global Supply 

        Chain
Open up any smartphone, tablet, personal computer, television or even 

consumer white good and you will see within the device the work of a global 
supply chain. Taiwan for instance, produces a notebook computer every 0.35 
of a second, a PDA every 8.54 seconds, and a desktop computer every 0.68 
seconds.22 

In the United States, a Government Accountability Office (GAO) report 
published in March 2012 warned that the global supply chain of IT products 
could be putting national security at risk:

“Federal agencies rely extensively on computerized information systems and electronic data to carry out 

their operations. The exploitation of information technology (IT) products and services through the global 

supply chain is an emerging threat that could degrade the confidentiality, integrity and availability of 

critical and sensitive agency networks and data.”  23

The report said officials at the Departments of Energy, Homeland Security, Justice and Defence told investigators from 
the GAO that they did not know the extent to which their telecommunications networks contained foreign-developed 
equipment, software or services. According to the report, the Departments of Energy and Homeland Security had 
not defined supply chain protection measures. The Justice Department had defined protection measures, but had not 
implemented them or developed procedures for monitoring compliance with the measures. 

There appears to be no definition of what is meant by “foreign-developed” and whilst the report may have focused on 
telecommunications networks, it really needs to consider all technology from all vendors.

The reality is a single piece of equipment, such as a laptop, can include components from all over the world, from 
Canada, Ireland, Poland, Italy, the Czech Republic, the Slovak Republic all the way to China,  Israel, Japan, Malaysia, the 
Philippines, Singapore, South Korea, Taiwan, Thailand, Vietnam and many others. 

Consider this: The Chinese city of Chengdu has 16,000 companies registered and 820 of them are foreign-invested 
companies.24 Of these, 189 are Fortune 500 companies. Household brand names such as Intel, Microsoft, SAP, Cisco, 
Oracle, BAE, Ericsson, Nokia, Boeing, IBM and Alcatel-Lucent are all located there to name but a few. Should what 
these companies do be considered “foreign developed”?

Cisco has a huge presence in China, with R&D centres in six major cities. Over 25% of all Cisco products are produced 
by Chinese partners, and the company announced a US$16 billion investment in China that includes training 
100,000 network engineers and the opening of 300 centres at vocational colleges to train students in networking 
technologies.25 Cisco CEO John Chambers stated, “What we are trying to do is outline an entire strategy of becoming 
a Chinese company.”26, 27 - does this constitute “foreign developed”?

According to company reports, every major telecommunications equipment provider has a substantial base in China. 

22   http://www.taiwan-technology.com/edit/p/epaper/200902180.htm
23   http://www.gao.gov/assets/590/589568.pdf  
24   http://www.chengduhitech.co.uk/Default.asp
25   http://www.usatoday.com/tech/products/2007-11-01-425344141_x.htm
26   http://www.epi.org/publications/trade_policy_and_the_american_worker/
27   http://news.xinhuanet.com/english/2005-06/17/content_3096764.htm
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Alcatel-Lucent has one third of its global manufacturing done by Shanghai Bell; 28  Ericsson’s joint-venture Nanjing Ericsson 
Panda Communications Co. has become the largest supply centre of Ericsson in the world; 29 at the end of 2011, Nokia 
Siemens Networks had 10 manufacturing facilities worldwide: 5 in China (Beijing, Shanghai, Tianjin, Hanghzou and 
Suzhou), and 2 in India 30 – is what they do “foreign developed”?

If we look at India, a mature professional set of international companies and support services has been created over 
the last 20 years, providing technology on-shoring and off-shoring for the global enterprise community. In purely 
financial terms, total exports from the Indian IT sector were at US$59 billion during FY11. The industry has seen strong 
growth at a CAGR of 16.4% during FY07-11 despite weak global economic growth,31 and India has generated world-
class IT players, such as TATA, Wipro, Infosys and HCL Technologies. World-class companies, such as many of those 
mentioned above, plus the likes of Siemens, HP, Philips, ABB, Flextronics and AT&T, have all established operations 
there. Cisco has over 8000 employees in India including R&D, sales and business support staff. There is extensive 
support system for customers with 18 logistics centres. The Cisco Global Development Centre is in Bangalore and is 
the largest outside of the US. Cisco also established joint development centres with Wipro Technologies and Infosys 
Technologies in Bangalore; HCL Technologies in Chennai and Zensar Technologies in Pune.32

In summary, the concept of “foreign developed” in today’s globally intertwined world is meaningless just as the notion 
that companies or products from one part of the globe can be trusted more than companies or products from another 
part of the globe. You have to wonder whether this thinking is any more than trade protectionism masquerading as 
national security. In today’s globalized world, any policy toward cyber security that is based solely upon the nationality 
of the provider or upon where the provider’s headquarters is located is bound to be ineffective. Any approach to 
cyber security that simply singles out companies on the basis of their national origin is not logical. Such an approach 
moreover is inherently discriminatory and violates most-favoured-nation treatment.

A Microsoft paper entitled, “Cyber Supply Chain Risk Management: Towards a Global Vision of Transparency 
and Trust“, which we fully endorse, includes the following:

“First, vendors have a significant economic incentive to resist the efforts of national governments to taint 
the supply chain for a very simple reason: there is a significant risk that back doors or other intentional 
defects will be discovered and made public, and such a revelation will lead to loss of public trust, and, 
ultimately, market share. Indeed, it is likely that a company engaging deliberately in such activities may 
be forced out of business, especially if one appreciates that the loss of trust would be global; that is, even 
people in the vendor’s home country are likely to reject a product with secret backdoors, even if they were 
inserted primarily so that the local government could obtain advantage against foreign adversaries. In 
many countries, there is concern not just about foreign surveillance, but domestic surveillance as well.”

And their conclusion:

“While government concerns are understandable, it is important that government responses do 
not threaten the vitality of the global ICT sector, stifling both innovation and competition.” 33

The fact is that when you connect devices from multiple suppliers into your technology infrastructure, the equipment 
and software are likely to be designed, developed and manufactured via tens, if not hundreds, of companies from 
around the world.  

28   http://www.alcatel-sbell.com.cn/Default.aspx?tabid=262&ArticleID=1173
29   http://www.ericsson.com/cn/thecompany/ericsson-china/background-china
30   http://i.nokia.com/blob/view/-/1015984/data/3/-/form20-f-11-pdf.pdf
31   http://www.ibef.org/industry/IT-ITeS.aspx
32   http://www.cisco.com/web/IN/about/company_overview.html
33   http://www.microsoft.com/en-us/download/details.aspx?id=26826
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The global ICT supply chain issue was summed up by Richard Clarke, who served as Chair of the Counter-terrorism 
Security Group and as a Member of the National Security Council under President George H.W. Bush, and who also 
served under President Clinton. In 2002-2003 Clarke served as a Special Advisor to President Bush on cyber security 
and chaired the President’s Critical Infrastructure Protection Board that helped draft the United States National Strategy 
to Secure Cyberspace that was released by President Bush in February 2003. Clarke said, “My attitude is, whether it 
comes from New York state or Shanghai, it probably has the same risk in software. There are people in the United 
States who can be bribed, too.” 34 

 

3.5   Analogue Law in a Digital World
Cyber security is a global issue. The transfer and process of data is a global activity and data flow does not respect 
national boundaries or the territorial jurisdictions of governments or courts; an Internet search in the US could be 
processed by a server in the US, or a server in Europe or even in Asia. However, legal and regulatory systems are based 
on such boundaries and jurisdictions, which pose a major problem to all multi-national businesses engaged in the 
processing and transferring of data. 

Taking data protection and privacy laws as a measure for laws in general that impact the ICT industry, Europe has a 
more consolidated approach to data protection law. But even so, while there is a uniform approach to data protection 
law provided for in the EU Data Protection Directive, the implementation of the Directive through each of the 27 
Member States varies significantly. In the United States, privacy laws are fragmented between the federal and state 
levels. Federal legislation is sector specific, where laws addressing privacy in the financial, health and other select 
industries exist but there is no comprehensive federal law addressing privacy. States also have privacy laws, but such 
laws are not consistent among the various states. For example, virtually every state has enacted its own data security 
breach notification law. Obligations related to the content of breach notification notices, as well as whether the 
company has to notify regulators, state attorneys general or credit bureaus vary significantly. 

Many countries and regions (e.g., Australia, India, China, Argentina, Malaysia, Hong Kong, etc.) differ greatly in 
obligations imposed by laws and in enforcement. Even in a single country, different regions may be inconsistent in 
enforcement and interpretation of relevant law. Companies are confronted by additional challenges in countries that 
may not have formal laws, but instead define standards and codes that are not enshrined into law.

In summary, this demonstrates that all companies, including equipment vendors such as Huawei and its corporate 
customers, face a patchwork of laws and regulations where obligations vary not just based on geography but also on 
subject matter. The legal and regulatory environment imposes obligations with respect to surveillance and interception 
that impacts industry standards. Thus, equipment manufacturers must produce equipment that will comply with 
numerous industry standards and laws. Further, equipment manufacturers face additional challenges given that 
laws are by no means static. As laws change, hardware and software must be modified to reflect the new legal 
requirements. 

Huawei would welcome a coordinated international approach to principles of data protection and cyber 
security. We believe that such an approach would foster better overall standards of data protection on a global 
basis, rather than having vendors, service providers and corporations struggle to apply inconsistent standards 
and approaches across various countries. As illustrated by this White Paper, equipment manufacturers such as 
Huawei operate in a complex legal and regulatory environment. Huawei is committed to complying with all of 
the applicable laws and regulations in every jurisdiction in which it operates and will restrict its operations as 
necessary to comply with international sanctions and local law.   

34   http://www.networkworld.com/news/2011/091911-clarke-cybersecurity-251014.html
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4  The Huawei Approach

In cyber security…it’s a marathon, not a sprint

Huawei is proud of its heritage and proud to have an entrepreneurial founder 

who, by an act of fate, just so happens to have been born in China. We would 

be equally proud if our heritage was American, Indian, German or of any other 

country. 

The complexity of communications infrastructure, diversity of suppliers, 

technical vulnerabilities created by rapid development and difficulties in complying with changing legislative and 

regulatory mandates, make managing supply chain risk challenging, but in our experience, the problem is not 

insurmountable. One of Huawei’s commercial values is maintaining its business and political independence. As a 

global company headquartered in China, Huawei knows that it needs to be committed to going the extra mile in 

cyber security assurance. Huawei does not, and would not, support, condone or conduct activities intended to acquire 

sensitive information related to any country, company or individual, nor do we knowingly allow our technology to be 

used for illegal purposes.

This is a continual effort, and Huawei is committed to providing best-in-class (as defined by our customers and 

government stakeholders) products and services to meet the needs of our customers. We take cyber security 

seriously and have invested substantial resources into our efforts to promote and improve the ability of our 

company, our peers and others to provide the best-possible security assurance and ensure a safer and more 

secure cyber world for all. 

 

4.1   Cyber Security as a Corporate Global Policy

Huawei has always understood that to provide the level of confidence required in a small number of markets by 

customers who have been “challenged” by their local or regional political or commercial environments to “buy local” 

or “buy Western” may require us to provide independent assessments of our products and processes along with 

dedicated localisation to ensure that the integrity of the supply and support flow is maintained to a high degree of 

security assurance. 

We have established and implemented an end-to-end global cyber security assurance system. We emphasize that our 

commitment to cyber security will never be outweighed by the consideration of commercial interests. It is our primary 

responsibility and guiding principle to ensure the stable and secure operation of our customers’ network and business 

(especially in times of natural disasters such as earthquakes and tsunamis and other emergencies); we understand that 

cyber security concerns of the industry and society are increasing. 

For reasons detailed in the Microsoft paper referenced earlier, for our survival, we have never damaged any nation 

or had the intent to steal any national intelligence, enterprise secrets or breach personal privacy and we will never 

support or tolerate such activities, nor will we support any entity from any country who may wish us to undertake an 

activity that would be deemed illegal in any country. In this context, with the eyes of the world always upon us, with 
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us positively encouraging audits and inspections of our capabilities, those that wish a vendor to undertake such an 

activity is more likely to select a company that is under less scrutiny.

We understand the sensitivity of the industry we are engaged in and the vulnerability of advanced technology. The 

end-to-end cyber security assurance system has been established and implemented in terms of policy, organization, 

process, management, technology and specifications. Huawei started its cyber security journey in 1999 when it 

published its first set of security technical regulations to enhance the security of products and solutions. In 2011, our 

founder and CEO Ren Zhengfei fully endorsed the strategy and issued the following Cyber Security Assurance policy 

that further reinforced and enhanced our commitment:

“As a global leading telecom solutions provider, Huawei Technologies Co. Ltd. ("Huawei") is fully aware of 

the importance of cyber security and understands the concerns of various governments and customers about 

security. With the constant evolution and development of the telecom industry and information technology, 

security threats and challenges are increasing, which intensify our concerns about cyber security. Huawei will 

therefore pay a great deal more attention to this issue and has long been dedicated to adopting feasible 

and effective measures to improve the security of its products and services, thus helping customers to reduce 

and avoid security risks and building trust and confidence in Huawei’s business. Huawei believes that the 

establishment of an open, transparent and visible security assurance framework will be conducive to the 

sound and sustainable development of industry chains and technological innovation; it will also facilitate 

smooth and secure communications among people.

In light of the foregoing, Huawei hereby undertakes that as a crucial company strategy, based on compliance 

with the applicable laws, regulations, standards of relevant countries and regions, and by reference to the 

industry best practice, it has established and will constantly optimize an end-to-end cyber security assurance 

system. Such a system will incorporate aspects from corporate policies, organizational structure, business 

processes, technology and standard practice. Huawei has been actively tackling the challenges of cyber 

security through partnerships with governments, customers, and partners in an open and transparent manner. 

In addition, Huawei guarantees that its commitment to cyber security will never be outweighed by the 

consideration of commercial interests.

From an organizational perspective, the Global Cyber Security Committee (GCSC), as the top-level cyber 

security management body of Huawei, is responsible for ratifying the strategy of cyber security assurance. 

The Global Cyber Security Officer (GCSO) is a significantly important member of GCSC, in charge of developing 

this strategy and managing and supervising its implementation. The system will be adopted globally by 

all departments within Huawei to ensure consistency of implementation. The GCSO shall also endeavor to 

facilitate effective communication between Huawei and all stakeholders, including governments, customers, 

partners and employees. The GCSO reports directly to the CEO of Huawei.

In terms of business processes, security assurance shall be integrated into all business processes relating 

to R&D, the supply chain, sales and marketing, delivery, and technical services. Such integration, as the 

fundamental requirement of the quality management system, will be implemented under the guidance of 

management regulations and technical specifications. In addition, Huawei will reinforce the implementation 

of the cyber security assurance system by conducting internal auditing and receiving external certification and 

auditing from security authorities or independent third-party agencies. Furthermore, Huawei has already been 

certified to BS7799-2/ISO27001 accreditation since 2004.

In connection with personnel management, our employees, partners and consultants are required to comply with 

cyber security policies and requirements made by Huawei and receive appropriate training so that the concept of 

security is deeply rooted throughout Huawei. To promote cyber security, Huawei will reward employees who take an 

active part in cyber security assurance and will take appropriate action against those who violate cyber assurance 

policies. Employees may also incur personal legal liability for violation of relevant laws and regulations.
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Taking on an open, transparent and sincere attitude, Huawei is willing to work with all governments, 

customers and partners through various channels to jointly cope with cyber security threats and challenges 

from cyber security. Huawei will set up regional security certification centers if necessary. These certification 

centers will be made highly transparent to local governments and customers, and Huawei will allow its 

products to be inspected by people authorized by local governments to ensure the security of Huawei’s 

products and delivery service. Meanwhile, Huawei has been proactively involved in the telecom cyber security 

standardization activities led by ITU-T, 3GPP, and IETF etc., and has joined security organizations such as FIRST 

and partnered with mainstream security companies to ensure the cyber security of its customers and promote 

the healthy development of industries.

This cyber security assurance system applies to Shenzhen Huawei Investment Holding Co., Ltd., and all 

subsidiaries and affiliates which are under its direct or indirect control. This statement is made on behalf of all 

the above entities.

This statement should comply with local laws and regulations. In the event of any conflict between this 

statement and local laws and regulations, the latter shall prevail. Huawei will review this statement on an 

annual basis, and shall keep it in line with laws and regulations.

Huawei Technologies Co., Ltd.

CEO Ren Zhengfei”

4.2   Designing Security from within – “Built-in” not “bolted on”

Many companies will talk about quality and innovation; yet delivering sustained, innovative quality products and 
services requires consistent, repeatable, globally rolled-out processes that deliver on those objectives.  Without this 
level of commitment, each event, each product and each customer interaction becomes a random event – sometimes 
the experience and product quality is good, and sometimes the experience or product quality is bad. Huawei has 
employed IBM since 1997 to develop, train and support Huawei in becoming a process-based organisation – one that 
is fundamentally driven by repeatable processes, which deliver a consistent quality of products and service.

Our high-level process map is detailed below. As you can see, we use some of the world’s most innovative and 
professional organisations to support us: IBM on processes and technology, Accenture on our customer relationship 
management, the Hay Group on our HR processes, PricewaterhouseCoopers on finance and (not shown on the chart) 
we use KPMG as our global external auditor.
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In addressing the requirements of cyber security, we have built into all of our standard processes, baselines, policies 

and standards the best practice that is required. In this way, cyber security is not something that is an afterthought. 

Instead, it becomes a standard part of the way we do our daily business – it has become part of our DNA.

However, we accept that just because you have a process that does not mean that it is a good process, or that anyone 

actually executes the process. To address these issues, we have taken the following actions:

Huawei has established standardised business processes globally and has identified Global Process Owners (GPOs) • 

for each process and Key Control Points (KCPs). In addition, Huawei has established a Global Process Control 

Manual and a Segregation of Duties Matrix that are applicable to all subsidiaries and business units. The GPOs are 

responsible for ensuring the overall internal control effectiveness, in light of changes in operational environment 

and risk exposures. 

From a governance perspective, there is a standing Board Committee dedicated to cyber security chaired by a • 

Deputy Chairman. On this Board sits the main Board Members and Global Process Owners who have a role in 

ensuring that cyber security requirements are imbedded in processes, policies and standards and that they are 

executed effectively. If there is any conflict, or resource issue in cyber security, this committee has the power, remit 

and seniority to make decisions and change the business without reference to anyone else.

Huawei Auditors use the Key Control Points and the Global Process Control manual to ensure processes are • 

executed and that they are effective. Audits, external inspections and third-party reviews all validate what is 

happening against what should happen. Individual personal accountability and liability (the rules and regulations) 

are built into Huawei’s Business Conduct Guidelines and business processes that specify how we must behave in 

our daily operations. Knowledge is updated through online exams every year to keep knowledge current and this 

forms part of our Internal Compliance Programme.

However, there is nothing more important than allowing your processes and internal systems to be opened up to 

audit and scrutiny from your customers and from governments. It is this ability to use real customers and experts from 

many fields and governments to inspect, vet and validate our approach that truly enables us to develop world-class 

processes and integrated systems. Huawei operates in over 140 countries because it is trusted by customers in over 

140 countries. Once again, it is a repeatable process that is also a virtuous circle: we develop – we test – we validate – 

we learn – we update – we develop. It is depicted in this model:

Concept
TR1 TR2 TR3 TR4 TR4A TR5

Plan Development Qualify

What we learn updates all Huawei processes, standards andpolicies 
and is applied to allproducts and services - virtuous"circle"

IPD: Integrated Product Development Process

Launch Lifecycle
TR6 GA

Independent
Penetration

Test
Independent
Huawei Cyber

Security Test Lab

UK CESC
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Testing/ Common

 Criteria

Third Party

Third Party



16

In practice what does this mean? Let us give you an example. Many global technology vendors such as Huawei licence 

and use software components from many third parties, and this is included within our own developed computer code. 

Our own software may be developed by multiple teams in multiple countries. Yet when there is a security issue, or 

vulnerability is found, it is crucial that our internal processes and systems give us the ability to forward and reverse-

trace the software components that have been developed and pinpoint what products they are in.

At Huawei, we are continuously enhancing our internal systems and processes to enable us to trace-forward from a 

raw customer requirement all the way through to the computer code that was produced, and also to reverse-trace 

from the computer code (or patch/modification) all the way back to the raw requirement that required that computer 

code to be developed.

Within this, we ensure segregation of duties in the R&D process. Software developers cannot approve the final test 

results or final release. No software developers can authorise the implementation of their own software as there is an 

independent rigorous review and sign-off process – once signed off, software is automatically uploaded onto support 

websites, ready for downloading into manufacturing or customer sites.

However, cyber security is not just about technology. It is also about people, laws, incentives and disincentives. Whilst 

there is undoubtedly a focus on the design, development and deployment of technology, there is an equal focus on all 

other processes – human resources, legal, sales, finance, marketing, and supplier management. For instance, in terms 

of supply chain diversity, 70% of the components used by Huawei come from suppliers outside of Mainland China, 

with the United States serving as the largest provider at 32% and the majority are high technology components, and 

Taiwan and Europe combining to provide 32%. In terms of people diversity, the average localisation rate in the more 

than 140 countries in which we operate is 72%.

At Huawei, because we have built cyber security requirements into our processes, each executive, manager and 

individual has personal accountability and ownership of their responsibilities. This level of responsibility implies several 

underlying factors, including continuous training, getting the balance right between incentive and personal liability, 

and continuous loop-back processes to enhance our capabilities and validate our assurance level. This is the Huawei 

way of meeting the challenges of cyber security.

At Huawei, we adopt the “many eyes” and “many hands” approach to provide openness and transparency on what 

we do. We positively encourage audits, reviews and inspections on all technology vendors, including Huawei, in a fair 

and non-discriminatory manner, as each audit or review enables companies to challenge their thinking, their policies 

and their procedures, in turn enhancing their capability, product quality and product security. At Huawei, we already 

provide our customers and governments with the ability to undertake comprehensive validation and verification of our 

products.

With the growth of mobile and cloud computing, Huawei closely follows the increased demands of network capability 

brought about by this explosive growth. We actively participate and undertake cloud computing research and we 

develop some of the industry leading technologies and products in virtual platform security, virtual network defence 

and the security of cloud computing data to build comprehensive security capabilities in terms of cloud computing. 

Huawei has become one of the core members of the International Standard Council (ISC) of the influential cloud 

computing security standard organization (CSA). The ISC of CSA has enabled Huawei, as the liaison officer of CSA, to 

promote and communicate CSA cloud security standards with Chinese Japanese and Korean Security workshops and 

CCSA (China Communications Standards Association) on behalf of CSA. 
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To address cyber security threats, Huawei is proactively communicating with governments, operators and industry 

experts to discuss establishing a global Cyber Security Advisory Committee to guide the capability building of Huawei 

cyber security. Huawei has also established the Cyber Security Verification Lab, which is independent from the business, 

to conduct independent security testing on Huawei products and provide verification reports that fully detail the quality 

and security capability of the products that have been verified to our customers. In addition, this Lab is also open to 

Huawei customers and governments for them to validate the security of Huawei products. 

Huawei has established deep cooperative relationships with many organizations focused on key cyber security areas, 

such as threat modelling, malware detection and attack behaviour analysis, to effectively share security capabilities. 

These include: APWG (Anti-Phishing Work Group), CNCERT/CC (China CERT), OPERA, CNNIC (China Internet Network 

Information Centre), APAC (Anti-Phishing Alliance of China), anti-virus provider AVG, InterPol (International Criminal 

Police Organization) and IWF (Internet Watch Foundation). 

Huawei has sponsored and participates in numerous cyber security forums and conferences so that we can share and 

learn from each other. For instance, in EWI (East West Institute) Cyber Security Conference, Huawei participated in 

workshops about how to reach global cyber security consensus and supply chain security; Huawei also sponsored and 

presented at the GIIC (Global Information Infrastructure Commission). Huawei sits on the GIIC board, as a Chair, and 

has also joined the Quest Forum.

Huawei is a substantial contributor to global security standards. For instance, Huawei submits numerous security 

proposals to 3GPP (The Third Generation Partnership Project) each year. Huawei also takes the lead in developing the 

H(e)NB security standard and pushes the security research on M2M (Machine to Machine) and PWS (Public Warning 

System) system together with the main operators and vendors in the industry. Huawei positively encourages its people 

to be very active in many IETF (Internet Engineering Task Force) work groups such as IPsec, Karp, syslog, OSPF, MPLS, 

Hokey and IPv6 to discuss IP related security issues with industry experts and because of this active involvement many 

improvements to proposed standards have been released. Huawei contributes to the security of virtual networks 

and the standard of anti-junk information. Huawei is a member of the Open Group whose preliminary criteria for 

development for supply chain standard has been adopted by Huawei. Furthermore, Huawei has participated in the 

security standard activities of organizations such as IEEE (Institute of Electrical and Electronic Engineers), OMA (Open 

Mobile Alliance), UPnP Forum (Universal Plug and Play Forum) and WiFi-Alliance. 

In summary at Huawei we believe that the resolution of cyber security challenges is a shared challenge.  We must 

come together in an open and transparent way and all of us must make a positive contribution to improving our 

own knowledge, processes and products as well as actively supporting the development and implementation of 

international laws, standards, policies and best practice.
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5   Managing the Global 
Security Conundrum 
- It’s about collaboration 

We should not assume there is nothing that can be done to meet the cyber 

security challenge. Verizon's 2012 Data Breach Investigations Report (DBIR) 

affirms for the fourth year in a row that the majority of data breaches (97%) 

could have been avoided with the implementation of simple countermeasures.35

In Australia, the Defence Signals Directorate (DSD), an intelligence agency in the Australian Department of Defence, 

produced the Top 35 Mitigation Strategies, a document first published in February 2010 and periodically revised based 

on the DSD’s analysis of incidents across the Australian government. The DSD claims that by implementing its top four 

strategies, at least 70% of the intrusions that DSD responded to in 2009, and at least 85% of the intrusions responded 

to in 2010, could have been prevented.36 The Australian government, as well as other governments, can significantly 

reduce their concerns over cyber security risks by implementing mitigating actions.

There is much we can do if we show collective will, determination, openness and transparency.

The technology landscape is complex, and is getting more so, given the growing role of smartphones and cloud 

computing and the extensive use of application stores that contain software developed around the world to differing 

quality and security standards.

Cyber security issues add to this complexity as cyber security itself incorporates policies, technologies, behaviours, 

standards, guidelines and laws that cut across multiple sectors and levels of society. In order to adequately address 

cyber security issues, the private and public sectors must align their goals and responsibilities and collaborate to ensure 

the integrity and security of data and information systems within a risk-based framework.

Collaboration on cyber security should not be limited by geographical, political or competitive differences.  While some 

may view it as a competitive advantage, the reality is the impact of not collaborating provides the bad actors with 

many opportunities to exploit the weak links in the global cyber security chain. There are multiple forums available for 

collaboration, yet even these are the equivalent of loose cooperation and do not fulfil a true comprehensive united 

front.

In this context governments must take the lead to establish united and integrated governance to drive forward 

comprehensive and collaborative approaches to cyber security – Huawei commits itself to supporting such an 

endeavour.

35   http://www.verizonbusiness.com/resources/reports/rp_data-breach-investigations-report-2012_en_xg.pdf
36   http://www.dsd.gov.au/infosec/top-mitigations/top35mitigationstrategies-list.htm
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 6  Going Forward - Together

Looking back and reflecting on the current state of the cyber security landscape, we observed that a general lack of 

cooperation and trust amongst stakeholders has thus far stymied efforts to address these issues in a comprehensive 

manner. All technology users and vendors have an equally large stake in finding a solution to address these 

challenges and we must set a better example. Industry and governments must work together to develop the right 

policy framework to enhance cyber security. Our collective work should be guided by a set of principles to provide a 

framework for coordination of action to drive progress on an aligned set of strategic priorities and goals, and time-

based milestones. We should be prepared to accept that the commitment from some parties may initially not be as 

strong as we would wish it to be due to the inherent lack of trust between some parties, the issue of local politics and 

geopolitics, trade protectionism and competitor misinformation – having said that, we should not allow any of these 

issues to be used as an excuse for not taking action.

Guiding Principles

IT’S GLOBAL: 1. Efforts to improve cyber security must properly reflect the borderless, interconnected and global 

nature of today’s cyber environment in terms of governance, laws, standards and sanctions 

IT’S THE LAW:2.  Efforts to harmonise and align international laws, standards, definitions and norms must be 

undertaken, accepting the challenges of cultural differences

IT’S COLLABORATIVE:3.  Efforts to improve cyber security must leverage public-private partnerships to maximise 

our chances of increasing our collective ability to thwart attacks

IT’S STANDARDS-BASED: 4. Efforts to design, agree on and implement international standards and benchmarks 

of ICT vendors should set the standard based on the perceived risk level – there has to be a balance between 

security and risk

ITS VERIFICATION-BASED:5.  Efforts to design, develop and implement global independent verification 

methodologies that ensure products conform to the agreed standards and benchmarks should be agreed and 

adopted

IT’S EVIDENCE-BASED: 6. Efforts to improve cyber security must be based 

on evidence of risk, evidence of the attacker and evidence of loss or 

impact – we should focus on facts, not fiction

IT’S DOING THE BASICS: 7. Efforts to improve basic cyber security “hygiene” 

must be collectively prioritised to drive the entry point of successful 

attack to a much higher point

This paper favours and supports international collaboration, openness and 

trust as the foundation for a world where technology can continue to drive 

economic and social improvement for the majority of the seven billion citizens 

on the planet. We hope you will also support this option.
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7  About Huawei 

Huawei is a global information and communications technology (ICT) solutions 

provider that operates in over 140 countries. Our products and solutions 

serve more than one-third of the world's population and we employ 140,000 

people. On average, 72% of our people are locally employed in countries in 

which we operate, and the average age of our employees is 28. We serve 

45 of the world’s top 50 telecommunications operators, and, as of 2011, 

Huawei's wireless networks products and solutions had been deployed by 

more than 500 carriers worldwide. Huawei has shipped over two million base transceiver stations, serving more than 1.5 

billion mobile subscribers.

We are a science and engineering-based private company engaged in research, development and deployment of new 

commercial technology. Huawei keeps a leading role in the industry through continuous innovation and has one of 

the most significant IPR portfolios in the telecommunications industry. Huawei respects and protects the IPR of others. 

Huawei invests 10% of its annual revenues into R&D, with $3.76 billion invested in R&D in 2011 and total investment 

of over $15 billion in R&D in the last decade. 

Huawei has reached patent licensing or cross-licensing agreements with companies such as: Ericsson, Sony Ericsson, 

Nokia, Nokia-Siemens, Sisvel, Qualcomm, Alcatel-Lucent, Nortel, Dolby, Rovi, BT and KPN etc. In 2011, we paid more 

than $300 million for patent licenses and the accumulated total payment reached $1.2 billion. Our internal innovation 

comes from our 1,265 world-class PhDs, 44,690 masters, 62,000 R&D employees, and as of the end of 2011, Huawei 

had filed 36,344 patent applications in China, 10,650 under the Patent Cooperation Treaty (PCT), and 10,978 patent 

applications overseas. We have been awarded 23,522 patent licenses. The protection of IPR is therefore critical to the 

ongoing success of Huawei, and because of this, Huawei is a champion of IPR protection.

We have 23 R&D centres around the world, 34 joint innovation centres with some of our key customers, and 45 

training centres. Overall, 68% of our revenue is generated outside of Mainland China, and we source 70% of our 

materials from non-Chinese companies. The United States is the largest provider of components at 32% (some 

$6.5 billion of purchases from United States companies in 2011) through 185 suppliers; Taiwan provides 22% of 

components, and Europe 10%; Mainland China provides 30% of components. 

We provide managed services for 115 networks in 60 countries to help customers achieve operational excellence. 

Huawei has built cloud-based IT solutions and collaborated with over 300 partners to accelerate the commercial 

application of cloud computing technologies across various industries. By the end of 2011, we had helped customers 

around the world set up 210 data centres, including 20 cloud computing data centres

In 2011, Huawei's consumer business shipments totalled nearly 150 million units, including 55 million mobile phones. 

In 2011, Huawei shipped over 60 million mobile broadband devices globally; Huawei also shipped over 30 million 

home devices, including fixed access and fixed wireless terminals. 
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Huawei is passionate about supporting mainstream international standards and contributes to the formulation of such 

standards. By the end of 2011, Huawei had joined 130 industry standards organizations, such as the 3GPP, IETF, ITU 

(International Telecommunication Union), OMA, ETSI (European Telecommunications Standards Institute), IEEE, the 

Open Group and 3GPP2. In total, Huawei submitted more than 28,000 proposals to these standards organizations and 

has served as a board member for OMA (Open Mobile Alliance), CCSA (China Communications Standards Association), 

ETSI, ATIS (Alliance of Telecommunications Industry Solutions), and numerous other authoritative organisations in 

which we hold more than 180 positions.

It is written by some that Huawei is different and that we play by different rules. In one sense this is true: we are 

wholly owned by 65,596 of our employees, who have purchased an equity stake in the company by 31st December, 

2011. This gives us the ability to take a long-term view; it also ensures we balance risk with reward and strategy. 

Employees know if we do not excel at serving our customers, or if we undertake inappropriate activities, their equity 

and pensions may be destroyed. We also grow significant talent by taking the best scientists and engineers from the 

best universities around the world, nurturing them and quickly giving them global experience.  

Finally, we are an innovation-based organisation: We were ranked fifth behind Facebook, Amazon, Apple and Google 

by Fast Company magazine in 2010, and we were also awarded the "2010 Corporate Use of Innovation Award" by 

The Economist.



You may copy and use this document solely for your internal, reference purposes. No other license of any kind granted herein. 

This document is provided "as-is" without warranty of any kind, express or implied. All warranties are expressly disclaimed. Without 

limitation, there is no warranty of non-infringement, no warranty of merchantability, and no warranty of fitness for a particular purpose. 

Huawei assumes no responsibility for the accuracy of the information presented. Any information provided in this document is subject to 

correction, revision and change without notice. Your use of, or reliance on, the information provided in this document is at your sole risk. 

All information provided in this document on third parties is provided from public sources or through their published reports and accounts.

Copyright ©  2012 Huawei Technology Co., Ltd.    All rights reserved

        , HUAWEI, and          are trademarks or registered trademarks of Huawei Technologies Co., Ltd. 

All other company names, trademarks mentioned in this document are the property of their respective owners.

During the creation of this document, my excellent team provided wonderful assistance and constructive 

suggestions which are reflected in the lines of the document. Their professionalism and cooperation 

affirmed my impression of Huawei that we employ some of the best people in the world. Here, I would 

like to express my gratitude to those who have given me valuable suggestions: Nan Jianfeng, Wang 

Weijian, Peng Liwei, Yu Zhilin, Paul Michael Litherland, Liu Chenxi, Andy Purdy, Andy Hopkins, Yang 

Guanglei, John Koshy, Peter Rossi, Didier Blanchard and other people who contributed to this paper 

directly or indirectly. Please accept my apologies if I have missed your name.



 

   
 

http://www.huawei.com/en/about-huawei/newsroom/press-release/hw-10486

6-statement-commercialoperations.htm 

 

Statement Regarding Huawei's 

Commercial Operations in Iran 

Due to the increasingly complex situation in Iran, Huawei will voluntarily restrict 

its business development there by no longer seeking new customers and limiting 

its business activities with existing customers. For communications networks that 

have been delivered or are under delivery to customers, Huawei will continue to 

provide necessary services to ensure communications for Iran's citizens. 

 

Huawei is committed to providing telecommunications functions that are in line 

with our vision "to enrich life through communication".  

 

Huawei provides telecommunications equipment for commercial and civilian use 

around the world and has established an industry-standard trade compliance 

system and internal control policies for exports to ensure legal application of our 

products and technologies. Huawei's business in Iran has been in full compliance 

with all applicable laws and regulations including those of the UN, US and EU. 
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1. Statement of the Management Team 
A	fundamental	policy	adopted	by	Huawei	Technologies	Co.,	Ltd.	(hereinafter	referred	to	

as	“Huawei”	or	“the	Company”)	is	to	observe	strictly	national	and	international	strategic	trade	
control	policies	and	practices.	This	 includes	China’s	national	export	control	 laws,	rules,	and	
regulations,	pertinent	international	strategic	trade	compliance	policies	and	practices,	and	rel-
evant	foreign	countries’	export	control	laws	and	regulations.	Strictly	abiding	by	these	relevant	
national	and	international	trade	compliance	rules	and	regulations	enables	Huawei	to	continu-
ally	move	toward	establishing	a	world-class	Internal	Compliance	Program	(ICP)	in	strict	accor-
dance	with	the	Chinese	government’s	requirements	for	an	ICP	stipulated	in	Notice	69	Guidance 
for Export Control Internal Compliance.	Huawei	defines	an	ICP	as	the	internal	rules	and	proce-
dures	to	comply	with	national	and	international	export	control	laws	and	regulations,	and	these	
rules	and	procedures	are	used	to	prevent	unintentional	and	/	or	unauthorized	illegal	exports.	

A	robust	ICP	assists	Huawei	ensure	consistent	authorized	trades	as	it	expands	its	busi-
ness	operations	worldwide.	In	particular	 it	helps	mitigate	trade	risks,	build	upon	a	positive	
corporate	image	as	a	responsible	company,	and	strengthen	existing	and	potential	global	busi-
ness	partnerships.	It	also	increases	the	Company’s	competitiveness	in	international	markets,	
maximizes	the	potential	for	executing	long-term	projects	in	advanced	technological	research	
and	development,	and	expands	opportunities	for	bringing	telecommunications	to	developed	
and	developing	markets	around	the	world.	Huawei	practices	and	advances	strict	ICP	compli-
ance	especially	in	conjunction	with	its	global	trading	partners.

While Huawei is focused on strict adherence to national and international strategic trade 
control	policies	and	practices,	it	also	takes	seriously	and	incorporates	into	the	ICP	other	rel-
evant	and	associated	strategic	trade	and	compliance	practices.	The	Company,	for	instance,	hon-
ors	the	Chinese	government’s	commitments	to	the	United	Nations	Security	Council	(UNSC)	
and the various Resolutions against proliferation and terrorism. Huawei values the varied stra-
tegic trade compliance practices and requirements of international regimes and takes measures 
to	integrate	them	into	its	ICP.	

Huawei	continues	to	develop	internal	compliance	with	a	view	to	control	fully,	prevent,	
and mitigate trade risks. The Company emphasizes a commitment to strategic trade controls 
over	commercial	profit	in	support	of	international	peace	and	security.	Specifically,	Huawei	will	
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halt	the	export	of	tangible	and	intangible	technologies	and	software	if	the	Company	believes	
that a customer or an end-user may use the products for unauthorized purposes that may 
jeopardize	international	peace	and	security.	Huawei	will	halt	the	export	of	technologies	if	the	
Company	believes	it	could	fall	into	the	hands	of	terrorist	organizations.	Furthermore,	in	accor-
dance	with	the	principle	of	“deemed”	export	control,	Huawei	continues	to	monitor	carefully	
and regulate strictly the internal access of its employees to sensitive technologies and informa-
tion that some individuals or organizations may wish to use for malicious purposes.

Huawei	engages	in	business	with	intermediaries.	As	a	result	the	Company	verifies	that	
the	 intermediaries	–	such	as	customs	brokers,	 freight	 forwarders,	or	shippers	 the	Company	
may	use	in	the	course	of	its	business	operations	–	represent	no	potential	proliferation	or	diver-
sion	risks.	Huawei	will	not	do	business	with	such	companies	or	such	individuals.	

Huawei	is	a	major	international	hi-tech	company.	Because	of	this,	it	is	aware	of	the	im-
peratives	to	identify	sensitive	customers,	to	distinguish	product	codes,	and	to	keep	abreast	of	
ever-changing	international	and	national	standards.	Accordingly	Huawei	is	working	to	main-
tain	and	expand	close	contacts	with	relevant	Chinese	government	departments,	non-govern-
mental	organizations,	and	export	control	experts	in	order	to	obtain	relevant	technical	informa-
tion,	expert	guidance,	and	professional	advice.

Huawei	 has	 established	 the	 Trade	 and	Custom	Compliance	 Committee	 (TCC)	 and	 a	
Trade	Compliance	Office	(TCO).	The	TCC	and	in	particular	 the	TCO	ensure	ongoing,	effec-
tive	implementation	and	advancement	of	the	ICP.	The	Chief	Legal	Officer,	who	is	empowered	
with	 authority	 to	 veto	 any	 and	 all	 questionable	 transactions,	 leads	 the	TCC.	The	TCC	 and	
TCO	employ	strategic	 trade	compliance	rules,	regulations,	and	policies,	as	well	as	standard	
operating	procedures	(SOPs)	for	export	audits,	archiving	of	related	documents,	routine	em-
ployee	training	related	to	strategic	trade	compliance	practices	and	rules,	strengthening	internal	
auditing,	and	defining	the	duties	and	responsibilities	of	the	departments	involved	in	export	
control	work.	In	addition,	Huawei	is	establishing	databases	within	the	existing	management	
information system for sensitive products and customers according to international common 
practices.	This	will	assist	employees	in	performing	customer	verification	and	product	classifi-
cation through electronic means.

Huawei	established	a	reward	and	penalty	system	to	ensure	that	its	entire	staff	works	as-
siduously	to	meet	the	Company’s	trade	compliance	goals.	The	Company	rewards	staff	members	
who	successfully	follow	Huawei’s	export	control	policies	and	practices	and	penalize	harshly	
those	who	violate	it.	Specifically,	any	Huawei	employee	who	violates	the	Company’s	policies	
and	procedures	and	related	national	laws	and	regulations	will	be	held	legally	accountable	for	
their actions [See Appendix 1 for The Reward and Penalty System].

This	statement	applies	to	all	Huawei	departments,	subsidiaries,	and	branches.
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Huawei monitors relevant changes to Chinese laws and regulations as well as the ap-
plicable	 international	 commitments	 regarding	export	 control.	Management	will	 review	and	
revise this Statement annually in accordance with these respective changes.

Huawei	Technologies	Co.,	Ltd.	(CEO)	

(Signature)
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2. Corporate Policy 
Huawei Technologies has a strong commitment to corporate compliance with national 

and international strategic trade control laws and regulations. The Company acts in accor-
dance	with	China’s	and	any	other	applicable	international	export	control	policies	and	regula-
tions,	especially	those	of	the	other	countries	in	which	Huawei	conducts	business.	

Huawei’s	 Senior	Management	 is	 committed	 to	maintaining	 strict	 internal	 compliance	
mechanisms.	Accordingly,	Huawei’s	entire	staff,	including	direct	and	indirect	employees	en-
gaged	in	export	work,	assumes	the	responsibilities	of	preventing	the	unauthorized	transfer	of	
dual-use	goods,	technologies,	software	and	services,	intangible	transfers	of	technology	(ITT)	
and	“deemed	exports.”	The	Senior	Management	firmly	opposes	the	proliferation	of	software	
and	technologies	that	could	contribute	to	any	authorized	and	unauthorized	military	programs.

To	this	end,	Huawei	has	established	a	comprehensive	hierarchy	of	export	control	deci-
sion-making	bodies.	The	two	bodies	appointed	for	overseeing	the	Company’s	compliance	re-
cord	and	tasked	with	administering	the	ICP	are	the	Trade	and	Customs	Compliance	Commit-
tee	(TCC)	and	the	Trade	Compliance	Office	(TCO).	The	Company’s	Legal	Affairs	Department	
(LAD)	assists	these	two	bodies	in	managing	daily	operations	of	ICP.	

The	TCC	is	the	primary	export	control	policy-making	body	and	is	empowered	with	the	
authority	to	make	final	decisions	on	export	compliance	matters,	including	rejecting	a	sale.	The	
TCC	consists	of	senior	and	experienced	company	officials,	including	Huawei’s	Executive	Vice-
President	for	Sales	and	Services,	Chief	Strategy	Officer,	Executive	Vice-President	for	Strategy	
and	Marketing,	Executive	Vice-President	for	Operation	and	Delivery,	and	Executive	Vice-Pres-
ident for Products and Solutions. 

The	TCO	 is	 responsible	 for	 implementing	 export	 control	 compliance	 operations	 on	 a	
daily	basis.	The	TCO	is	divided	into	the	secretariat,	which	includes	the	LAD	and	three	teams.	
The	teams	consist	of	members	from	appropriate	departments	and	business	units	that	make	the	
export	control	decisions.	Members	are	involved	with	foreign	transactions	and	possess	a	com-
prehensive	understanding	of	compliance	obligations	in	all	areas.	Furthermore,	these	members	
provide	input	into	strengthening	the	role	of	the	LAD.	Specifically,	they	ensure	that	Huawei’s	
compliance	managers	are	aware	of	all	of	the	relevant	units’	export	control	activities,	the	Com-
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pany	complies	with	applicable	trade	controls,	and	Senior	Management	officials	immediately	
respond	to	any	possible	trade	violations.	

The	LAD	plays	several	critical	roles	in	Huawei’s	ICP.	First,	it	serves	in	an	advisory	role	
to	the	TCC.	Second,	it	addresses	employee	concerns.	Finally,	it	gathers	and	disseminates	ICP	
information	to	the	relevant	departments	and	business	units.	

The	TCC	and	the	TCO,	with	the	assistance	of	the	LAD,	ensure	that	Huawei’s	 internal	
compliance	program	(ICP)	 is	 in	 full	 compliance	with	 the	Chinese	government’s	 laws,	 rules,	
regulations,	and	requirements,	and	also	meets	the	Company’s	other	national	and	international	
obligations.	Huawei	forbids	any	contravention	of	the	commitments	outlined	in	this	Statement	
and	will	levy	appropriate	penalties	against	any	employees	who	violate	the	Company’s	compli-
ance commitment and goals.

This Corporate Policy Statement applies to all employees working at or reporting to the 
Headquarters	of	Huawei	Technologies	 in	Shenzhen,	China.	 It	 is	continuously	reviewed	and	
updated.
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3. Trade and Customs Compliance Organization
Huawei	 is	 committed	 to	 an	 Internal	Compliance	Program	 (ICP)	 that	places	 responsi-

bilities	with	certain	departments	and	personnel	for	developing,	implementing,	and	upholding	
strategic	trade	compliance	related	procedures,	practices,	and	policies.	This	section	discusses	
the	two	primary	compliance	bodies	involved	with	formulating,	implementing,	and	managing	
the	Company’s	 internal	compliance	system:	the	Trade	and	Customs	Compliance	Committee	
(TCC)	and	the	Trade	Compliance	Office	(TCO).

3.1.	 Corporate	Governance	of	the	Trade	and	Customs	Compliance	Committee		
(TCC)	and	the	Trade	Compliance	Office	(TCO)

The	institutional	design	of	the	TCC	and	the	TCO	is	critical	to	the	Company’s	ICP.	Mem-
bers	 of	 these	 bodies	 and	 their	 respective	 positions	within	 the	Company’s	 overall	 hierarchy	
positively	influence	the	TCC’s	and	TCO’s	abilities	to	effectively	implement	their	duties	and	re-
sponsibilities.	Both	the	TCC	and	TCO	include	high-ranking	Huawei	executives	and	employees,	
such	as	the	Chief	Legal	Officer.	This	type	of	leadership	involvement	demonstrates	to	personnel	
and	management	at	all	levels	worldwide	that	Huawei	is	fully	committed	to	trade	compliance.	

The	TCC	consists	of	high-ranking	members	from	Huawei’s	Business	Units	and	Enter-
prise	Business	Groups	(EBGs)	who	are	appointed	by	the	top	Huawei	executives.	The	TCO	cov-
ers	most	of	Huawei’s	major	Business	Units,	and	includes:

	Legal	Affairs	(LAD)

	Quality	and	Cost	Management	of	R&D

	Sales and Service

	Supply Chain 

	Global	Technical	Services	

	Financing Management 

	Production Lines 

	Cooperative Sales 
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	Procurement Operation Support 

	Government	Affairs

	Media Relationships 

3.2. Regional Compliance Teams 

The Regional Compliance Team includes eight representatives from the Middle East and 
North	Africa	Area,	the	Americas,	and	Asia.	In	accordance	with	the	Company’s	export	control	
regulations,	each	TCO	team	is	assigned	different	functions	and	tasked	with	different	respon-
sibilities	in	overseeing	the	Company’s	strategic	trade	compliance	procedures.	The	TCO	teams	
are	not	assigned	specific	names.	

3.3.	 The	Trade	and	Customs	Compliance	Committee	(TCC)	and	its	
Responsibilities

The	Trade	and	Customs	Compliance	Committee	(TCC)	is	the	authoritative	decision-mak-
ing	body	on	all	matters	related	to	export	control	and	trade	compliance	policies	and	practices.	
The	members	of	the	TCC	are	leaders	in	their	respective	business	units,	have	extensive	experi-
ence	in	areas	of	their	responsibilities,	and	are	fully	committed	to	export	control	compliance.	
Generally,	the	TCC	provides	insight	into	the	ways	export	controls	affect	the	Company’s	various	
business	areas	and	how	best	to	formulate	internal	compliance	policies	in	order	to	ensure	that	
these	regulations	are	effective	and	in	line	with	overall	business	operations.	Specifically	the	TCC	
has	the	following	duties:

	Review	and	confirm	the	export	control	laws,	regulations,	expectations,	and	international	
standards that apply to Huawei transactions;

	Designate	members	of	the	TCO	and	hear	reports	from	TCO	periodically;

	Review	Huawei’s	overall	compliance	regulations;

	Offer	input	to	the	content,	development,	and	periodic	revision	of	the	Huawei	Manage-
ment and Corporate Policy Statements;

	Review	Huawei’s	compliance	policies,	procedures	and	guidelines,	including:

- Identify	countries	subject	to	export	control,	including	lists	of	controlled	prod-
ucts and customers therein;

- Approve	the	items	subject	to	export	control,	as	identified	by	the	TCO’s	product	
and	technology	classifications	efforts;	and,

- Determine	 if	 controversial	 potential	 new	 customers	 represent	 a	 proliferation	
concern.
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	Consult	with	subsidiaries	in	developing	internal	compliance	provisions	specific	to	the	
subsidiaries’	business	practices;

	Review	findings	of	internal	and	external	audits	and	determine	which	recommendations	
Huawei	should	implement;	and,

	Review	and	approve	all	export	control	and	ICP-related	SOPs	developed,	proposed	or	
coordinated	by	the	TCO.	

The	TCC’s	decisions	to	strictly	enforce	internal	compliance	policies	are	communicated	to	
subordinates,	encouraging	them	to	internalize	policies	and	execute	compliance	duties	and	re-
sponsibilities	fully.	In	addition,	the	TCC’s	role	in	trade	compliance	related	matters	and	authori-
tative	decisions	demonstrates	the	importance	within	the	Company	of	export	control	adherence	
and	obligations.	

3.4.	 Responsibilities	of	Trade	Compliance	Office	(TCO)

Subordinate	to	the	TCC	is	the	Trade	Compliance	Office	(TCO).	The	TCO	is	responsible	
for	formulating	policies,	regulations,	and	procedures	for	trade	compliance.	The	TCO	reports	to	
the	TCC	on	a	quarterly	basis.	It	executes	resolutions	passed	by	the	TCC.	Through	business	and	
regional	units,	TCO	manages	trade	compliance	issues	in	order	to	reduce	risks	(e.g.,	unauthor-
ized	transfers	and	transactions)	while	promoting	solutions	to	major	and	minor	trade	compli-
ance	challenges.	The	TCO’s	duties	and	responsibilities	include	but	are	not	limited	to:		

	Conduct	research	on	applicable	export	control	laws,	rules,	and	regulations;

	Review	and	interpret	all	applicable	export	control	rules	and	regulations,	then	determine	
which	departments,	and	which	position	within	each	department	in	the	Company,	should	
receive these reviews and interpretations;

	Promote	implementation	and	execution	of	export	control	compliance	systems,	as	well	as	
relevant	policies	and	practices	in	relevant	business	areas;

	Review	and	approve	products	subject	to	export	controls,	as	identified	by	the	Business	
Department’s	product	and	technology	classification	efforts;

	Formulate	compliance	policies	for	technologies	and	products,	especially	in	response	to	
different	and	evolving	circumstances	in	specific	countries	(e.g.,	sanctioned	and	embar-
goed	countries);

	Review	export	policies	and	guidelines	for	countries	subject	to	export	controls,	including	
controlled products and customers list;

	Submit	to	the	Trade	Compliance	Committee	for	approval	sales	projects	that	are	poten-
tially risky and politically controversial;

	Review	and	approve	the	customs	compliance	policies,	regulations,	and	processes	as	well	
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as	ensuring	full	compliance	with	the	World	Trade	Organization	(WTO)	rules	and	regula-
tions,	particularly	regarding	major	trade	compliance	issues	such	as	anti-dumping,	anti-
subsidy,	and	anti-safeguard	measures;

	Create,	modify,	and	refine	the	export	control	compliance	system	as	well	as	provide	input	
regarding	the	content,	development,	and	revision	of	the	Company’s	Statement	of	Com-
pliance;

	Develop	 and	 implement	 ICP	plans,	 updating	 ICP	 systems,	 and	 guiding	 the	 Business	
Department	and	regional	business	compliance-related	personnel	in	internal	compliance	
in	their	respective	fields;

	Maintain	and	update	records	on	ICP	related	documents,	including	the	ICP	system,	tem-
plates,	audit	reports,	some	end-use/end-user	statements,	and	some	record	calculations;

	Consult	with	subsidiaries	regarding	development	of	internal	compliance	provisions	spe-
cific	to	their	business	practices;	

	Track	trade	compliance	risks	and	providing	early	warnings,	and	periodically	initiating	
an	internal	review	and	audit	of	the	Company’s	trade	compliance	system;

	Review	findings	of	internal	and	external	audits	and	determining	which	recommenda-
tions	the	Company	should	implement	to	ensure	a	robust	ICP	and	to	facilitate	business	
operations;	and,

	Design	and	update	the	compliance	training	company	wide,	delivering	training	to	key	
trade	compliance	team	members,	as	well	as	providing	all	major	compliance	training	ma-
terials.

3.5.	 Responsibilities	of	the	Business	Department’s	Trade	Compliance	Office	and	
Regional Contact Persons

To	ensure	the	uniform	application	of	compliance	procedures,	personnel	at	the	Business	
Department’s	Trade	Compliance	Office	and	Regional	Offices	have	duties	and	responsibilities	
including	but	are	not	limited	to:		

	Conduct	control	 checks	 in	business	operations	and	putting	 trade	compliance	 require-
ments	into	the	trade	control	workflow;

	Advanced	identification	of	sales	projects	for	sanctioned/embargoed	countries	that	might	
involve	 trade	 compliance	 issues,	 and	 submitting	 an	 evaluation	 of	 these	 issues	 to	 the	
Trade	Compliance	Office	for	review	and	either	approval	or	rejection;

	Formulate	ICP	manuals	relating	to	their	respective	field	as	well	as	conducting	trade	com-
pliance training;

	Maintain comprehensive records on trade compliance documents; 
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	Internal	verifications	and	audits	of	each	business	unit’s	trade	compliance	in	terms	of	ma-
turity	and	implementation;	and,

	Provide	tracking	and	early	warning	system	on	risky	trades	and	/	or	projects.

3.6.	 Reporting	System	of	the	Trade	Compliance	Office	(TCO)

To	achieve	 the	highest	efficacy	 in	reporting	and	decision-making	and	to	ensure	quick	
resolution	of	any	trade	compliance	problems,	the	TCO	has	adopted	a	formal	‘Reporting	Sys-
tem.‘	This	system	allows	Huawei	personnel	and	management	to	report	directly	to	the	TCC	and	
enables	the	Committee	to	provide	decisions	on	trade	and	export	compliance	matters.

	The	TCO	must	convene	a	meeting	with	the	Trade	and	Customs	Compliance	Committee	
(TCC),	report	to	all	members,	and	get	their	input	and	insight;	

	Personnel and management may report only to the Trade and Customs Compliance 
Committee	members	who	are	responsible	for	related	business	operations;	and,

	Personnel	and	management	must	abide	by	the	Trade	and	Customs	Compliance	Commit-
tee	members‘	recommendations	and	final	determinations.

3.7. Routine Work Reports

The	TCO	reports	progress	to	the	TCC	members	through	monthly	and	quarterly	reports	
that	include	the	following	data	points:

	Major	projects	and	/	or	events	involving	complicated	trade	matters	are	given	immediate	
attention;

	Complicated	trade	matters	are	listed	in	the	project	reports,	and	these	reports	are	released	
in	a	reasonable	amount	of	time	to	the	relevant	staff;	and,

	Project	reports	alert	the	Trade	and	Customs	Compliance	Committee	to	potentially	com-
plicated	 trade	 compliance	matters	 and	 require	 them	 to	direct	 their	 attention	 to	 those	
respective issues.

[See Appendix 3 for supplemental information, including Appendix 3.a. for the list of the Members of the 
Trade and Custom Compliance Organization, and Appendix 3.b. for the Trade and Custom Compliance 
Organization Chart] 
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4. Trade and Custom Compliance Training  
Huawei knows that comprehensive and routine trainings on trade compliance for vari-

ous	levels	of	company	personnel	and	officials	are	an	essential	component	of	an	effective	in-
ternal compliance program. Training ensures that all Huawei employees are aware of their 
obligations	under	the	Company’s	trade	compliance	policy,	and	of	the	potential	consequences	of	
their	action	or	inaction.	Training	also	allows	the	dissemination	of	knowledge	and	best	practices	
on	trade	compliance,	and	facilitates	development	of	a	sustainable	culture	of	compliance	prefer-
able	to	punitive	measures	to	prevent	proliferation	of	controlled	goods	in	violation	of	govern-
ment regulations and company procedures. 

ICP	Training	is	designed	for	Huawei	employees	of	all	levels,	from	top	executives	to	op-
erations	and	technical	staff	with	responsibilities	related	to	trade	and	compliance.	Training	is	
also	tailored	to	address	various	portfolios	and	responsibilities	of	those	employees	and	units	
involved.	Finally,	comprehensive	and	regular	training	allows	employees	to	avoid	unintended	
mistakes	related	to	trade	compliance,	to	be	aware	of	the	warning	signs	for	potential	violations	
or	questionable	transactions,	and	for	the	company	–	to	avoid	costly	penalties	and	loss	of	repu-
tation as a result of unintended violations. 

4.1. Principles of Huawei’s Compliance Training Program

Huawei	is	creating	a	world-class	training	program.	It	is	identifying	and	developing	ways	
to	 train	 its	massive	work	force,	especially	 the	personnel	and	management	directly	 involved	
with trade compliance decisions and procedures.

Comprehensiveness:	Training	will	be	offered	to	new	employees	during	the	standard	orienta-
tion	process	as	well	as	to	the	regular	employees	as	a	matter	of	routine	professional	develop-
ment	and	competence	maintenance.	In	addition,	specialized	training	will	be	available	to	tem-
porary	employees,	and	consultants	and	others	will	be	required	to	undergo	basic	training	and	
awareness	courses	before	the	Company	will	retain	them	for	specific	projects.

Relevance:	Training	materials	will	be	regularly	updated	to	include	references	to	the	most	re-
cent changes and amendments in the national legal and regulatory regime for strategic trade 
control,	international	and	national	political,	economic	and	security	climate,	proliferation	risks,	
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as	well	as	the	most	recent	developments	in	technology,	equipment	and	materials	and	their	po-
tential	to	be	used	for	malicious	purposes.

Consistency and Standardization:	Properly	trained	Huawei	staff	will	perform	instruction	at	
regularly scheduled intervals using specially developed and approved methodologies and 
training	materials.	Training	sessions	will	be	conducted	in	the	classroom	as	well	as	using	online,	
videoconferencing	and	other	information	technologies,	which	are	available	to	all	employees.	
Employees	will	be	required	to	log	into	the	Company’s	portal	to	complete	the	training	and	re-
ceive	their	certificate	of	completion.	

Quality Control:	 	Training	materials	and	sessions	will	meet	 stringent	quality	criteria	estab-
lished	 by	 the	 company	 regulations	 on	 the	 basis	 of	 international	 training	 and	 development	
methodologies	and	best	practices,	and	be	available	to	all	employees	and	units	of	the	company.	
Huawei trainees will evaluate regularly the training materials and course instructors through a 
survey,	on	the	basis	of	which	necessary	adjustments	will	be	made	to	improve	the	quality.

Institutionalization:		Compliance	training	is	part	of	the	broader	company	professional	train-
ing	and	development	programs.	The	training	is	 incorporated	into	the	company’s	promotion	
and	performance	evaluation	processes.	Compliance	training	courses	will	be	incorporated	into	
the	regular	professional	training	and	development	curriculum.	Dates	and	times	of	scheduled	
training	courses	will	be	announced	to	all	employees	 in	advance.	All	employees	undergoing	
training	will	be	required	to	pass	a	test	at	the	end	of	the	course,	and	will	be	issued	certificates	
of	completion.	Records	of	test	scores	and	training	completion	will	become	part	of	employees’	
files.

Sustainability:	Huawei	employs	thousands	of	employees	around	the	world,	many	of	whom	
require regular training to ensure company compliance with trade compliance regulations. 
Training	of	such	large	numbers	of	employees	on	a	regular	basis	is	a	formidable	logistical	task.	
It	will	be	addressed	through	the	establishment	of	the	“train-the-trainer”	program	that	creates	a	
cadre	of	compliance	training	officers	at	all	units	of	the	company	to	ensure	regularly	scheduled	
training.	This	approach	allows	training	to	reach	all	employees,	and	to	ensure	that	the	training	
process	is	sustainable	beyond	the	initial	investment	into	the	development	of	the	training	mate-
rials and preparation of the instructors.

4.2. Modalities of Huawei’s Trade Compliance Training Program

Trade	compliance	training	at	Huawei	is	one	key	function	ensuring	the	company’s	suc-
cessful	performance	and	operation,	business	continuity,	and	avoidance	of	penalties	and	loss	
of	reputation.	As	such,	all	aspects	of	compliance	training,	including	needs	assessment,	devel-
opment	of	training	materials	and	curriculum,	selection	and	preparation	of	training	staff	and	
instructors,	implementation	of	training	courses,	evaluations	and	feedback,	and	recordkeeping	
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will	be	handled	by	the	Trade	Compliance	Office	(TCO)	and	overseen	by	the	Vice	President	and	
Chief	Legal	Officer.

The	TCO	staff	is	responsible	for	the	strategic	planning	and	day-to-day	operation	of	the	
compliance	training	program,	including:

	Conduct initial and periodic needs and competencies assessment for the compliance 
training within the company;

	Designate	and	train	professional	instructors,	and	/	or	retain	compliance	training	services	
from an outside provider;

	Develop	and	regularly	update	training	and	instructional	materials	and	retain	all	materi-
als	for	after-training	reference;

	Establish	and	maintain	a	reference	library	of	relevant	supplementary	materials	available	
to	 trainers,	 instructors	 and	 all	 employees	 for	 self-education,	 including	 national	 legal,	
regulatory	and	procedural	documents,	relevant	international	treaties,	conventions	and	
agreements,	relevant	laws	and	regulations	from	countries	where	Huawei	conducts,	or	
plans	to	conduct,	business	activities	or	other	operations,	and	other	materials;	

	Conduct	or	oversee	the	implementation	of	all	compliance	training	offered	throughout	
the company;

	Develop	and	implement	a	competency	evaluation	methodology	to	ensure	that	employ-
ees acquire and retain the necessary knowledge and skills as a result of the training;

	Ensure all training and testing records are kept in accordance with the company record-
keeping procedures;

	Communicate and coordinate compliance training needs and activities with the relevant 
offices	 of	 government	 agencies,	 professional	 and	 industry	 associations,	 international	
organizations,	 research	and	academic	 institutions	 to	stay	 informed	of	 the	most	recent	
developments	 in	 the	 international	 security	 and	proliferation	field,	 and	 to	 ensure	 that	
compliance	training	offered	at	Huawei	meets	the	company’s	legal	and	regulatory	obliga-
tions;	and,

	Stay current on nonproliferation and strategic trade compliance developments through 
regular	 online	 research	 and	participation	 in	 seminars,	 training	programs	 and	 confer-
ences	offered	by	outside	experts	and	institutions.	

The	compliance	training	curriculum	is	developed	in	a	modular	format,	to	fit	the	varying	
needs	of	different	groups	of	employees.	An	introductory	module	is	mandatory	for	all	employ-
ees	and	offered	on	a	regular	basis.	Intermediate	and	advanced	modules	include	more	details	of	
the	relevant	legal,	policy,	security	and	technical	components,	and	are	offered	on	an	as-needed	
basis	to	the	following	groups	of	employees,	specifically:
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Company Senior Management:		Provide	annual	briefing	with	an	overview	of	the	trade	and	
technology	portfolio,	potential	for	misuse,	legal	responsibilities	under	various	jurisdictions	for	
trade	compliance,	including	potential	liabilities	for	non-compliance,	costs	and	benefits	of	an	
effective	 trade	 compliance	 policies	 and	procedures,	 strategies	 for	 ensuring	 compliance	 and	
promoting	a	sustainable	and	positive	corporate	compliance	culture,	resource	allocation,	and	
communication of management commitment.

New employee training:		All	new	Huawei	employees	undergo	mandatory	trade	compliance	
awareness-building	and	compliance	training	upon	hire.	The	curriculum	for	new	hires	will	be	
a	broad	introduction	to	the	concept	of	strategic	trade	controls,	Huawei’s	trade	compliance	po-
lices	and	system,	and	their	legal	responsibility	and	potential	liability	for	violation	or	noncom-
pliance.  

Training for employees engaged in import and export:	 	All	Huawei	employees	engaged	in	
import	and	export	activities	attend	formal	training	sessions	and	undergo	informal	(self-paced,	
long-distance)	training	sessions	each	year.	Session	objectives	are	to	ensure	employees	under-
stand	the	impact	and	significance	of	trade	control	laws	and	regulations	on	import	and	export	
practices; learn how to safeguard Huawei from a violation and related proliferation risk; and 
learn	Huawei’s	internal	trade	control	procedures,	to	effectively	fulfill	the	internal	import	and	
export	requirements.	The	curriculum	for	employees	engaged	in	import	and	export	is	tailored	
to	their	region	or	market,	and	includes,	but	is	not	limited	to:	Chinese	and	relevant	foreign	ex-
port	control	laws,	regulations	and	implementation	practices;	 intangible	technology	transfers	
and	deemed	exports;	Huawei’s	internal	compliance	program,	with	particular	focus	on	transac-
tion	screening	tools	and	procedures,	end	user/use	risk	assessment	and	analysis.

Training	for	TCO	management	and	staff:		TCO	management	attends	at	least	one	export	con-
trol	continuing	education	program	each	year	of	the	most	comprehensive	export	control	curric-
ulum,	including,	but	not	limited	to	Chinese	and	relevant	foreign	trade	control	laws	and	regula-
tions;	diversion	risk	and	end-use(r)	analysis;	product	and	technology	classification;	intangible	
technology	transfers	and	deemed	exports;	global	trade	control	and	ICP	trends	and	develop-
ments;	etc.	In	addition,	they	will	attend	seminars	and	conferences	periodically	throughout	the	
year	to	become	aware	of	global,	regional,	and	industry	trade	control	developments	and	trends;	
and	to	build	a	network	of	contacts	within	government,	expert,	and	industry	communities.	

Training for Agents and Resellers: Training	will	be	offered	as	part	of	supply	chain	security	
and	compliance.	The	target	of	the	training	will	be	the	agents	and	resellers.

TCO	primary	 staff:	 	 TCO	primary	 staff	will	 attend	both	 internal	 and	external	 training	 ses-
sions	each	year	to	ensure	that	the	Trade	Compliance	Office	staff	fully	understands	Chinese	and	
global	export	controls	and	proliferation	challenges,	as	well	as	Huawei’s	 internal	compliance	
program.	Furthermore	they	will	attend	the	internal	and	external	sessions	to	in	order	to	oper-
ate	more	effectively	the	Trade	Compliance	Office	and	to	address	day-to-day	questions	from	all	
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Huawei	employees.	The	curriculum	for	TCO	staff	members	should	include,	but	not	be	limited	
to,	the	following:	Chinese	and	relevant	foreign	trade	control	laws	and	regulations;	diversion	
risk	and	end-use(r)	assessment;	product	and	technology	classification;	intangible	technology	
transfers	and	deemed	exports;	global	trade	control	and	ICP	trends	and	developments;	and	all	
aspects	of	Huawei’s	ICP.						

Train-the-Trainer:		This	program	follows	the	same	curriculum	and	pattern	as	that	offered	to	
TCO	primary	staff,	with	 the	addition	of	 training	methodologies	and	other	 teaching	 tools	 to	
enable	 them	to	 implement	compliance	 training	programs	effectively	within	 their	units	on	a	
regular	or	ad	hoc	basis.

[See Appendix 4 for supplemental information, specifically Appendix 4.a. for the Basic Export Control 
Training Program, and Appendix 4.b. for the Export Control Training Log Template]
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5.	Classification	System
Huawei	recognizes	classification	as	one	of	the	most	critical	components	to	maintaining	

and	advancing	a	robust	internal	compliance	system.	Foremost	to	the	Company’s	classification	
system	is	determining	whether	an	item	is	subject	to	export	controls	and	the	precise	classification	
code	or	number	of	the	technology	or	product,	component,	or	software	to	be	sold	or	transferred.	
While	China’s	classification	system	is	used	only	in	China,	the	system	contains	internationally	
accepted	control	lists.	Accordingly,	Huawei	integrates	the	national	classification	system	with	
internationally accepted standards and internationally accepted national standards in order to 
create	the	Company’s	product	and	technology	classification	system.	

5.1.	 Classification:	A	Precursor	to	the	Screening	Process

Huawei’s	internal	compliance	regulations	identify	product	classification	as	a	critical	pre-
cursor	to	the	transaction	and	order	screening	processes.	According	to	the	Company’s	regula-
tions,	“the	general	goal	of	classification	 is	determining	whether	or	not	an	 item	 is	 subject	 to	
export	control.	The	specific	goal	is	determining	what,	if	any,	is	the	precise	classification	code	
or	number	of	the	item	or	technology	to	be	transferred.”	In	this	regard,	Huawei	classifies	all	
of	its	products	and	technologies	“to	the	fullest	extent	possible”	as	a	“pre-transaction	review	
measure,”	and,	the	Company,	at	a	minimum,	is	currently	attempting	to	assign	the	appropri-
ate	China	Classification	Code	and	U.S.	ECCNs	to	as	many	potentially	controlled	products	and	
technologies	as	possible.	In	addition,	Company	regulations	require	that	new	products	should	
be	added	to	this	database	when	they	are	introduced	to	the	market	and	that	new	technologies	
should	be	classified	as	early	as	possible	in	the	design	and	development	stage.	The	PSST	TCO	
continuously	checks	and,	when	appropriate,	updates	Company	product	classifications.	

5.2.	 Classification	Guidelines	

5.2.1. Multilateral Export Control Regimes (MECRs)

Export	control	classification	systems	in	different	countries	and	areas	are	based	on	vari-
ous	export	control	lists.	The	control	lists	are	obtained	from	the	five	multilateral	export	control	
regimes	(MECRs),	specifically:	
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	Australia	Group	(AG)	covers	chemical	and	biological	weapon-related	exports;

	Missile	Technology	Control	Regime	(MTCR)	covers	missile-related	exports;

	Nuclear	Supplier	Group	(NSG)	covers	nuclear	and	nuclear-related	dual-use	exports;	

	Wassenaar	Arrangement	(WA)	covers	conventional	weapons	and	dual-use	exports;	and,	

	Zangger	Committee	(ZC)	covers	nuclear-related	exports.

Of	the	five	MECRs,	China	is	a	member	of	two:	the	Zangger	Committee	and	the	Nuclear	
Suppliers	Group	(NSG).	Although	the	Chinese	government	is	not	a	formal	participant	in	the	
Wassenaar	Arrangement,	 the	 government	 supports	 the	Arrangement	 and	 issues	 export	 re-
strictions	covering	dual-use	technologies	controlled	by	the	regime.	The	Chinese	government	
pledged	to	abide	by	the	MTCR	guidelines	and,	in	recent	years,	has	signaled	an	interest	in	join-
ing	the	MTCR.	All	the	MECR	control	lists	are	integrated	into	China’s	export	control	system.	

5.2.2. National Codes and Control Lists

Because	Huawei	 conducts	 business,	 engages	 in	 procurement,	 retailing,	 and	Research	
and	Development	(R&D)	worldwide,	it	strives	to	systematically	sort	export	control	classifica-
tion	codes	for	all	of	its	potentially	controlled	products	and	technologies.	To	this	end,	the	Com-
pany	uses	the	following	classification	systems:

	China’s	Harmonized	Tariff	Codes	(HTC);

	Hong	Kong	Special	Administrative	Region’s	(HKSAR)	Control	Lists;

	Japan’s	Control	lists;

	European	Union’s	Control	Lists;

	U.S.	Export	Control	Classification	Number	(ECCN);	and,

	De minimis requirements.

5.3.	 Classification	Team

The	Classification	Team	oversees	the	classification	procedures	relating	to	research,	man-
ufacture,	and	procurement.	The	members	of	the	Classification	Team	include	the	following:	

	The	 Classification	 Team	 for	 Externally	Manufactured	 Components:	 It	 consists	 of	 Re-
search	and	Design	Engineers,	Trade	Compliance	Engineers	from	the	Product	Line,	and	
Trade	Compliance	Engineers	from	the	Trade	Compliance	Office	(TCO).

	The	Custom	Compliance	Committee	(CCO):	The	CCO	is	responsible	for	the	Harmonized	
System	(HS)	code	classification.
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	The	Trade	Compliance	Office	(TCO):		The	TCO	checks	product	classification	procedures	
and	records	to	ensure	that	Huawei	products	have	the	proper	export	control	classification	
in	accordance	with	applicable	commodity	classification	systems,	including	those	of	the	
PRC,	the	U.S.,	and	other	countries	relevant	to	Huawei’s	business.	If	any	uncertainty	sur-
rounding	the	classification	of	a	product	or	technology	exists,	the	TCO	seeks	classification	
determinations	from	the	appropriate	domestic	and/or	foreign	government	authorities.		
Classifications	 are	updated	when	 the	 respective	 regulations	 change.	 The	TCO	 is	 also	
responsible	for	classification	training.

	The	PSST	includes	employees	from	the	following	product	lines:	

- Fixed	network	product	line;

- Mobile	network	product	line;	and,

- Core	network	and	telecommunication	software	product	line.	

	The	PSST	includes	personnel	from	other	management	departments	including:

- The	Quality	&	Cost	Department;

- The	Information	Security	Department;	and,	

- The	PSST	Human	Resource	Department.

	The	PSST	Trade	Compliance	Office	reports	to	the	Director	of	the	PSST	Information	Secu-
rity	Department.

5.4.	 Product	Classification	Categories

The	first	step	in	export	control	and	trade	compliance	process	is	product	classification.	All	
imported	and	exported	products	and	related	components	are	subject	to	some	form	of	export	
control	classification.	Accordingly,	Huawei	is	engaged	in	a	company-wide	effort	to	determine	
the	exact	classification	code	for	its	products	and	technologies.	The	products	requiring	export	
control	classification	fall	in	to	one	of	the	following	categories:

5.4.1.	 Procurement	components:		Procurement	components	include	outsourced	pieces,	specifi-
cally	parts,	software,	and	modular.	The	classification	of	the	procurement	pieces	is	nec-
essary	when	these	products	are	exported	from	the	country	of	origin,	or	when	they	are	
transported through intermediaries.

5.4.2.	 In-house	components:		In-house	components	are	the	items	researched,	developed,	and	
manufactured	by	Huawei.	

5.4.3.	 Semi-finished	products:	 	 Semi-finished	products	used	 internally	 require	no	 classifica-
tion;	however,	when	semi-finished	products	are	subject	to	import	or	export	activities,	the	
Company	requires	the	products	to	be	classified.	
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5.5.	 Classification	Responsibilities

Huawei	has	different	product	classification,	and	different	teams	are	tasked	with	the	re-
sponsibility	for	obtaining	classification	information.	

5.5.1. Procurement components

The	Procurement	Team	 is	 responsible	 for	 contacting	 suppliers	and	obtaining	product	
classification	 information.	The	classification	 information	consists	of	 the	 following	cat-
egories:

5.5.2	 Items	that	Fall	into	Self-classification	category

The	PSST	TCO	is	responsible	for	the	self-classification	system.	The	entities	involved	with	
self-classification	include:

- Research	and	Development	(R&D)	Department;

- Information	Security	Department	(this	Department	supports	the	Trade	Compli-
ance	Engineer	in	the	Product	Line);	and,

- PSST	Trade	Compliance	Office	(this	office	supports	the	Trade	Compliance	Engi-
neer	in	the	PSST).

5.5.3.	 Items	that	Fall	outside	Self-classification	category

Items	that	do	not	fall	into	the	self-classification	category	must	be	submitted	to	the	proper	
governmental	authorities	 for	 classification.	The	Trade	Compliance	Office	 (TCO)	or	 its	
designated	agents	is	responsible	for	overseeing	this	process	and	ensuring	that	the	items	
meet	 the	 appropriate	 specification	 standards.	 For	 instance,	when	 items	are	 subject	 to	
the	U.S.	Export	Administration	Regulations	(EAR),	the	Bureau	of	Industry	and	Security	
(BIS)	of	the	U.S.	Department	of	Commerce	should	process	the	ECCN	classification	effort	
in	accordance	with	EAR.	In	particular,	items	conforming	to	740.17.b	(2),	740.17.b	(3)	and	
742.15.b	(3)	must	be	classified	through	BIS.	Items	transferred	through	Hong	Kong	must	
be	submitted	to	the	Hong	Kong	Trade	and	Industry	Department	(TID)	for	export	control	
pre-classification.	The	department	 tasked	with	 the	pre-classification	 responsibilities	 is	
Huawei’s	Hong	Kong	Operation	Department.

5.6.	 Classification	Process	

The	Classification	Team	classifies	technologies	and	products	through	a	pre-transaction	
review	procedure.	The	first	 classification	 type	 is	obtaining	 the	 technical	 specifications	 from	
the	original	manufacturer.	The	second	classification	type	is	the	self-classification	method.	The	
third	classification	type	consists	of	making	requests	to	the	relevant	government	authorities	for	
classification	information.
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5.6.1. Original Manufacturers

When	Huawei	makes	classification	requests	to	the	original	manufacturer,	it	gives	a	sur-
vey form or data sheet to the manufacturer to get the technical characteristics of the part. The 
data	sheet	contains	information	aimed	at	acquiring	the	ECCN,	Commodity	Classification	Au-
tomated	Tracking	System	(CCATS)	Numbers,	and	CCATS	file	requests.

When	a	supplier	makes	any	revisions	 to	export	 control	 codes,	 the	changes	should	be	
made	to	the	ECCN	according	to	the	suppliers’	revisions	or	through	making	contact	with	the	
supplier	and	acquiring	the	updated/revised	ECCN.

If	the	supplier	is	unable	to	provide	an	ECCN,	the	merchandisers	must	classify	the	prod-
ucts	 according	 to	 the	TCO’s	 instructions	 regarding	 the	ECCN	classification	of	procurement	
pieces	as	well	as	confirm	the	classification	with	the	TCO.	

5.6.2. Self-Classification Method for In-house made Components 

Huawei’s	self-classification	method	for	in-house	produced	components	and	parts	follow	
policies	and	procedures	that	include:	time	requirements,	the	self-classification	produced,	the	
associated	questionnaires,	and	the	export	control	classification	reports.	This	approach	ensures	
that	the	in-house	components	and	parts	are	classified	before	being	sold	or	transferred.	The	de-
tails	of	the	classification	are	fully	documented	and	published	for	final	review.

Time requirement:		The	classification	of	in-house	made	components	must	be	classified	before	
being	sold	and	/	or	transferred.	

Self-classification	procedure:		Researchers	issue	descriptions	of	materials	that	require	classifi-
cation.	The	description	of	the	materials	includes:	“Products	Description”	Brochure,	“Encrypted	
Questionnaires,”	and	“Export	Control	Classification	Report.”	

Products Description Brochure:	 	 The	 contents	 of	 the	 “Products	Description	 Brochure”	 are	
comprehensive.	The	most	useful	information	for	classification	includes:	product	uses,	techni-
cal	characteristics,	and	technical	parameters.	

Encrypted Questionnaires:		It	includes	the	following	information:	

	Encryption	uses	(e.g.,	authentication	or	digital	signature,	data	encryption	function	other	
than	the	authentication	or	digital	signature);		

	Algorithm	name	(e.g.,	AES/3DES);

	Algorithm	type	(e.g.,	symmetry/asymmetry);	and,

	Key	length.	
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When	Huawei	submits	a	classification	request	to	the	BIS	in	the	U.S.	Department	of	Com-
merce,	 it	 submits	 the	Supplement	No.	 6	Technical	Questionnaire	 for	Encryption	 Items.	The	
Questionnaire	 includes	additional	 information,	namely	 the	encryption	modes,	key	manage-
ment algorithms including modulus sizes and all communication protocols. However if Hua-
wei	engages	in	self-classification,	the	information	collected	excludes	both	the	Key	Management	
algorithms.	The	purpose	of	 investigating	encrypted	 information	 is	 to	confirm	that	all	of	 the	
products	meet	the	standard	established	by	the	Information	Security	Department	classification	
requirements.

Export	 control	 classification	 report:	 The	 self-classification	 reports	 are	 archived	 in	 a	 project	
document	management	system.	The	Quality	Assurance	(QA)	team	reviews	the	documents	to	
ensure	that	they	are	in	proper	order.	As	such,	the	classification	process	is	completed	and	veri-
fied	before	the	products	are	shipped	to	market.	The	Company	is	embedding	the	classification	
activities	and	responsibilities	into	an	Integrated	Product	Design	(IPD)	process	at	a	particular	
stage	in	IPD	(e.g.,	Stage	5	of	Technical	Review	(TR5),	this	is	the	last	stage	of	review	in	which	the	
ECCN	is	confirmed	prior	to	shipping	the	product	to	market).	It	is	published	according	to	the	
encryption	survey,	the	description	of	the	items	designated	for	classification,	and	the	reference	
to	the	relevant	classification	standard.	The	TCO	must	approve	it.	

5.6.3. Making requests to the relevant government authorities

Huawei	contacts	different	 resources	 to	make	requests	 to	 the	relevant	government	au-
thorities.	 For	 instance	Huawei	 is	 in	daily	 contact	with	 the	Hong	Kong	Trade	 and	 Industry	
Department	(HKTID),	and	the	Company	requests	advice	from	the	HKTID.	Regarding	the	Eu-
ropean	Union	(EU),	Huawei	has	an	Electronic	Manufacturing	Services	(EMS)	factory	that	fre-
quently	ships	products,	and	Huawei	Shenzhen	classifies	these	items.	In	the	U.S.,	Huawei	has	
initiated	 formal	communications	with	 the	Bureau	of	 Industry	and	Security	 (BIS)	at	 the	U.S.	
Department	of	Commerce	(DOC)	to	obtain	and/or	determine	the	classification	of	various	items.

5.7. Product Data Management (PDM) and Product Basic Information (PBI) 
Systems

The	Product	Data	Management	Department	(PDMD)	builds	and	maintains	the	Product	
Data	Management	(PDM)	System	for	storing	information	about	all	Huawei	products	and	com-
ponents. The ECCN information of procurement pieces and house-made pieces is maintained 
in	a	Product	Data	Management	(PDM)	system.	A	sample	of	the	PDM	system	is	provided	below.	



29

Huawei Proprietary and Confidential

Figure 1: Product Data Management (PDM) System Sample

Since	the	product	includes	several	different	parts,	the	corresponding	ECCN	designations	
are	maintained	in	the	PDM	System.	However	the	PDM	system	is	not	capable	of	supporting	
the	commercial	grade	data,	specifically	the	product	level	and	grade	ECCN.	This	information	is	
stored	in	the	Production	Basic	Information	(PBI)	in	Offering	R	version.	A	sample	of	the	Offering	
R	version	is	provided	below.

Figure 2: Offering R Version Sample

The	PDM	System	supports	the	export	control	status	for	sensitive	parts	and	products.	It	
specifically	 identifies	those	parts	and	products	 that	are	“controlled	by	some	regulations”	or	
“controlled	by	 some	supplier	agreements”.	So	at	 the	 sales	 stage,	 the	TCO	readily	 identifies	
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which	sensitive	items	could	be	subject	for	sale	and	which	items	could	not	be	subject	for	sale.	
The	PSST	TCO	maintains	this	system,	and	the	team,	at	times,	requires	additional	procurement	
and	/	or	best	practices	information.	

In	both	the	PDM	and	PBI	systems,	a	user	can	access	the	product	information	using	its	
ECCN information. 

5.8. Documentation Process

Huawei	has	specific	procedures	in	place	to	document	the	classification	process.	The	fol-
lowing	teams	are	involved	with	documenting	the	classification	process:	

	The PSST TCO provides the document modules;

	The	R&D	engineers	provide	the	brochures	pertaining	to	the	Product	Descriptions	and	
the Encrypted Questionnaires;

	The Trade Compliance Engineer who is involved with the product line completes the 
export	control	classification	report;

	The Trade Compliance Engineer in the PSST TCO checks the ECCN to ensure that it is 
correct;	and,

	The	Project	Leader	reviews	and	approves	the	final	document.

5.9.	 Classification	Procedures	and	Policies	for	Distribution	Centers,	R&D	Centers,	
Branch	Offices,	and	Subsidiaries

Huawei’s	U.S.	R&D	Center	has	an	export	control	team	managing	its	own	classification	
process.	This	team	gives	the	export	item’s	ECCN,	which	includes	the	software,	hardware,	and	
technology	information.	The	U.S.	R&D	Center	export	control	team	is	responsible	for	classify-
ing	only	U.S.	R&D	center	products.	Huawei’s	EU	R&D	Center	also	has	an	export	control	team	
performing similar duties.

The	other	R&D	Centers	receive	support	from	Huawei’s	PSST	TCO.	Sometimes,	members	
of	the	TCO	arrange	for	external	consultants	to	provide	these	particular	Centers	with	classifica-
tion support. 

Branch	offices	and	subsidiaries	use	the	ECCN	information;	in	addition,	they	reach	out	to	
relevant	entities	to	obtain	the	accurate	classification	information.	The	Sino-foreign	joint	venture	
subsidiaries	have	their	own	export	control	team	handling	classification.

5.10. Periodic Reviews 

When	export	control	regulations	are	updated,	the	TCO	analyzes	the	changes	and	identifies	 
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the	items	affected	by	the	updates.	Subsequently	the	TCO	gives	notice	about	the	ECCN	changes	
to	the	Product	Line,	and	then	the	Product	Line	makes	the	necessary	modifications.	Another	
team	makes	the	adjustment	to	the	ECCN	in	IT	System.

[See Appendix 5 for supplemental information, specifically Appendix 5.a. English Translation of the 
Product Data Management (PDM) System Sample, and Appendix 5.b. Multilateral Export Control 
Regime (MECRs) Control Lists, and see Appendix 5.c. for BIS Latest Guidance for U.S. Re-export]
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6. The Review Processes
Huawei	conducts	a	thorough	project	review	consisting	of	four	stages	before	engaging	

in	a	business	transaction.	The	Company	completes	contract	and	license	reviews	to	assess	the	
trade	and	all	possible	trade	risks	using	strict	compliance	standards.	Contracts	and	licenses	are	
reviewed	using	strict	export	control	standards	to	include	evaluating	the	potential	customers,	
the	end-users,	the	end-uses,	the	to-be	exported	products	and	services,	and	the	final	destina-
tions. Huawei conducts a systematic review at the outset of any potential trade and continues 
to perform reviews throughout the duration of the project. 

6.1. Project Review Process

Generally	Huawei	divides	projects	into	four	stages	consisting	of:

- Initiation	Stage

- Bidding	Stage

- Contracting Stage

- Performance Stage 

6.1.1.	 Initiation	Stage:		The	Trade	Compliance	Offices	(TCOs)	in	each	respective	office	located	
worldwide	conduct	methodical	reviews	of	the	customers,	end-users,	and	end-use	in	or-
der	to	confirm	that	the	business	transactions	exclude	prohibited	transaction	parties	or	
end-use	/	end-user,	or	both.	

6.1.2.	 Bidding	Stage:	The	Company	authorizes	a	decision-making	body	to	work	with	the	rele-
vant	authorities	who	issue	export	control	licenses	to	determine	whether	to	move	forward	
with	the	project.	The	determination	involves	the	complete	review	of	all	the	potential	ex-
ports,	specifically	the	technologies	and	services.	If	the	Company	determines	an	export	or	
a	re-export	license	is	required,	a	request	for	a	license	application	is	submitted	to	the	TCO.	
The	TCO	holds	authority	to	apply	for	an	export	or	a	re-export	license.	Relevant	govern-
ment	authorities	then	determine	whether	or	not	to	issue	a	license.	If	the	license	is	denied,	
the project manager temporarily suspends the advancement of the project and informs the 
customer the project is on temporary hold pending further investigation. The Company  
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goes	to	the	relevant	government	authorities	to	find	out	the	reason	for	the	denial.	It	also	
asks	the	customer	to	supply	more	information.	If	the	license	is	definitively	denied,	the	
Company terminates the contract and customer and formally informs the potential cus-
tomer of the decision to terminate the contract. Records of these types of transactions are 
retained	in	a	database	for	future	reference.

6.1.3.	 Contracting	Stage:	Contracting	is	a	crucial	stage	in	the	Company’s	compliance	system.	
In	this	stage,	the	relevant	personnel	(e.g.,	the	project	manager,	the	product	manager,	the	
TCO,	and	other	persons	involved	in	the	business	review	of	a	specific	project)	must	en-
sure	that	the	contract,	the	product	and	service	descriptions	on	which	both	parties	have	
to	sign	off	match	the	ones	approved	for	export	or	re-export.	Furthermore,	they	have	to	
re-verify	and	authorize	that	the	project	is	fully	trade	compliant	with	all	relevant	export	
control rules and regulations. 

6.1.4.	 Performance	Stage:		The	logistic	manager	and	the	solution	manager	investigate	the	con-
signees,	carriers,	delivery	and	service	teams	in	order	to	guarantee	that	no	unauthorized	
activities	take	place	during	the	project’s	final	stages.

6.2. Contract and License Reviews

The	 contract	 review	 includes	 the	 sale	 or	 distribution	 contract	with	 trade	 compliance	
terms	such	as	export	control	guidance	and	specific	best	practice	clauses.	The	Company’s	legal	
counsel	and	business	manager	conduct	the	contract	and	license	reviews.	The	TCO	added	to	
the	legal	review	procedures	a	clause	regarding	the	requirement	to	conduct	an	export	control	
review.	Accordingly	the	TCO	is	also	part	of	the	contract	and	license	review	process.	It	specifi-
cally	provides	guidance	to	the	legal	counsel	on	how	to	conduct	the	export	control	review.

Customers	and	distributors	in	a	given	destination	are	required	to	comply	with	the	ap-
plicable	export	control	conventions,	laws,	and	regulations.	Best	practice	export	control	clauses	
are	provided	below.	Definitions	used	in	the	export	control	contract	and	license	clauses	will	be	
equivalent	with	the	other	contract	and	license	clauses,	even	though	the	wording	of	the	clauses	
may vary.

Compliance with All Applicable Export Control Laws:		Huawei’s	customer	will	comply	with	
and	will	ensure	that	its	Affiliates	also	will	comply	with	all	applicable	national	export	control	
laws	and	regulations,	United	Nations	Security	Council	resolutions,	and	international	regimes’	
requirements	(e.g.	Wassenaar	Arrangement).	Huawei	has	regional	export	control	teams	who	
are	 tasked	with	 the	 responsibility	 for	monitoring	 the	 customers’	 compliance	with	 national,	
regional,	and	international	strategic	trade	control	requirements.	The	TCO	works	closely	with	
these	 regional	 export	 control	 teams	 to	 ensure	 that	 the	 teams	are	 in	 full	 compliance.	This	 is	
done	 through	training,	periodic	conferences,	and	periodic	reports.	 If	Huawei	discovers	 that	
a	contracting	company	violates	the	contract	(e.g.,	it	fails	to	monitor	or	enforce	compliance	in	
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the	Affiliates),	Huawei	would	enforce	its	rights	delineated	in	the	contract.	The	customers	give	
the	information	regarding	compliance	with	all	applicable	export	control	laws	to	the	project	or	
business	manager.	

End Use:  Huawei customers must ensure that the technologies and services are for civilian 
end-use	only.	The	Company’s	customers	must	certify	that	technologies	and	services	are	not	for	
military	or	terroristic	end-use.	Furthermore,	the	customers	must	certify	that	technologies	and	
services	will	not	be	sold,	transferred	or	made	available	by	it	or	any	of	its	affiliates,	directly	or	
indirectly,	for	military	and	/	or	terroristic	end-user	or	end-use.	The	customers	must	certify	that	
technologies	and	services	will	not	be	sold,	transferred	or	made	available	by	it	or	any	of	its	af-
filiates,	directly	or	indirectly,	for	end-use	or	end-users	explicitly	prohibited	and	/	or	restricted	
by	national	and	international	export	control	rules,	regulations,	and	laws,	especially	those	per-
taining	to	nuclear,	biological,	and	/	or	chemical	weapons	and	their	respective	delivery	systems	
and	that	these	exports	and	/	or	transfers	are	not	for	terroristic	end-use	and	/	or	end-users.	The	
customers	give	the	information	regarding	compliance	with	all	applicable	export	control	laws	
to	the	project	or	business	manager.	

Exemption Clause:		The	definition	of	either	“Exemption	Clause”	or	“Force	Majeure”	includes	
“embargo	or	requisition	(acts	of	government),	including	non-availability	or	delay	of	an	export	
license	for	the	technologies	and/or	services	or	any	part	thereof”.

6.3. Regulatory Reviews

The	TCO	conducts	ongoing	regulatory	reviews	as	a	part	of	the	Company’s	strategic	trade	
control	system,	including:

	Huawei	conducts	ongoing	analysis	of	all	relevant	U.S.	strategic	trade	control	laws,	regu-
lations,	and	rules.	The	analysis	includes	an	ongoing	assessment	of	the	laws	promulgated	
by	the	U.S.	Congress,	as	well	as	the	regulations	passed	by	the	U.S.	Department	State,	
the	Department	of	Commerce,	the	Department	of	Commerce’s	Bureau	of	Industry	and	
Security	(BIS),	and	any	relevant	Executive	Orders	(EO).	In	particular,	Huawei	monitors	
the	updates	to	Export	Administration	Regulations	(EAR);

	Huawei	analyzes	the	strategic	trade	control	laws,	regulations,	and	rules	of	other	coun-
tries	or	regions,	such	as	Japan,	Singapore,	Mexico,	and	the	European	Union;

	Huawei	closely	monitors	the	laws,	regulations,	and	rules	enacted	against	embargoed/
sanctioned countries. This includes the evolving sanctions enacted against the 14 coun-
tries	sanctioned	by	the	United	Nations,	the	European	Union	and	the	United	States.	Hua-
wei	particularly	monitors	the	UN	Security	Council	resolutions	and	the	Executive	Orders	
issued	by	the	U.S.	president;

	Huawei	conducts	ongoing	analysis	on	sanction	law,	regulations,	and	rules	with	a	particular	 
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focus	on	Iran,	Syria,	Sudan,	North	Korea	and	Sudan.	The	regulations	that	Huawei	close-
ly	monitors	include:

- The Comprehensive Iran Sanctions, Accountability and Divestment Act	 (CISADA),	
which	greatly	expanded	sanctions	against	Iran.	

- Iran, North Korea, and Syria Nonproliferation Act Sanctions	(INKSNA),	which	pro-
vides for penalties on entities and individuals for the transfer to or acquisition 
from	Iran	since	January	1,	1999,	the	transfer	to	or	acquisition	from	Syria	since	
January	1,	2006,	or	the	transfer	to	or	acquisition	from	North	Korea	since	January	
1,	2006,	of	equipment	and	technology	controlled	under	multilateral	control	lists	
specifically	the	Missile	Technology	Control	Regime,	Australia	Group,	Chemical	
Weapons	Convention,	Nuclear	Suppliers	Group,	 	and	the	Wassenar	Arrange-
ment. 

- International Emergency Economic Powers Act	(IEEPA),	which	authorizes	the	U.S.	
President	 to	 regulate	 commerce	 after	 declaring	 a	 national	 emergency	 in	 re-
sponse	to	foreign	threats	to	the	United	States.	

- The Cuban Liberty and Democratic Solidarity (LIBERTAD) Act of 1996,	 which	
strengthens	and	continues	the	US	embargo	against	Cuba.

[See Appendix 6 for supplemental information, specifically Appendix 6.a. for the End-Use Certification 
and Statement, and Appendix 6.b. for the Trade Compliance Review Form]
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7. Transaction and Order Screening 
Huawei	believes	establishing	a	robust	Internal	Compliance	Program	(ICP)	provides	the	

Company	with	a	reliable	method	to	screen	routinely	all	transactions	and	orders.	It	helps	the	
Company	identify	inquiries	from	suspect	customers,	prevent	involvement	with	sanctioned	en-
tities,	and	make	responsible,	informed	assessments	on	transactions	and	orders.	Furthermore,	
it	ensures	only	legitimate	and	authorized	transactions	and	orders	are	fulfilled.	Huawei	avoids	
potential	conflict	of	interests	between	trade	compliance	and	the	pursuit	of	profit	in	two	ways:	
first,	the	Company	ensures	that	the	process	of	vetting	customers	and	enquiries	regarding	trade	
compliance	matters	is	dealt	with	independently	from	the	sales	and	market	departments;	sec-
ond,	the	Company	seeks	to	make	continuous	improvements	in	its	comprehensive	transaction	
and order screening system.

7.1. General Sequence of Transaction and Order Screenings

Huawei	follows	a	specific	sequence	of	transaction	and	order	screenings.	Transaction	and	
order	screenings	begin	with	customer	and	end-use	screening.	The	screening	of	transactions/
orders/enquiries	 is	done	before	a	definite	contract	 to	supply	 the	 technologies	or	service	has	
been	finalized.	Typically	screening	of	transactions	and	orders	involves	the	following	elements:

	Product	screening	(determining	whether	or	not	the	item	is	a	controlled	item);

	Customer	and	end-user	screening	(determining	the	legitimacy	of	the	customer	and	the	
end-user);	

	End-use	screening	(determining	the	authenticity	of	the	stated	end-	use	of	the	item	and	
ensuring	it	will	not	be	used	for	illicit	purposes);	and,

	Transaction	screening	(viewing	the	transaction	as	a	whole	in	order	to	make	a	judgment	
regarding	its	legitimacy).

Huawei	has	adopted	a	policy	declining	any	transactions,	which	in	the	judgment	of	the	
TCO	and	especially	the	TCC,	involves	a	risk	that	the	controlled	technologies,	items,	or	service	
will	be	used	in	or	diverted	to	a	military	end-use.	Huawei	also	has	adopted	a	policy	of	declining	
any	transactions	that	may	involve	goods	not	controlled	by	China,	US,	or	any	other	relevant	au-
thorities	if	it	may	contribute	to	unauthorized	and	dubious	end-uses.	To	this	end,	the	Company	
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has	constructed	an	ICP	that	screens	all	transactions	and	orders,	especially	in	accordance	with	
the	principles	described	in	the	following	section.

7.2. Comprehensive Screening

Presently	Huawei	screens	new	customers	as	well	as	established	clients	and	end-users	
regardless of the product types and end-uses associated with those transactions. However the 
Company	 takes	 extra	precaution	with	 transactions	 involving	 “sensitive	 countries”,	 transac-
tions	that	may	involve	potential	 trade	compliance	violations,	and	thoroughly	vets	 transport	
facilitators.

7.2.1. Sensitive Countries 

Huawei’s	transaction	and	order	screening	process	involves	stringent	screening	of	end-
uses	for	transactions	concerning	“sensitive	countries”.	It	screens	certain	orders	bound	for	em-
bargoed/sanctioned	countries	as	defined	by	the	United	Nations	(UN)	(sanctions	and	embargo	
lists),	European	Union	(EU),	as	well	as	the	U.S.	export	control	legal	authorities,	including	BIS	
and	OFAC.	Huawei	classifies	the	following	five	countries	as	embargoed	/	sanction	countries	
and	enacts	stringent	screening	processes:

1. Cuba

2. Iran

3. North	Korea

4. North Sudan

5. Syria    

Huawei	takes	extreme	precautions	when	dealing	with	sensitive	countries.	The	Company	
also	takes	precautions	when	its	products	are	destined	for	non-sensitive	countries,	regardless	of	
the	product	types,	end-uses,	or	end-	users	associated	with	those	transactions.	

7.2.2. Sanctions Screening

Huawei	screens	transactions	for	possible	violations	of	U.S.	export	and	re-export	controls	
as	well	as	those	of	Hong	Kong	trade	regulations.	Further	even	though	many	of	Huawei	prod-
ucts	are	not	subject	to	controls	under	the	current	Chinese	government’s	existing	export	control	
system,	Huawei	works	closely	with	the	relevant	government	officials	in	order	to	ascertain	the	
applicability	of	a	possible	license.	For	instance,	the	Chinese	government	requires	no	licenses	
for	most	dual-use	goods	and	technologies	listed	on	the	control	list	of	the	Wassenaar	Arrange-
ment	(WA).	However,	Huawei	recognizes	that	they	may	be	may	be	subject	to	export	control	
under	the	Chinese	government’s	end-use	and	end-user	“catch-all”	requirements.	Accordingly	
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Huawei	works	closely	with	the	relevant	government	officials	in	order	to	ascertain	the	applica-
bility	of	a	license.	

7.2.3. Screening Transport Facilitators and Transit / Transshipment States

Huawei	subjects	transport	facilitators	to	screening	procedures.	Transport	facilitators	are	
vetted	by	the	Logistics	and	Auditing	Departments	in	coordination	with	the	TCO.

7.3. “End-to-End” Process 

Huawei’s	transaction	and	order	screening	involves	an	“end-to-end”	process.	Screenings	
start	at	 the	project	 initiation	phase	and	continue	 through	 the	 subsequent	bidding,	 contract-
ing,	 and	 contract	 execution	phases.	Departments	 –	 the	Regional	Department,	 the	Legal	Af-
fairs	(LAD),	and	the	Order	Chain	Delivery	Department	–	re-check	the	status	of	the	transaction	
throughout	the	transaction	process.		If	at	any	point	during	the	“end-to-end”	screening	process	
the	departments	discover	anything	problematic	or	suspicious,	the	Project	Director	must	tem-
porarily suspend the project. 

7.4. Automated Order Processing

Presently	Huawei’s	order	screening	system	is	partially	automated.	The	order	screening	
system	in	embargoed	countries	is	manual.	The	system	relies	on	the	trade	compliance	officers	in	
the	respective	Huawei	country’s	offices	to:

	Perform	 and	 analyze	 an	 initial	 assessment	 of	 a	 transaction	 based	 on	 the	 Transaction	
Screening	Matrix;

	Record	all	relevant	information	in	an	Export	Control	Form	(ECF);	

	Transmit	the	ECF	to	other	relevant	units	and	to	the	LAD	in	a	timely	manner;	and,

	When	necessary,	delay	or	suspend	a	transaction.	

7.5. New Customer Evaluations

Huawei	evaluates	new	customers	in	sensitive	countries.	To	do	this,	the	Company	uses	
the	following	databases	to	screen	new	customers.	

7.5.1. MK Data Denial List Web:	The	Company	has	a	membership	to	MK	Data	Denial	List	Web	
in	order	to	facilitate	party	screening.	The	database	provides	information	on	embargoed	
countries	such	as	Cuba,	Iran,	and	Sudan,	as	well	as	‘terrorist’	countries	including	North	
Korea	and	Syria.		It	also	provides	information	on	the	United	Nations	Security	Council	
embargoes.		Finally,	the	Database	provides	denied	and	restricted	parties	lists,	consisting	
of	restricted	parties	requiring	licenses,	denied	parties	including	the	U.S.	Department	of	
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Treasury	Specially	Designated	Nationals	 (SDN),	and	parties	of	 concern	 including	 red	
flag	concerns,	parties	of	concern	identified	by	the	United	Kingdom	and	Japan,	the	Euro-
pean	Union	Sanctions	list,	and	the	United	Nations	Sanctions	list.

7.5.2. Export Compliance Form (ECF):	The	second	database	Huawei	uses	to	screen	orders	in	
the	five	sensitive	countries	is	Export	Compliance	Form	(ECF).	The	Company’s	Legal	Af-
fairs	Department	 (LAD)	distributes	 the	ECF	 to	 the	 sales	 and	project	managers	 in	 the	
regional	departments	responsible	for	sales	in	sensitive	countries	The	ECF	canvasses	red	
flag	indicators	of	potentially	suspicious	activity.	The	ECF	is	discussed	in	greater	detail	in	
the following section.

7.5.3. Transaction Screening Matrix:	The	third	database	is	the	Transaction	Screening	Matrix,	
which	contains	a	number	of	questions	assisting	a	sales	manager	in	performing	an	ini-
tial	evaluation	of	the	degree	to	which	U.S.	export	controls	might	apply	to	a	transaction.	
Based	on	a	sales	manager’s	responses,	the	matrix	indicates	whether	or	not	a:	

- Transfer	may	be	prohibited	and	may	trigger	U.S.	sanctions	laws;

- U.S.	export	license	is	required;

- U.S.	export	license	may	be	necessary,	but	the	transaction	is	subject	to	a	general	
policy	of	denial;	or,	

- Transfer requires no license. 

The	matrix	 identifies	 general	 EAR	 conditions	 as	well	 as	 general	 and	 country-specific	
license	exceptions.	It	also	contains	questions	assessing	the	proliferation	sensitivity	of	the	
products,	 customers,	end-uses,	end-users	 in	a	given	 transaction,	and	consideration	of	
red	flag	indicators	of	potentially	suspicious	activity.	

7.6. Evaluating the Sensitivity of Products 

Huawei	evaluates	the	sensitivity	of	products	in	several	stages:	

Stage One:	After	a	potential	customer	informs	the	sales	manager	of	specific	needs,	the	sales	
manager	informs	the	product	manager.	Both	the	project	manager	-	who	is	responsible	for	co-
ordinating	all	the	products	meet	the	customer’s	needs	-	and	the	product	manager	-	who	deter-
mines	how	to	proceed	-	work	in	tandem	to	ensure	the	feasibility	of	the	transaction.	

Stage Two:	The	project	staff	informs	the	R&D	Department	of	the	potential	customer’s	request.	

Stage Three:		The	R&D	Department	attempts	to	determine	which	products	may	meet	the	cus-
tomer’s	needs.	R&D	generates	an	S-BOM	(Bill	of	Material)	form	that	identifies	the	appropriate	
product.	Each	S-BOM	form	generates	B-BOM	forms	that	identify	the	individual	components	of	



40

Huawei Proprietary and Confidential

the product. The relevant personnel compare the components to a TCO-provided list of sensi-
tive	products	identifying	items	possibly	requiring	a	U.S.	export	or	re-export	license.	The	items	
on	the	 list	are	categorized	based	on	various	factors,	 including	manufacturing	origin,	brand,	
name,	and	SKU.	Comparing	the	S-BOM	and	B-BOM	forms	with	the	sensitive	products	list	pro-
vides	information	as	to	whether	the	products	in	a	given	transaction	may	be	subject	to	control.	

Stage Four:	Huawei	divides	existing	and	potential	customer	base	into	two	categories.	The	first	
category is the non-sanctioned customer. The non-sanctioned customer includes military cus-
tomers	but	Huawei	places	restrictions	on	the	military	customers’	end-user	and	end-use.	Spe-
cifically	Huawei	bans	the	military	customers	from	selling	or	transferring	the	technologies	to	
military end-users and end-uses such as the military services and military industries. The sec-
ond category is the sanctioned customer. Huawei follows national and international require-
ments	regarding	sanctioned	/	embargoed	countries.	

In	addition,	in	order	to	facilitate	sales	managers’	ability	to	evaluate	parties	to	the	trans-
action,	sales	managers	enter	the	name	of	the	customer	and	the	end-user	(if	different	from	the	
customer)	to	determine	whether	the	parties	appear	on	Huawei’s	internal	“black	list”	of	custom-
ers	and	products	barred	from	sale.	The	list	is	based	on	company,	national,	international,	and/
or	foreign	black	lists.

The	responses	to	the	Transaction	Screening	Matrix	questions	provide	the	respective	proj-
ect	managers	in	the	sensitive	countries	with	information	as	to	whether	they	should	fill	out	an	
ECF.	A	sales	manager	should	complete	an	ECF	for	an	order	under	any	of	the	following	circum-
stances:	

	U.S.	Components:		U.S.-origin	components	are	valued	at	US$100,000	or	more	(this	would	
trigger	EAR	de minimis	re-export	license	requirements);	

	Hit	List:		The	potential	customer	“hits”	against	the	MK	Denial	List;	or	

	Sensitive	Product	Lists:		The	product	is	on	the	Huawei	sensitive	products	list.	

The	ECF	contains	numerous	fields	that	the	project	manager	enters	information	into	about	the	
proposed	project.	The	manager	must	enter	information	about	the	following:

	The	client,	including	the	registered	name,	address,	and	country;

	The	names	of	the	products	to	be	included	in	the	project;	and,	

	The	name,	address,	and	country	of	the	end-user,	and	the	end-use.	

In	addition,	the	management	must	provide	the	following	information:

	The manager must indicate whether or not the customer or end-user is involved in any 
nuclear,	biological,	chemical,	missile,	or	other	military	operations	or	services;	and,
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	The	manager	must	indicate	whether	or	not	the	products	will	be	used	for	any	of	those	
end-uses.

The	ECF	also	requires	more	detailed	information	concerning	the	product,	customer,	and	end-
user.	In	particular	the	ECF	requires	answers	to	the	following	questions:	

	Are	any	CDMA,	WCDMA,	or	wireless	terminal	products	used	in	the	project?

	If	the	project	contains	any	servers	or	test	equipment	made	in	the	US,	could	those	prod-
ucts	be	procured	from	a	local	agent?	

	Do	the	customer	and/or	the	end-user	appear	on	any	restricted	lists?

	If	so,	which	lists	and	what	are	the	specific	restricted	measures?	

The	ECF	also	enables	project	staff	to	investigate	the	possible	diversion	risks	associated	with	a	
transaction.	The	form	contains	several	questions	about	red	flags.	These	questions	include	the	
following:	

	Is	the	basic	information	about	the	customer	or	end-user	available	through	regular	com-
mercial	channels?	

	Does	the	client-supplied	information	about	the	end-user	and	end-use	correspond?	

	Is	the	end-user’s	business	scope	consistent	with	the	stated	end-use?		

After	filling	in	the	necessary	fields,	the	project	manager	signs,	scans,	and	sends	the	ECF	
to	the	LAD.	Each	department	transfers	the	ECFs	to	one	another	by	scanning	hard	copies	of	the	
documents	and	transmitting	them.	The	TCO	seeks	input	from	the	relevant	sales	manager	and	
data	manager.	They	work	with	the	Procurement	Department	and	other	Departments	to	deter-
mine	whether:

	A	U.S.	export	or	re-export	license	is	necessary	for	a	given	transaction;	and,

	Huawei	could	procure	a	similar	item	that	falls	below	the	licensing	threshold.	

The	TCO	determines	whether	the	equipment,	software,	and	technologies	involved	in	the	
transaction passes the de minimis	test	for	U.S.	content.	If	the	content	falls	below	10%,	the	TCO	
most	likely	approves	the	order.	If	the	content	exceeds	10%,	the	TCO	must	decide	whether	Hua-
wei should apply for a license or cancel the deal. 

If	the	TCO	determines	a	license	is	necessary,	the	Export	Control	Team	records	its	recom-
mendation	and	the	date	on	the	ECF	and	forwards	the	information	about	the	case	to	appropriate	
member	of	the	TCC	members	for	review,	the	TCC	has	the	authority	to	determine	whether	to	
apply	for	an	export	license	or	to	terminate	a	transaction.	
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Huawei has a policy of not selling any technologies and services to military end-users in 
sensitive	countries	or	for	military	end-uses.	If	the	potential	exists	for	a	transfer	of	U.S.-origin	
items	or	technologies	for	military	end-use	to	China,	Huawei	would	seek	a	license	for	the	item.	
Huawei	heightens	screening	of	a	transaction	in	which	a	potential	risk	of	a	military	end-user’s	
involvement	or	military	end-use.	It	assesses	these	likelihoods	based	on	the	sales	and	project	
staff’s	feedback	as	detailed	in	the	ECF.	The	TCC’s	final	decision	and	the	date	of	the	decision	are	
recorded in the ECF.

Stage Five:		Once	the	TCC	approves	the	transaction,	Huawei	personnel	are	required	to	verify	
the	following	additional	elements:

	The name and address of the entity that signs the contract must conform to the name of 
the	firm	that	the	project	manager	initially	reported	as	the	client	on	the	ECF;

	The	consignee	/	place	of	receipt	must	be	the	same	as	that	originally	listed	in	the	ECF.	
The	ECF	contains	fields	for	each	of	these	elements,	and	if	either	variable	does	not	cor-
respond	with	the	original	reported	information,	then	the	project	staff	must	contact	the	
TCO “without delay;”

	Intermediaries,	such	as	brokers	and	freight	forwarders,	must	sign	“a	statement	regard-
ing	buyers	and	sellers.”		Huawei	makes	every	attempt	to	verify	the	credentials	of	trans-
port	 facilitators,	and	the	Auditing	Department	verifies	transport	 facilitators’	 legal	and	
criminal	backgrounds;	and,	

	Huawei	identifies	the	shipment	route	to	the	final	destination,	and	it	determines	if	any	
countries along that route require a transit or transshipment license. TCO develops a list 
of countries that require licenses and applies for them.

Stage Six:	Huawei	requires	purchasers	to	complete	an	End-User	Certification	Statement.

7.7. Centralized and Comprehensive Filing 

Designated Files:	Upon	receipt	of	an	initial	query	a	trader	should	open	a	specially	designated	
file	containing	all	of	the	documents	relating	to	that	potential	order.	

Information Collection and Distribution: Huawei relies upon the ECF to collect information 
about	a	transaction.	

7.8. Additional Steps

Screening End-users:		The	TCC	and	TCO	take	additional	steps	to	screen	end-users	and	end-
uses	more	 comprehensively.	These	 steps	 include	 additional	 nonproliferation,	 STC,	 and	 ICP	
training	for	sales	and	project	staff	in	every	Regional	Department.	Furthermore	the	TCC	and	
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TCO	instituted	SOPs	requiring	the	sales	staff	to	enquire	about	the	end-uses	of	any	dual-use	
products regardless of the proposed destination country. There is a particular focus on military 
end-use.	Moreover,	 if	 the	proposed	 transactions	appear	suspicious	or	problematic,	 the	TCC	
and TCO require the sales or project manager to freeze the transaction temporarily and for-
ward	the	relevant	information	to	the	LAD	for	further	review.	

Documents:	The	TCO	is	not	responsible	for	recording	all	the	documents	related	to	the	entire	
transaction	and	order	screening	process.	Departments	involved	in	the	various	stages	of	these	
processes	are	tasked	with	that	responsibility.	However	the	TCO	is	responsible	for	managing	
document retention and recording.
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8.	Information	Technology	and	Management	Safeguards
Huawei	realizes	that	Internal	Compliance	Programs	(ICPs)	include	restrictions	on	trans-

fers	of	dual-use	 technologies,	 software,	know-how,	and	 information.	Accordingly	 the	Com-
pany	strives	 to	 increase	all	employees’	awareness	about	such	transfers	and	prevent	any	un-
authorized	transfers.	It	is	establishing	Standard	Operating	Procedures	(SOPs)	governing	how	
employees	should	handle	sensitive	technologies	throughout	the	course	of	their	work.	It	also	is	
instituting	specific	SOPs	guarding	against	the	transfer	of	sensitive	technologies	at	trade	shows	
and conferences. Furthermore Huawei is moving toward regulating technology transfers and 
deemed	 exports	 in	 overseas	 subsidiaries	 and	 foreign	 branches.	 Finally,	Huawei	 is	 enacting	
special policies and procedures for foreign employees who work with controlled technologies.

8.1. Intangible Technology Transfers (ITT) and Deemed Exports 

Huawei’s	ICP	details	the	restrictions	on	the	export	of	controlled	technologies.	Specifical-
ly,	it	restricts	the	export	or	transfer	of	both	intangible	technologies	(ITT)	and	deemed	exports.	
In	addition,	it	defines	ITT	and	deemed	exports,	as	well	as	the	types	of	controlled	technologies	
and	technology	transfers	in	order	to	be	transparent	about	the	Company’s	approach	to	and	pro-
cedures regarding the transfer of sensitive technologies.

8.1.1. Intangible Technology Transfers (ITT):	an	intangible	export	occurs	when	dual-use	soft-
ware,	technology,	knowledge,	and	information	are	transmitted	via	telephone,	fax,	e-mail,	
Internet	website,	or	some	other	intangible	mechanism	to	a	recipient	or	end-user,	or	both	
in another country. 

8.1.2. Deemed Exports:	this	occurs	when	a	national	of	one	country	shares	controlled	software,	
technology,	 information,	or	knowledge	with	a	national	of	another	country,	even	if	 the	
recipient	is	in	the	origin	party’s	country	at	the	time	of	the	export.	

8.1.3. Types of Controlled Technologies:	 	These	 include	but	are	not	 limited	 to	 instructions	
(written	or	recorded),	working	knowledge,	design	drawings,	models,	operational	manu-
als,	skills	training,	and	parts	catalogues.	

8.1.4. Types of Technology Transfers:		This	covers	all	forms	of	transfer,	including	telephone,	
fax,	 email,	 Internet	website	 or	 other	 intangible	mechanism	 to	 a	 recipient	 or	 end-user	 
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located in another country. 

8.2. Technology Control Plan (TCP)

Huawei	exercises	caution	regarding	the	transfer	of	sensitive	technologies	and	informa-
tion,	 and	 implements	 relevant	 safeguards	 to	 prevent	 any	unauthorized	 transfers.	 The	 safe-
guards	are	articulated	in	the	Company’s	evolving	standard	operating	procedures	(SOPs).	The	
SOPs consists of how employees handle sensitive technologies and how they should guard 
against the transfer of sensitive technologies. Huawei is developing a more comprehensive 
“Technology	Control	Plan”	(TCP)	into	the	Company’s	ICP	system.	The	TCP	outlines	company-
wide SOPs guarding against the unauthorized transfer of sensitive technologies. This com-
bined	TCP-ICP	program	is	going	to	include	a	physical	security	plan,	an	information	security	
plan,	and	a	personnel-screening	procedures	plan.	

8.2.1. Physical Security Plan

Limiting Access: Huawei has instituted SOPs aimed at limiting physical access to sensi-
tive	technologies	and	information.	In	particular	the	Company	limits	the	access	of	foreign	
national	company	employees,	customers,	and	visitors	to	certain	facilities	as	well	as	to	
controlled	 technologies	and	 information.	The	Company	does	 this	by	using	a	 security	
badge	system	and	other	administrative	mechanisms.	The	security	badge	system	identi-
fies	foreign	nationals	and	restricts	their	access	to	the	company’s	facilities	and	informa-
tion	 technology	 (IT)	 systems.	The	other	administrative	mechanisms	 include	requiring	
the registration of or the locking in secure lockers of outside laptops in order to control 
access	to	sensitive	software	and	technologies	and	sensitive	areas,	namely	the	Research	
and	Development	(R&D)	facilities.	

Electronics:	At	Huawei’s	headquarters	in	Shenzhen,	employees	who	work	in	the	R&D	
Department	must	use	desktop	computers	and	must	shut	down	their	computers	prior	to	
leaving	the	office.	These	employees	are	disallowed	from	entering	certain	offices	with	cell	
phones	and	/	or	cameras.	

Trade Shows and Conferences:	Huawei	employees	are	responsible	for	preventing	the	
release	of	controlled	 information	and	technologies	while	participating	 in	or	attending	
domestic and international trade shows and conferences. This includes controls on the 
product models and presentations. 

International Travel:	Huawei	employees	traveling	abroad	with	the	Company’s	laptop	
computer	are	required	to	register	the	laptop	and	its	contents	with	the	Confidential	De-
vice	Deputy,	Internal	Control	and	Information	Security	Department,	Product	and	Solu-
tion	Staff	Team	(PSST),	at	both	the	time	of	departure	and	the	time	of	arrival.	Employees	
are	forbidden	from	taking	laptop	computers	while	traveling	abroad	if	the	technology	is	
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controlled	in	the	country	the	employee	visits	or	if	there	is	highly	confidential	material	
on the laptop

8.2.2. Information Security Plan

Firewall System: Huawei’s	company-wide	Firewall	System	limits	employees’	access	to	
the controlled technologies. 

Classification	System:		Huawei	is	engaged	in	an	ongoing	effort	to	classify	all	its	technol-
ogies	according	to	China’s	classification	system,	EU	standards,	and	U.S.	Export	Control	
Classification	Numbers	(ECCN).	

Notification	System: The Company is introducing an additional measure to mitigate 
and	prevent	unauthorized	 transfers.	 In	particular	 it	 is	 introducing	a	SOP	of	notifying	
relevant	personnel	of	all	of	the	products	and	associated	technologies	subject	to	ITT	and	
deemed controls.

Determination System:	 If	 an	employee	has	any	concerns	about	a	particular	 sensitive	
technology,	the	Trade	Compliance	Office	(TCO)	reviews	the	technology	to	make	a	deter-
mination	whether	it	would	be	subject	to	control.	If	so,	the	TCO	would	obtain	the	clas-
sification	determination	from	the	appropriate	domestic	or	foreign	government	authority.

Subsidiaries	and	Branch	Offices:	The	Trade	and	Custom	Compliance	Committee	(TCC)	
must	assist	subsidiaries	in	developing	internal	compliance	programs	tailored	to	the	sub-
sidiaries’	particular	business	practices.	For	other	affiliates,	like	Joint	Ventures	controlled	
by	Huawei,	these	entities	have	established	their	own	ICP	and	Huawei	will	provide	them	
with instructions and guidance.

8.3. Information Technology System

Huawei	has	Information	Management	Platforms	for	information	pertaining	to	products,	
suppliers,	customer,	and	contracts.	 It	also	has	an	IT	system	for	strategic	trade	control	 infor-
mation.	The	R&D	Department	maintains	these.	This	year	both	the	Product	and	Solution	Staff	
Team	(PSST)	and	the	Customs	Compliance	Office	will	build	their	own	strategic	trade	control	
Information	Management	Platforms.	The	platforms	will	be	used	to	support	export	control,	and	
it	will	provide	classification	tools	and	D.M.	tools.	D.M.	tools	are	IT	tools	that	will	be	developed	
for	 calculating	U.S.-origin	 software,	 hardware,	 and	 technology	 value	 percentages	 in	 accor-
dance	with	EAR	De	Minimis	Rules.	Currently	Huawei	is	calculating	the	percentages	manually.

Intranet:	 It	 provides	 information	 about	 strategic	 trade	 rules,	 regulations,	 and	 issues,	 (e.g.,	
national,	 regional,	and	 international),	and	training	materials	 including	Huawei’s	 trade	com-
pliance	 regulations,	 policies,	 practices	 and	 procedures.	 However,	 access	 to	 the	 Company’s	 
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procedures	is	restricted.	Access	is	granted	based	on	an	employee’s	position	and	responsibilities	
in the Company.

China Trade Compliance Rules and Regulations:	It	contains	specific	information	about	Chi-
na’s	strategic	trade	rules,	regulations,	and	laws,	including:

	Article 27 of the Foreign Trade Law: addresses how the Chinese authorities administer 
intangible	and	deemed	export	controls

	The 2002 Administration of Technology Import and Export Regulations: is the legal 
basis	of	China’s	strategic	trade	system	for	dual-use	exports

	The 2003 Interim Measures for the Administration of Export Licenses for Sensitive 
Items and Technologies: covers	intangible,	deemed	export,	and	brokering	controls.	In	
particular,	Article	24	provides	that	sensitive	 items	and	technologies	exported	through	
foreign	interactions	require	an	application	for	approval	of	the	export	of	sensitive	items	
and technologies.

	The 2005 Measures for the Administration on Import and Export Licenses for Dual-
Use Items and Technologies: provides the revised catalogue of dual-use items and tech-
nologies	subject	to	import	and	export	controls.

Personnel:	 	 It	provides	a	 list	of	 its	personnel,	 their	respective	ICP	responsibilities,	and	their	
contact information.

Classification	Information:	The	intranet	makes	readily	available	information	on	classification.	
The	 information	 includes	 export	 control-	 and	 trade-related	 classification	 of	 the	 Company’s	
technologies and products.

Strategic Trade and Technology Control Terms:	The	Company’s	intranet	contains	information	
on	national	and	international	strategic	trade	matters

Strategic Trade and Technology Control Links to Key International Regimes:	The	Intranet	
contains	links	to	national	and	international	STTC	laws,	regulations,	rules,	policies	and	export	
control	lists.	It	also	contains	copies	of	or	links	to	pertinent	information	from	key	international	
organizations.

Strategic Trade and Technology Control Guidelines and Lists: The site contains guidelines 
and	control	lists	from	the	four	major	multilateral	export	control	regimes	(MECR).	These	specifi-
cally	include	the	Australia	Group	(AG),	Missile	Technology	Control	Regime	(MTCR),	Nuclear	
Suppliers	Group	(NSG),	the	Wassenaar	Arrangement	(WA),	and	the	Zangger	Committee	(ZC).	
It	also	makes	available	relevant	 information	from	the	World	Customs	Organization	(WCO),	
including trade compliance and standards. 
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Strategic Trade and Technology Control National Authorities:	The	Intranet	provides	infor-
mation	on	national	export	control	authorities	and	export-	and	trade-compliance	related	infor-
mation.	The	information	includes	copies	of	or	links	to	relevant	foreign	national	export	controls	
laws,	regulations,	policies,	and	control	lists,	as	well	as	the	national	authorities’	relevant	contact	
information.	Some	examples	include	the	United	States,	the	European	Union,	and	Japan.	

Other Relevant Strategic Trade and Technology Control:	The	Intranet	provides	other	relevant	
information	including	both	internal	and	external	export	control	and	trade	compliance	related	
news	and	developments,	as	well	as	informative	websites,	articles,	and	publications	on	strategic	
trade and technology control and industry compliance. 

8.4. External Web Site

Huawei’s	external	website	available	on	the	World	Wide	Web	(WWW)	contains	additional	
information	about	Huawei	and	its	trade	compliance	policies	and	practices.	This	information	
includes	the	Company’s	trade	compliance	policy	statements.	

[See Appendix 8 for supplemental information, specifically Appendix 5.c. for BIS Latest Guidance for 
U.S. Re-export, Appendix 8.a. for details on the Guidance for Subsidiaries and Foreign Offices, Appen-
dix 8.b. for examples of Strategic Trade and Technology Control (STTC) Terms, Appendix 8.c. for ex-
amples of STTC Links to Key Regimes, Appendix 8.d. for examples of Foreign National STTC Systems, 
and Appendix 8.e. for examples of where the Company finds Strategic Trade and Compliance Informa-
tion and Updates] 
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9.	Supplier	and	Distributor	Management	
As	a	global	high	technology	company	that	relies	on	a	large	network	of	independent	sup-

pliers	and	distributors,	Huawei	takes	responsibility	for	ensuring	that	controlled	items	are	not	
transferred	to	unauthorized	end-users,	or	for	unauthorized	end-uses,	through	its	supply	and	
distribution	chain.	For	that	purpose,	Huawei	bases	its	relationships	with	their	partners	on	the	
following	principles:

1. All	Huawei	suppliers	and	distributors	must	develop	and	implement	an	export	control	
internal compliance system similar to that employed at Huawei; and

2. All	current	and	future	suppliers	and	distributors	must	undergo	thorough	screening	by	
Huawei	Trade	Compliance	Office	(TCO)	officials.	

Huawei	strives	to	work	only	with	reputable	and	responsible	partners.	Accordingly,	the	
TCO conducts initial and periodic due diligence screenings of all current and future suppliers 
and	distributors	 to	validate	 their	credentials	and	ensure	 they	are	not,	and	have	never	been,	
directly or indirectly involved in proliferation-related activities. The screenings are conducted 
using	the	following	methods:

	Open	source	research	conducted	by	TCO	personnel	prior	to	engaging	a	new	company	in	
a partnership agreement or contract as well as throughout the duration of that relation-
ship;

	Screening	the	company	against	all	existing	restricted	party	lists	available	from	the	PRC	
government,	other	governments,	and	international	organizations;	and,

	Requesting	company	compliance	records	as	part	of	the	screening	procedure,	and	official	
clarifications	in	the	event	of	documented	incidences	of	non-compliance.

Huawei	encourages	its	suppliers	and	distributors	to	establish	and	maintain	an	internal	
compliance	system	that	is	equal	in	its	effectiveness	and	comprehensiveness	to	Huawei’s	ICP.	
As	such,	Huawei	expects	its	suppliers	and	distributors	to	conduct	item,	country	screenings,	
and	transaction	screenings	that	use	the	tools,	approaches	and	procedures	identical	to	or	very	
similar	to	Huawei’s.	These	may	include	item	and	country	decision	tables,	transaction	screening	
matrices,	red	flag	indicators,	restricted	party	lists,	and	other	risk	management	tools.	
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Huawei,	or	its	designated	agent	(e.g.,	an	external	third	company),	will	evaluate	and	au-
dit	periodically	its	supplier	and	distributor	ICP	policies,	tools,	and	practices,	and	will	require	
revisions	 and	 changes	when	necessary.	Huawei	will	 issue	 a	 letter	 or	 statement	demanding	
investigatory	and	corrective	actions	 in	cases	of	noncompliance	or	other	violations,	and	take	
punitive	measures	against	the	violating	company	ranging	from	warning,	to	severance	of	part-
nership	/	contractual	relationship,	to	litigation.	

A	senior	TCO	officer	will	be	responsible	for	managing	and	monitoring	the	policies	and	
practices	of	Huawei’s	suppliers	and	distributors	related	to	trade	control.
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10.	Documents	and	Recordkeeping 
To	establish	and	maintain	a	robust	ICP	system,	Huawei	has	taken	significant	measures	

to	develop	a	comprehensive	document	and	recordkeeping	system.	Specifically,	the	Company	
is	working	toward	establishing	numerous	and	specific	procedures	designed	to	ensure	accurate	
document	 retention	 and	 recordkeeping	 on	 export	 controls.	 Furthermore,	 the	Company	has	
tasked	specific	departments	with	responsibility	for	maintaining	documentation.	

The	Trade	Compliance	Office	 (TCO)	 is	moving	 toward	assuming	 the	authority	 to	de-
velop	rules	and	regulations	regarding	document	and	recordkeeping.	Presently,	it	is	responsible	
for	maintaining	Huawei’s	trade	compliance-related	documents.	TCO	policy	may	call	for	retain-
ing	records	for	at	least	a	five-year	period.	In	addition,	TCO	policy	may	require	specifying	the	
types	of	documents	and	records	subject	to	the	recordkeeping	procedures	and	identifying	the	
information	that	the	transaction	records	should	include	in	them.	The	TCO	may	be	tasked	with	
the	responsibility	for	serving	as	the	primary	record-retention	department.	At	present	the	TCO	
is	 responsible	 for	 creating	 and	maintaining	 a	 recordkeeping	 system	 and	 for	 recordkeeping	
related procedures. 

10.1. Documents and Recordkeeping Rules and Regulations

The TCO institutes recordkeeping policies and regulations for maintaining and preserv-
ing	Huawei’s	trade	compliance-related	documentations.	Different	departments	have	different	
regulations	for	keeping	documents.	The	TCO	oversight	for	recordkeeping	includes	but	is	not	
limited	to:	

1. Designate	the	department	responsible	for	maintaining	and	preserving	eventually	all	ex-
port control-related documentation in accordance with the policies discussed hereinaf-
ter,	and	identify	the	designated	department	or	office	on	the	Company’s	intranet;

2. Determine	the	physical	location	where	all	export	control-related	documents	and	records	
are	to	be	stored;

3. Ensure records for all transactions carried out under government strategic trade and 
technology	authorization	are	readily	available;

4. Ensure	records	are	in	a	logical	and	traceable	sequence	and	can	be	accessed	from	a	variety	
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of	field	searches;	

5. Mandate	all	export	control	related	documents	be	retained	for	five	(5)	years	from	the	date	
received	in	the	department	responsible	for	export	control	recordkeeping;

6. Establish	filing	procedures	for	export	control-related	documentations,	including	but	not	
limited	to:	

- Determine	appropriate	file	organization	system	(e.g.,	alphabetical	by	customer	
or	sequentially	by	transaction	number);

- Mandate	all	documents	be	file	stamped	upon	receipt	by	the	Functional	Depart-
ments;

- Determine	appropriate	method	of	preserving	all	export	control-related	docu-
mentation	(e.g.,	electronic,	hard	copy,	audio,	etc.);	and,

- Establish	off-site	filing	and	destruction	procedures	for	documentation	and	re-
cords	that	has	been	maintained	for	five	(5)	years	or	more.

10.2. Transaction Records Information

The	TCO	is	tasked	with	the	responsibility	of	mandating	that	the	transaction	records	in-
clude	the	following	information:

	Name and address of customer;

	Name	and	address	of	freight	forwarding	agents	/	transporters;

	Name	and	address	of	the	broker	or	agent,	if	used;

	Name	and	address	of	distributor;

	Method	of	payment	for	the	goods	or	activities;	and	bank	transaction	details;

	Controlled	goods	and/or	activities	and	services	transferred;

	Dates	of	 the	various	approvals	of	 the	relevant	government	control	authorities	and	re-
lated activities;

	Date	of	transfer;

	Route	and	mode	of	transport	of	controlled	goods	from	premises	to	the	distributor	/	bro-
ker	/	end-user;

	Route	and	mode	of	transport	of	controlled	goods	from	borders	of	country	of	export	to	
the	foreign	transporters	/	distributor	/	broker	/	end-user	including	all	ports	of	transship-
ment;

	Relevant	control	authorities	registration	number(s)	and	permits	issued;

	All	relevant	documentation,	including	the	contract,	between	the	business	and	national	
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and or foreign clients regarding the transfer of controlled goods and activities;

	Authorizations	from	foreign	customers	such	as	import	permits	and	End-Use	and	End-
User	Certificates;

	Re-export	requirements	(local	and	foreign)	of	foreign	products,	system,	sub-system	or	
component,	contained	or	integrated	into	a	local	product;	and,

	Any	additional	information	required	by	the	relevant	transaction	authorization,	law,	or	
regulation.

10.3. Recordkeeping Department and Record Maintenance

The TCO is moving toward making the determination that documents and records 
should	be	maintained	by	the	Recordkeeping	Department	for	a	period	of	at	least	five	(5)	years.	
The	records	must	consist	of	the	following	information:

	Complete	set	of	documents	regarding	ICP	export	control	process	and	appointment;

	Export	audit	form;

	Statements	of	end	user	and	ultimate	purpose	of	products	made	by	customers;

	Quantity and amount of rejected orders;

	Correspondence	with	customers	regarding	export	control;

	All	internal	assessment	and	audit	reports	of	import	&	export	control	maturity;

	Proposals	made	by	the	Trade	Compliance	Office	and	records	of	decisions	made	by	the	
Trade	Compliance	Committee;

	Prepare and maintain all records associated with particular projects that may carry some 
potential	risk	and	track	these	projects’	entire	cycle;

	Transaction	paperwork	(e.g.,	commercial	invoices;	shippers	export	declaration	(descrip-
tion	of	item(s);	export	control	classification	number;	license	number(s);	license	exception	
symbol(s);	airway	bills	and	/	or	bills	of	lading;	letter	of	credit,	etc.);

	Contracts;

	Applications	for	Export	License;

	Commodity	Classification	Records;

	Commodity	Jurisdiction	Letters	(if	exporting	to	the	United	States);

	Advisory	Opinion	letters	(if	exporting	to	the	United	States);

	Statement	by	Ultimate	Consignee	and	Purchaser;

	Accompanying	attachments,	riders,	or	conditions;
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	International	Import	Certificates;

	End-User	Certificates;

	License	Exception	Technology	and	Software	under	Restriction	(TSR)	Written	Assurances;

	AES	electronic	filing	authorization;

	Transmittal	and	acknowledgment	of	License	Conditions;

	Log	administering	control	over	use	of	Export	/	Reexport	license;

	Evidence	of	Insurance	(if	applicable);

	Certificates	of	Origin;	and,

	Internal	correspondence	regarding	export	controls.

10.4.	Trade	Compliance	Office	and	Recordkeeping

The	TCO	has	determined	that	it	will	maintain	and	keep	the	following	documents:	

	Complete	set	of	documents	regarding	ICP	export	control	process	and	appointment;

	Export	audit	form;	

	Statements	of	end	user	and	ultimate	purpose	of	products	made	by	customers;

	Quantity	and	number	of	rejected	orders;

	Correspondences	with	customers	regarding	export	control	(e.g.,	email	and	meeting	min-
utes);

	All	internal	assessment	and	audit	reports	of	import	and	export	control	maturity;

	Proposals	made	by	the	Trade	Compliance	Office	and	records	of	decisions	made	by	the	
Trade	Compliance	Committee;	and,

	Prepare and maintain all records associated with projects that may carry some potential 
risk	and	track	these	projects’	entire	cycle.
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11.	Internal	Assessment	and	Audit	
Audits	and	assessments	are	two	of	 the	most	widely	endorsed	elements	of	an	Internal	

Compliance	Program	(ICP)	among	international	corporations.	As	an	international	corporation,	
Huawei	knows	that	it	will	periodically	and	randomly	conduct	audits	and	assessments	of	its	ICP	
standard	operating	procedures,	employee	compliance	responsibilities	and	performance,	train-
ing	programs,	and	transaction	records.	Internal	and	external	audits	and	assessments	enable	the	
Company’s	ICP	administrators	to	determine	if	the	ICP	is	working	as	desired,	to	identify	aspects	
of	the	system	that	require	improvement	or	revision,	and	to	detect	and	respond	to	accidental	
violations	of	applicable	export	controls.	Because	Huawei	has	strategic	exporting	operations,	
it	increasingly	aims	to	use	both	internal	and	external	audits	and	assessments	to	ensure	that	it	
fulfills	its	obligations	of	compliance	with	all	applicable	export	control	regulations.	Huawei’s	
mid-	to	long-term	goal	is	to	continue	with	its	internal	assessments,	which	are	conducted	by	the	
Trade	Compliance	Office	(TCO),	conduct	an	internal	audit,	which	is	done	by	the	Company’s	
Audit	Department,	and	eventually	have	an	outside	actor,	such	as	consultants	or	government	
personnel,	perform	an	external	audit.	An	external	consultant	conducted	an	external	audit	of	
Huawei’s	strategic	trade	system	in	2010.	It	will	have	another	audit	completed	in	2012.

11.1. Assessment and Audit General Guidelines

The	TCO	adheres	to	the	following	guidelines	for	assessments	and	audits:

	The TCO is in charge of developing the internal assessment and audit schedule and 
module;

	Audit	teams	include	individuals	with	a	working	knowledge	of	export	controls;

	Audit	reviews	will	be	conducted	by	individuals	not	involved	in	the	daily	operations	of	
the	company’s	business	and	trade;

	Audits	will	be	conducted	annually	on	a	regular	basis,	and	also	on	a	need	be	basis;

	Regularly scheduled audits will take place at all company locations;

	TCO	will	use	checklists	as	part	of	internal	reviews	and	audits,	and	the	checklists	include	
inquiries	such	as:	

- Are	personnel	records	are	up-to-date?

- Does	staff	have	access	to	relevant	laws	and	guidance?	
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- Are	product	classifications	up-to-date?	

- Is	customer	and	end-use	information	getting	pass	along	in	a	timely	fashion?	

- Is	the	procedure	for	license	applications	working	well?	

- Are	logistics	and	other	trade	departments	properly	following	ICP	procedures	
on	shipment	verifications?	

- Are	all	necessary	documents	well-organized	and	easily	accessible?	

- Are	improvement	plans	developed	in	response	to	audit	recommendations?

- Copies	of	findings	should	be	distributed	to	appropriate	personnel	and	correc-
tive	actions	for	any	deficiencies	found	should	occur	in	a	timely	fashion.

	TCO	and	Audit	Department	will	maintain	all	records	relating	to	the	internal	ICP	assess-
ments and internal audit.

11.2. Internal and External Audits / Assessments

There	are	three	core	purposes	of	conducting	regular	audits	/	assessments	of	the	Huawei	ICP:	

	Evaluate	the	degree	to	which	compliance	procedures	and	policy	are	being	implemented;

	Identify	and	assess	ICP	deficiencies	and	to	propose	corrective	action;	and,

	Determine	if	any	inadvertent	violations	have	occurred.

11.3. Internal and External Audits/Assessments Reports

Both	internal	and	external	audit	reports	are	composed	of	the	following	sections	and	actions:

	Contents

- Executive	Summary:	Purpose,	Methodology,	Key	Findings;

- Findings	and	Recommendations:	Organized	in	Priority	Order;	and,

- Appendices:	Interview	List,	Document	List,	and	Process	Charts.

	Actions

- Conduct	post-audit	briefing	for	affected	business	units	to	discuss	audit	findings	
and	recommendations	and	in	order	to	register	inaccuracies	and/or	clarifications;

- Obtain	commitment	from	business	units	for	corrective	action	included	in	audit	
report;

- Brief	executive	management	on	audit	findings	and	recommendations;	and,

- Track	and	ensure	corrective	actions	within	the	specified	period	of	time.	
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11.4.	Trade	Compliance	Office	Audit	/	Assessment	Best	Practices	

The	Trade	Compliance	Office	(TCO)	uses	a	variety	of	mechanisms	on	a	regular	basis	to	
ensure	the	soundness	and	efficacy	of	the	ICP	system.	Because	this	evaluation	is	conducted	by	
the	TCO,	it	is	referred	to	as	ICP	assessments.	As	a	major	global	company,	Huawei’s	assessment	
mechanisms	are	designed	to	ensure	complete	compliance	with	both	internal	policies	and	pro-
cedures as well as with various national and international legal requirements. 

Presently,	Huawei	conducts	internal	assessments.		These	Assessments	are	conducted	ei-
ther	at	random	or	by	schedule.	The	second	type	of	audit	 is	an	External	Audit.	The	External	
Audit	is	conducted	by	either	the	Company’s	Internal	Audit	Department	and	/	or	by	an	external	
consultant	and/or	government	personnel.	The	Company	had	an	External	Audit	conducted	by	
CITS	in	2010.	Huawei	is	scheduling	an	External	Audit	for	2012.	

The	TCO	conducts	 focused	assessments	 frequently.	These	Assessments	are	conducted	
when	necessary,	specifically	if	a	problem	is	detected	in	the	course	of	business	transactions.	Sim-
ilarly,	if	major	changes	are	made	to	the	ICP	processes	or	policies,	an	assessment	is	conducted	
after	implementation	in	order	to	ensure	the	new	processes	work	properly	and	the	new	policies	
are implemented accordingly. 

The	TCO	conducts	internal	audits	/	assessments	in	accordance	with,	but	not	limited	to,	
the	following	guidelines:

	Review	the	Statement	of	Compliance	with	Export	Control	Regulations	and	determining	
if	it	continues	to	reflect	Huawei’s	current	business	and	legal	circumstances	and	export-
control	obligations;

	Evaluate	Huawei’s	current	ICP	organization	and	structure	and	determining	if	lines	of	ac-
countability	and	responsibility	are	transparent,	logical,	and	fit	seamlessly	into	Huawei’s	
overall	business	operations;		

	Examine	the	personnel	of	each	department	engaged	in	product,	service,	and	technical	
sales	for	compliance	with	the	export	control	regulations	and	guidelines;	

	Assess	the	transaction	records	and	determining	that	relevant	personnel	properly	identi-
fied	destinations,	customer	identities,	product	classifications,	end-uses,	end-users,	and	
countries or political entities through which the shipment would transit or transship en 
route	to	its	final	destination;

	Observe	procurement,	sales,	and	order	processing	personnel	during	a	designated	period	
to	ensure	that	they	perform	their	responsibilities	in	accordance	with	export	control	rules	
and guidelines;

	Check	product	classification	procedures	and	records	and	ensuring	that	Huawei	products	
are	properly	classified	in	accordance	with	applicable	commodity	classification	systems,	
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including	those	of	the	People’s	Republic	of	China,	the	United	States,	and	other	countries	
that	are	applicable	to	Huawei	business;

	Conduct spot checks of a given quantity of orders and documents over a past period of 
time to ensure that the documents are properly kept as required;

	Determine	 if	Huawei	 information	platforms,	 including	the	 intranet	and	any	company	
publications,	convey	all	necessary	export	control	information	to	Huawei	employees.	If	
not,	determine	how	to	modify	the	information	platforms	to	make	them	more	informative	
for employees;

	Evaluate	training	and	instructional	curricula	and	ensuring	that	it	is	up	to	date,	reflects	
Huawei’s	current	business	practices	and	circumstances,	and	incorporates	all	applicable	
export	control	requirements	and	standards;

	Assess	employee	evaluations	and	opinions	of	export	control	training	and	instructional	
activities	and	determining	if	Huawei	should	revise	the	curricula	to	better	achieve	its	ob-
jectives and increase employee learning potential;

	Interview	employees	in	order	to	evaluate	whether	or	not	they	have	developed	full	aware-
ness	of	export	control	rules	and	regulations	and	the	acquired	requisite	knowledge;

	Review past transactions and evaluating whether or not there are suspicious order 
patterns	 for	 strategic	 products,	 destinations,	 end-uses,	 and/or	 end-users	 that	Huawei	
should	address	or	be	wary	of	in	future	dealings	with	identified,	relevant	customers	and/
or end-users;

	Review the transaction records and other stored documents make determinations 
whether	or	not	any	accidental	export	control	violations	have	occurred.	If	so,	identify	the	
cause	of	the	violation	and	determine	the	necessary	course	of	action	to	correct	the	defi-
ciency	and/or	failure	within	the	ICP	system	to	ensure	that	type	of	violation	never	occurs	
again.	Consult	with	ICP	officials	and	Huawei	management	and	determine	the	appropri-
ate	course	of	action	with	respect	to	disclosing	the	violation	to	the	proper	authorities;	and,

	At	 the	 conclusion	 of	 the	 audit/assessment,	 determine	 if	 elements	 of	 the	Huawei	 ICP	
require	improvement	and/or	modification.	Formulate	a	list	of	actionable	recommenda-
tions	that	Huawei	management	should	use	to	revise	the	ICP	to	improve	its	effectiveness	
and/or	efficiency.

[See Appendix 11 for supplemental information, specifically Appendices 11.a. for the Audit Mechanism 
Schematic, 11.b. for the Audit Checklist, and Appendix 11.c. for the External Audit Schematic]
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Chapter	1	Appendix:	Statement	of	the	Management	Team
Appendix 1.a. Reward and Penalty System

Huawei	has	established	a	reward	and	penalty	system	to	ensure	all	employees	uphold	
their	obligations	to	export	control	policies	and	procedures	in	support	of	a	robust	Internal	Com-
pliance Program.

Employees	who	have	contributed	to	upholding	a	high	standard	of	export	control	prac-
tice	will	be	rewarded.	Rewards	will	include,	but	are	not	limited	to,	Company-wide	recognition	
or	a	salary	 increase.	Rewards	will	be	determined	 through	 the	respective	employee’s	annual	
evaluation.

Each	employee	has	an	obligation	to	comply	with	the	existing	standards	and	to	seek	clari-
fication	and	advice	if	he	/	she	has	a	question	about	compliance.	Any	employee	who	violates	the	
Huawei	policies	–	whether	it	is	national,	foreign,	or	international	export	controls	–	is	subject	
to	disciplinary	action.	The	Company	may	take	the	following	disciplinary	action:	dismissal	or	
demotion	and	/	or	reprimand.

The	Company’s	Reward	and	Penalty	System	is	clearly	defined	in	a	written	document.	
The	document	is	distributed	to	all	new	employees	at	the	time	of	hire,	and	it	is	included	in	the	
contracts	of	new	hires.	The	document	is	also	part	of	the	employee’s	work	folder.	

The	Trade	Compliance	Office	(TCO)	posts	an	employee’s	rewards	and/or	penalties	on	
Huawei’s	Web	site.	In	addition,	the	TCO	makes	the	information	available	in	hard	copy	at	the	
Human	Resources	Department	or	other	relevant	departments.

An	employee	who	in	the	course	of	his/her	work	commits	or	conspires	to	commit	any	
criminal	act	will	be	 referred	 to	 the	appropriate	authorities	and	will	be	prosecuted	 in	accor-
dance	with	the	applicable	criminal	law.
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Chapter	3	Appendix: 
Trade and Customs Compliance Organization
Appendix 3.a. Members of Trade and Custom Compliance Organizations 

Appointment	of	Members	of	Trade	and	Custom	Compliance	Organizations

To	enhance	Huawei’s	internal	compliance	program	and	to	prevent	violating	sanctions	/	embar-
go	regimes	relating	to	dual-use	technologies,	the	Company	established	the	Trade	and	Custom	
Compliance	Committee	(TCC)	and	two	subordinate,	supporting	offices,	the	Trade	Compliance	
Office	(TCO)	and	the	Customs	Compliance	Office	(CCO).	Upon	receiving	approval	from	the	
Company’s	CEO,	members	are	appointed	to	the	Trade	Compliance	Committee	and	the	Trade	
Compliance	Office.	As	of	2012,	the	organizations	consists	of	the	following	members:	

Organizational Membership 

Trade	and	Custom	Compliance	Committee:

Director:	Chief	Legal	Officer

Members:		

President	of	Supply	Chain	Mgmt	Dept

Director	of	PSST	Quality	and	Cost	Dept	

Director	of	Global	Government	Affairs	Dept

Director	of	Media	Affairs	Dept

President	of	Accounts	Business	Dept

President	of	Procurement	Qualification	Mgmt	Dept

Vice	President	of	Finance	Mgmt	Dept

Director	of	President	Office	of	Joint	Committee	of	Regions

Director	of	Contract	and	Negotiation	Dept

Director	of	Contract	and	Negotiation	Dept	of	Enterprise	Business	Group

Director	of	Terminal	Contract	&	Negotiation	Dept		

Secretary	of	Financing	Committee

Expert	of	Trade	Compliance	

Expert	of	Customs	Compliance	

TCC	Committee	Executive	Secretary

Director	of	Trade	Compliance	Office	 	
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Business Control

Members:

Representative(s)	from	Trade	Compliance	Office	(Legal)

Representative(s)	from	PSST	Trade	Compliance	Office

Representative(s)	from	Regional	Committees

Representative(s)	from	Supply	Chain	Management	Department

Representative(s)	from	Procurement	Qualification	Management	Department

Representative(s)	from	Enterprise	Network	Department

Representative(s)	from	Government	Affairs	Department

Representative(s)	from	Key	Account	Management

Representative(s)	from	Finance	Committee

Representative(s)	from	Device	Company

Representative(s)	from	Media	Affairs	Department

Representative(s)	from	Contract	Department

Representative(s)	from	Finance	Department

Regional Control Team

Members:

Representative(s)	from	North	America

Representatives	from	Embargoed	Countries

Representative(s)	from	Hong	Kong

Representative(s)	from	Singapore

Representative(s)	from	Other	Regions	(e.g.,	Middle	East	&	North	Africa	Area)

Customs Compliance Office (CCO)

Members:

Policy	and	Strategy	Planning	Department

China	Import	and	Export	Department

Regional Customs Compliance Managers
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Appendix	3.b.	Trade	and	Custom	Compliance	Office	Organizational	Chart 

d1

1  The Committee reports directly to the Board of Directors and is chaired by the Chief Legal Officer

Trade Compliance
Office (TCO)
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Hong Kong SAR

Others
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Chapter	4	Appendix:	 
Trade Control and Custom Compliance Training
Appendix 4.a. Huawei’s Basic Export Control Training Program

Course Content Duration Applicable Measure Schedule 

Compliance Aware-
ness and Basic 

Basic TC knowledge 
and corporate policy 
process, ICP

2hrs All employee Face to face / 
on-line

Quarterly or per 
request 

Customer Screening MK data customer 
screening 1hr Sales, Sourcing, Supply 

Chain, Finance, TC experts
Face to face / 
on-line

Quarterly or per 
request 

Product Classification 

ECCN, HTS code, En-
cryption knowledge, 
responsibility and 
process

1hr R&D, Sales, Sourcing, TC 
experts

Face to face / 
on-line

Quarterly or per 
request 

U.S. Reexport 
Applicable reexport 
policy and de-mini-
mis direction 

1hr R&D Sales, Sourcing, Supply 
Chain, Finance, TC experts

Face to face / 
on-line

Quarterly or per 
request 

Business with Embar-
go Countries Process, direction 1hr Sales, Sourcing, Supply 

Chain, Finance, TC experts Face to face Quarterly or per 
request 

Compliance Enforce-
ment Latest TC update 1hr-2hrs TC experts Face to face Quarterly or per 

Per request 
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Appendix 4.b. Huawei’s Export Control Training Log Template
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Chapter	5	Appendix:		Classification	System
Appendix 5.a. English Translation of the Product Data Management (PDM) System 

Sample

Attribute Value
Classification	type Trunk	Cable
Category Code 0412
Part Type Cable
Fulfill	RoHS Satisfied
Application	Environment Indoor
Safety	Certificate Default
Name Default
English Name Default
Adapt	Product All
ECCN EAR99
Ranking D
Commodity TBD,	TBD,	TBD

Appendix 5.b. Multilateral Export Control Regime (MECRs) Control Lists

Australia Group (AG) 
English:		http://www.australiagroup.net/en/controllists.html

Missile Technology Control Regime (MTCR) 
English:		http://www.mtcr.info/english/guidelines.html 
Chinese:		http://www.mtcr.info/english/guidetext_ch.html

Nuclear Supplier Group (NSG) 
English:		http://www.nuclearsuppliersgroup.org/Leng/02-guide.htm

Wassenaar Arrangement (WA) 
English:		http://www.wassenaar.org/controllists/index.html

Zangger	Committee 
English:		http://www.zanggercommittee.org/Seiten/default

Appendix 5.c. BIS Latest Guidance for U.S. Re-export

(Updated	on:	02/29/2012)	

The	United	States	Department	of	Commerce	regulates	exports	and	re-exports	of	“dual-
use”	items,	i.e.,	goods,	software	and	technologies	with	commercial	and	proliferation	/	military	
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applications,	through	its	Export	Administration	Regulations	(EAR).	If	you	are	outside	the	Unit-
ed	States	and	wish	to	export	or	re-export	an	item	that	is	of	U.S.	origin	or	that	has	a	U.S.	connec-
tion	(as	described	in	more	detail	in	Parts	B-D	below),	your	product	may	require	a	license	from	
the	U.S.	Department	of	Commerce’s	Bureau	of	Industry	and	Security	(BIS).	Certain	additional	
restrictions	are	also	outlined	in	part	E	below.

This overview is designed to give an understanding of our regulations and how to use 
them.	However,	nothing	provided	here	can	substitute	for	consulting	the	EAR.	The	EAR	include	
answers	to	frequently	asked	questions,	detailed	step-by-step	instructions	for	determining	if	a	
transaction	is	subject	to	the	regulations	and	how	to	apply	for	a	license.	In	using	the	EAR,	you	
may	want	to	first	look	at	Part	732	for	the	steps	you	follow	to	determine	your	obligations.

If	you	would	like	to	review	a	specific	part	of	the	EAR	referenced	in	this	document,	go	
to	the	on-line	EAR	database	on	the	Government	Printing	Office	Web	site	at	www.gpo.gov/bis

Determining whether your item is subject to the Export Administration 
Regulations. 

Your	item	is	subject	to	the	Export	Administration	Regulations	(EAR)	if	it:	

		Was	produced	in	the	United	States	(See	Part	A);	

		Is	a	foreign	made	product	that	contains	more	than	a	specified	percentage	of	controlled	
U.S.-origin	content	(See	Part	B);	

	Is	a	 foreign	made	product	based	on	certain	U.S.-origin	 technology	or	software	and	 is	
intended	for	export	(from	abroad)	to	specified	destinations	(See	Part	C);	or

	Was	made	by	a	plant	or	major	component	of	a	plant	located	outside	the	United	States,	
and	if	that	plant	or	major	component	of	a	plant	is	the	direct	product	of	certain	U.S.	tech-
nology	or	software,	and	your	product	is	intended	for	export	(from	abroad)	to	specified	
destinations	(See	Part	D).	

A. Determining whether the reexport or transfer (in-country) of a U.S.-origin item 
or a foreign-made item that is subject to the EAR requires a license from BIS. 

You	may	need	to	obtain	a	license	to	“reexport”	or	transfer	(in-country)	an	item	that	was	
produced	in	the	United	States.	A	reexport is	the	shipment	or	transmission	of	an	item	subject	to	
the	EAR	from	one	foreign	country	(i.e.,	a	country	other	than	the	United	States)	to	another	for-
eign	country.	A	reexport	also	occurs	when	there	is	“release”	of	technology	or	software	(source	
code)	subject	to	the	EAR	in	one	foreign	country	to	a	national	of	another	foreign	country.	In-
country	transfer	or	transfer	(in-country)	is	a	shipment,	transmission,	or	release	of	items	subject	
to	the	EAR	from	one	person	to	another	person	that	occurs	outside	the	United	States	within	a	
single foreign country.
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Many	items	subject	to	the	EAR	do	not	need	a	license	or	other	authorization	to	be	reex-
ported	or	transferred	(in-country).	But	certain	items	are	controlled	and	will	either	require	a	li-
cense	or	must	qualify	for	a	License	Exception.	License	requirements	apply	particularly	to	items	
controlled	by	multilateral	export	control	regimes.	In	addition,	some	destinations	and	person	
(individuals	or	groups)	are	 subject	 to	comprehensive	export	 controls,	 including	controls	on	
widely traded consumer products.

To	determine	whether	your	U.S.-origin	product	requires	a	license	you	will	need	the	fol-
lowing	three	pieces	of	information:	

	The	Export	Control	Classification	Number	 (ECCN).	Certain	 items,	notably	 those	con-
trolled	by	multilateral	export	control	regimes,	are	on	the	Commerce	Control	List	(CCL)	
(Supplement	No.	1	to	part	774	of	the	EAR)	and	are	included	in	a	specific	ECCN.	If	your	
item	is	not	on	the	CCL,	it	may	be	classified	as	EAR99.	EAR99	is	a	general	category	of	
goods and technology that encompasses many widely traded consumer and industrial 
items.	The	ECCN	in	the	CCL	will	also	tell	you	the	reason(s)	for	control.

	The	ultimate	destination	of	 the	 item.	You	will	need	to	match	the	reason(s)	 for	control	
Commerce Country Chart reference listed in the License Requirement section of the 
ECCN,	e.g.,	NS	Column	1,	NP	Column	2,	or	AT	Column	1,	with	the	country	of	ultimate	
destination	in	the	Commerce	Country	Chart	(Supplement	No.	1	to	part	738	of	the	EAR ).	
The	reason(s)	for	control,	when	used	in	conjunction	with	the	Commerce	Country	Chart,	
will	help	you	to	determine	if	a	license	is	required	to	the	ultimate	destination.	An	“X”	in	
the intersection of the reason for control column and the destination row represents a 
license	requirement.	If	you	determine	that	your	reexport	transaction	requires	a	license,	
you	should	review	the	EAR	to	determine	if	any	License	Exceptions	are	available	(part 
740	of	the	EAR).	For	general	information	on	License	Exceptions,	see	part	E	below.

	The end-user and end-use for the item. Even if you determine a license is not required 
based	on	the	ultimate	destination	(or	a	license	is	required	but	a	License	Exception	would	
apply),	you	may	need	to	apply	for	a	license	because	of	the	end-use	or	end-user.	This	is	
also the case for in-country transfers. There are certain special restrictions that apply to 
persons	(or	entities)	identified	in	the	EAR,	as	well	as	to	persons	whom	you	know	or	have	
reason	to	know	are	involved	in	weapons	proliferation	activities.	In	most	instances,	a	li-
cense	is	required	to	persons	identified	on	the	Entity	List	(Supplement	No.	4	to	part	774)	
for	the	reexport	or	transfer	(in-country)	of	all	items	subject	to	the	EAR	(i.e.,	all	items	on	
the	CCL	and	all	items	classified	as	EAR99).	There	is	a	consolidated	list	of	prohibited	or	
restricted	parties.	(see	http://export.gov/ecr/eg_main_023148.asp)

B. Determining whether your foreign-produced product that incorporates/bundles 
U.S.-origin content is subject to EAR (De Minimis Rules).

As	noted	 above,	 certain	 foreign-produced	 items	 are	 subject	 to	 the	EAR	because	 they	 
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incorporate	or	bundle	more	than	a	specified	percentage	value	of	U.S.-origin	controlled	content.	
The following steps are provided as general guidance for determining whether a foreign pro-
duced	item	(commodity,	software,	or	technology)	that	incorporates/bundles	U.S.-origin	item(s)	
is	subject	to	the	EAR	or	is	not	subject	to	the	EAR	pursuant	to	the	de	minimis	rules	in	the	EAR.	
This	general	guidance	does	not	take	into	account	specific	U.S.-origin	items	that	are	not	eligible	
for de minimis treatment. You should consult Section 734.4 and Supplement 2 to Part 734for in-
formation	on	such	items	and	guidance	on	how	to	calculate	the	percentage	of	U.S.-origin	con-
trolled content.

1. General	 guidance	 regarding	 incorporation	of	U.S.-origin	 controlled	 commodities	 into	
foreign-produced	products.	If	you	are	a	foreign	company	that	incorporates	U.S.-origin	
commodities	in	a	foreign	commodity	you	will	need	to:

a. Determine	the	classification	(ECCN)	of	the	U.S.-origin	commodities	exported	to	you.	
The	U.S.	exporter	may	be	able	to	assist	you	in	determining	the	ECCN	or	you	may	
submit	a	classification	request	to	BIS	via	SNAP-R	(free).

b.	 Determine	if	the	U.S.-origin	commodities	are	“controlled	content.”	(“U.S.	controlled	
content”	is	content	that	would	require	a	U.S.	license	if	it	were	to	be	reexported	sepa-
rately	to	the	country	of	ultimate	destination.)

c. Determine	if	the	percentage	of	U.S.-origin	«controlled	content»	is	greater	than	25%	of	
the	value	of	your	finished	foreign	product.	(For	designated	terrorist	supporting	coun-
tries	(Country	Group	E:1	in	Supplement	No.	1	to	Part	740 ),	you	need	to	determine	if	
the	U.S.-origin	“controlled	content	is	greater	than	10%	of	the	value	of	your	finished	
product.)	If	the	U.S.-origin	controlled	content	is	25%	or	less	of	the	value	of	your	fin-
ished	product	(or	10%	or	less	for	terrorist	supporting	countries),	your	foreign-made	
product	is	not	subject	to	the	EAR	pursuant	to	the	de	minimis	rules	in	Section	734.4	of	
the	EAR.

d. If	the	U.S.-origin	controlled	content	percentage	is	greater	than	25%	(or	10%	for	terror-
ist-supporting	countries),	your	product	is	subject	to	the	EAR.

If	your	product	is	subject	to	the	EAR,	you	need	to	determine	if	your	foreign-made	item	
requires	a	license,	either	because	of	the	ultimate	destination	or	the	end-use	or	end-user.	
To	do	this,	follow	the	steps	outlined	in Part	A.

2. Guidance	 regarding	 foreign	 software	 incorporating	 or	 bundled	with	U.S.-origin	 soft-
ware	and	foreign	technology	commingled	with	or	drawn	from	U.S.-origin	technology	
If	you	incorporate	U.S.-origin	software	into	your	foreign	software,	or	you	bundle	U.S.-
origin	software	with	foreign	hardware,	or	if	your	foreign	technology	is	commingled	with	
or	drawn	from	U.S.-origin	technology,	you	would	follow	a	process	similar	to	the	one	out-
lined	above.	That	process	and	a	related	one-time	reporting	requirement	for	technology	
commingling	are	set	forth	in	Section	734.4	and	Supplement	2	to	part	734	of	the	EAR.	If	
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there	is	no	fair	market	value	for	the	technology	or	software,	you	may	use	any	reasonable	
method	to	determine	the	cost	of	the	US-content,	e.g.,	production	cost	or	cost	per	line	of	
code.	You	may	run	your	method	ideas	by	us	at RPD2@bis.doc.gov

C. Determining if your foreign product is subject to the EAR because it is the 
direct product of U.S. technology or software.

Foreign-made	direct	products	of	U.S.-origin	technology	are	subject	to	the	EAR	if	they	are:

a. Intended	 for	 export	 (from	abroad)	 to	 countries	 listed	 (that	 have	 an	X)	 in	Country	
Group	D:1	or	E:1	(Supplement	No.	1	to	part	740	Supplement	No.	1	to	Part	740	);

b.	 Would	be	subject	to	national	security	controls	under	an	ECCN	on	the	CCL;	and,

c. The	U.S.-origin	 technology	 or	 software	 on	which	 the	 foreign	 product	 is	 based	 re-
quired	a	written	assurance	from	the	recipient	when	it	was	exported	from	the	United	
States.	 See	EAR	Sections	734.3(a)(4)	 and	736.2(b)(3).	Generally,	 this	would	be	U.S.-
origin	technology	or	software	that	is	subject	to	national	security	reasons	for	control.

D. Determining if your foreign product is subject to the EAR because it is the 
direct product of a plant or major component of a plant that was developed based 
on U.S-origin technology. 

The foreign-made product of such a foreign plant or major component of a plant that was de-
veloped	based	on	U.S.-origin	technology	is	subject	to	the	EAR	if:

d. The	foreign	product	is	intended	for	export	(from	abroad)	to	countries	listed	(that	have	
an	X)	in	Country	Group	D:1	or	E:1	(Supplement	No.	1	to	Part	740	);

e. The	 foreign	 product	 would	 be	 controlled	 for	 national	 security	 reasons	 under	 an	
ECCN on the CCL; and

f. If	 the	U.S.-origin	 technology	on	which	 the	plant	or	major	 component	of	a	plant	 is	
based	required	a	written	assurance	from	the	recipient	when	it	was	exported	from	the	
United	States.	See	Sections	734.3(a)(5)	and	736.2(b)(3).	Generally,	this	would	be	U.S.-
origin	technology	that	is	subject	to	national	security	reasons	for	control.

E. Determining if your foreign product that is subject to the EAR requires a 
license from BIS. 

Follow the steps in Section	A	of	this	webpage.	See	the	export	decision	tree.

F. Is your foreign product eligible for a License	Exception?

In	certain	instances,	if	your	reexport	transaction	requires	a	license,	you	may	be	able	to	use	one	
of	the	License	Exceptions	set	forth	in	part	740	of	the	EAR).	.	A	License	Exception	allows	you	to	
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reexport	an	item	without	applying	for	a	license,	provided	your	transaction	meets	all	the	terms	
and	conditions	of	the	License	Exception	and	none	of	the	restrictions	of	Section	740.2	of	the	EAR	
apply.

G. Other Considerations.

Are there any special restrictions I should know about?

You	may	not	reexport	an	item	subject	to	the	EAR	to	a	party	whose	export	privileges	have	
been	denied	by	BIS.	Information	on	parties	subject	to	denial orders is provided on this 
Web	Site.

Please	note	that	U.S.	persons	may	be	subject	to	additional	restrictions	under	the	EAR.	
See	Section	744.6	of	the	EAR.	U.S.	persons	may	also	be	subject	to	restrictions	under	other	
U.S.	Government	regulations,	such	as	those	issued	by	the	Office	of	Foreign	Assets	Con-
trol	(OFAC)	of	the	U.S.	Department	of	the	Treasury.

Items	exported	under	License	Exception	STA	may	not	be	reexported	under	License	Ex-
ception	APR.

Why should you comply with reexport license requirements?

The	Department	of	Commerce	has	enforcement	and	protective	measures	available	to	it	
to	ensure	that	recipients	of	items	subject	to	the	EAR	comply	with	the	reexport	license	
requirements	 of	 the	EAR.	 If	 the	Department	 of	Commerce	determines	 that	 you	have	
not	complied	with	these	requirements	and	restrictions,	it	may	institute	administrative	
enforcement	proceedings,	resulting	in	the	possible	imposition	of	civil	penalties	and/or	
denial	of	your	eligibility	to	receive	U.S.	exports	(part	764	of	the	EAR).	See	examples	of	
foreign companies that are on the Denied	Persons	List	(See	http://beta-www.bis.doc.gov/
index.php/policy-guidance/lists-of-parties-of-concern/denied-persons-list)

Where to apply for a reexport license?

If	your	reexport	requires	a	license	and	is	not	eligible	for	a	License	Exception,	you	may	
apply	for	a	reexport	license	electronically	through	the	Simplified	Network	Application	
Process	Redesign	(SNAP-R).	You	may	find	the	basic	 information	on	the	SNAP-R	pro-
gram on	this	Web	site.	If	you	have	not	submitted	an	application	electronically	before,	you	
must	first	obtain	a	Company	Identification	Number	(CIN).

Additional information and contacting BIS

If	you	need	help	regarding	a	 reexport	 license	application	or	product	classification	re-
quest,	or	wish	 to	obtain	other	 information	on	U.S.	export	 controls,	please	consult	 the	
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main	BIS	Web	Site	(in	English)	or	the	free on-line training .

In	addition,	you	may	contact	 the	Office	of	Exporter	Services,	Bureau	of	 Industry	and	
Security,	directly	at:

(202)	 482-4811	 -	Outreach	 and	Educational	 Services	Division	 (located	 in	Washington,	
DC)

(949)	660–0144	-	Western	Regional	Office	(located	in	Irvine,	CA)

(408)	998-8806	-	Northern	California	branch	(located	in	San	Jose,	CA)

Disclaimer

BIS	provides	this	Guidance	on	Reexports	for	information	purposes	only.	The	Guidance	does	
not	provide	an	official	interpretation	or	translation	of	U.S.	export	control	law	or	regulations.	
This	information	does	not	relieve	the	reader	of	any	duties	or	obligations	regarding	knowledge	
of	or	compliance	with	all	relevant	U.S.	export	control	laws	and	regulations	as	they	appear	in	
the	U.S.	Code	of	Federal	Regulations	and	as	modified	by	notices	in	the	Federal	Register.

This	document	is	available	at:

http://beta-www.bis.doc.gov/index.php/licensing/reexports-and-offshore-transactions	
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Chapter	6	Appendix:	The	Review	Processes
Appendix	6.a.	End-Use	Certification	and	Statement

Both the details and address: 

1. Provider______________________[supplier	entities]	

2. Reference	 number	 of	 orders_______________[purchase	 order	 reference	 number	 and	
date]

3. The	name	of	the	procurement______________________[purchaser	legal	name]	

4. Buyer	address________________________[Buyer	statutory	/	registered	address]

5. The	end-user	name______________________________[end-user	legal	name]	

6. End-user	address________________[the	statutory	end-user	/	registered	address]

Purchaser stipulates to the following regarding the end-use and end-user of purchase:

a. Chemical/Biological:  Will	 not	 be	 imported	or	 exported	 to	 be	used	 in	 the	design,	
development,	production,	stockpiling,	or	use	of	chemical	or	biological	weapons	and	
their precursors.

b. Missiles:		Will	not	be	imported	or	exported	to	be	used	in	the	design,	development,	
production,	stockpiling,	or	use	of	missiles,	rocket	systems	or	unmanned	air	vehicles	
of	any	range	or	payload.	“Rocket	systems”	include,	but	are	not	limited	to,	ballistic	
missile	 systems,	 space	 launch	vehicles,	 and	 sounding	 rockets.	 “Unmanned	 air	 ve-
hicles”	include,	but	are	not	limited	to,	cruise	missile	systems,	target	drones	and	recon-
naissance drones.

c. Nuclear:  Product	and/or	replicas*	thereof	will	not	be	used	(either	directly	or	indi-
rectly)	in	sensitive	nuclear	end-uses,	as	follows:

	▫ Nuclear	 explosive	 activities:	Nuclear	 explosive	 activities,	 including	 research	 on	
or	development	design,	manufacture,	construction,	testing	or	maintenance	of	any	
nuclear	explosive	device,	or	components	or	subsystems	of	such	a	device.

	▫ Unsafeguarded	 nuclear	 activities:	 Activities	 including	 research	 on	 or	 develop-
ment,	design,	manufacture,	construction,	operation	or	maintenance	of	any	nuclear	
reactor,	critical	 facility,	 facility	 for	 the	 fabrication	of	nuclear	 fuel,	 facility	 for	 the	
conversion of nuclear material from one chemical form to another or separate stor-
age	installation,	where	there	is	no	obligation	to	accept	International	Atomic	Energy	
Agency	(IAEA)	safeguards	at	the	relevant	facility	or	installation	when	it	contains	
any	source	of	special	fissionable	material	(regardless	of	whether	or	not	it	contains	
such	material	at	the	time	of	export),	or	where	any	such	obligation	is	not	met.
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	▫ Safeguarded	 and	 unsafeguarded	 nuclear	 activities:	 Safeguarded	 and	 unsafe-
guarded	nuclear	fuel	cycle	activities,	including	research	on	or	development,	de-
sign,	manufacture,	construction,	operation	or	maintenance	of	any	of	the	following	
facilities,	or	components	for	such	facilities	for	the:

1. Chemical processing of irradiated special nuclear or source material;

2. Production of heavy water;

3. Separation	of	isotopes	or	source	and	special	nuclear	material;	or,

4. Fabrication	of	nuclear	reactor	fuel	containing	plutonium.

d. Crime control:  Products	will	not	be	imported	or	exported	for	use	in	crime	control	
and detection commodities and end-uses.

e. Embargoes:  Products will	not	be	imported	or	exported	to	destinations	embargoed	by	
the	U.S.	government	(unless	de	minimis	exemptions	apply).

f. Denial list:	 	Product	will	not	be	 re-exported	 to	 entities	 listed	on	U.S.	government	
denial	lists:	U.S.	Dept.	of	Commerce	Denied	Persons	List,	State	Dept.	Debarment	List,	
State	Dept.	Parties	of	Non-Proliferation	Concern,	and	Treasury	Dept.	Specially	Des-
ignated Nationals List.

g. Entity	List	/	Unverified	List:		Product	will	not	be	imported	or	exported	for	use	by	the	
end-users	listed	on	the	Entity	List,	Supplement	No.	4,	Part	744	of	the	EAR	or	the	Un-
verified	List	(www.bis.doc.gov)	without	approval	from	the	U.S.	Dept.	of	Commerce.

h. Re-exports:		Written	authority	will	be	obtained	from	the	Bureau	of	Industry	and	Secu-
rity	prior	to	re-exporting	the	items	or	technology,	unless	they	are	destined	to	Canada	
or	would	be	eligible	for	export	from	the	United	States	to	the	new	country	of	destina-
tion	under	No	License	Required	(NLR)	based	on	the	Country	Chart.

i. Maritime Nuclear Propulsion Projects:		Products	will	not	be	imported	or	re-export-
ed	to	be	used	in	the	design,	development,	production,	construction,	support	or	main-
tenance	of	a	maritime	nuclear	propulsion	project;	including	any	machinery,	devices,	
components	or	equipment	specifically	developed	or	designed	for	use	in	such	plants	
or facilities.

j. Terrorism:		Products	will	not	be	imported	or	exported	for	use	by	or	for	persons	who	
commit,	threaten	to	commit,	or	support	“terrorism”.	The	term	“terrorism”	means	an	
activity	that:

	▫ Involves	a	violent	act	or	an	act	dangerous	to	human	life,	property	or	infrastruc-
ture; and

	▫ Appears	to	be	intended:

	▫ Intimidates	or	coerces	a	civilian	population
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	▫ Influences	the	policy	of	a	government	by	intimidation	or	coercion;	or

	▫ Affects	the	conduct	of	a	government	by	mass	destruction,	assassination,	kidnap-
ping,	or	hostage-taking.

k. General Order No. 3:	According	to	Huawei’s	General	Order	No.	3,	products	will	not	
be	 imported	or	 exported	 for	use	 in	 any	 transaction	 in	which	any	of	 the	 following	
named	entities	will	act	as	purchaser,	intermediate	consignee,	ultimate	consignee	or	
end-user	of	items:	Mayrow	General	Trading	and	related	entities	as	follows:	Micatic	
General	Trading;	Majidco	Micro	Electronics;	Atlinx	Narinco;	Farrohj	Nia	Yaghmaei,	
a.k.a.,	Farrokh	Nia	Yaghmayi;	H.	Ghasir;	Akbar	Ashraf	Vaghefi;	Neda	Overseas	Elec-
tronics LLC; Mistafa Salehi

l. Restrictions:	Products	will	not	be	used,	sold,	resold,	delivered	or	retransferred,	di-
rectly	or	indirectly	contrary	to	U.S.	export	control	regulations.	
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Appendix 6.b. Trade Compliance Review Form

First Part: Project Summary (Filled by AR: __________________)

Rep.	Office Date

Project Director/Company ID/
Contact

Project Name and Volume

Project	Name:

Project	Code:

Project	Volume:
	Not	greater	than	5	million	USD	(including	capacity	expansion,	
network	consolidation,	rectification,	maintenance,	services,	etc.)
	New	network,	new	operator	license,	Turnkey	Project,	or	volume	
exceeds	5	million	USD

Payment	methods:						(leave	blank	if	unknown)			

A	Monitoring	or	Interception	Project?		Yes			No

Second Part: Customer Information Review (Filled by AR: __________________)

Customer Information
Registered	Name:
Registered	Address:
Country:

End-user Information

Description:	If	the	Customer	resells	the	equipment	to	other	custom-
ers,	please	fill	the	blank	below	with	the	information	of	the	End-user.	
Registered	name:

Registered	Address:

Country:

Supporting documents re-
lated to Customer / End-user 
information

(please	provide	documents	related	to	certificate	of	business	registra-
tion,	articles	of	association	and	ownership	structure	of	Customer/
End-user)

End-use

Does	the	business	scope	of	the	customer/end-user,	or	the	end-use	of	
the	products	involve	in	the	following	areas?
Nuclear   Biological			Chemical   Missile  
Other military areas   Non-applicable
Detailed	Explanation:

ATB

Any	update	regarding	the	above	information	during	ATB? 
Yes  No  
If	yes,	write	down	the	update	below:		

ATC

Any	update	regarding	the	above	information	during	ATC? 
Yes   No  
If	yes,	write	down	the	update	below:
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Third	Part:	Legal	Review	(Filled	in	by:	Legal	Counsel	at	ATC;	Trade	Compliance	Officer	of	Rep.	
Office	at	other	stages)

Restricted Lists

Is	the	Customer/End-user	listed	in	any	Restricted	Lists?	If	yes,	
which	list(s)?

If	yes,	please	give	the	detailed	restricted	measures	against	the	Cus-
tomer/End-user:

“Red Flags” Investigation

Could	the	information,	such	as	the	company	address	and	financial	
status,	of	the	Customer/End-user	be	known	through	normal	com-
mercial	channels?
Yes   No
Explanation:
Is	the	Customer	willing	to	supply	the	information	such	as	the	End-
user	or	end-use	of	the	Products?
Yes   No
Explanation:
Does	the	Customer/End-user	need	general	installation,	commission-
ing	services,	or	other	standard	after-sales	services?
Yes   No
Explanation:
Do	the	features	of	the	products	ordered	and	the	Customer/End-
user’s	business	scope	match,	or	satisfy	the	ultimate	purposes	they	
have	stated?
Yes   No
Explanation:
Are	the	payment	methods	and	currencies	advised	by	the	Customer/
End-user	in	conformity	with	business	usage/practice?
Yes   No
Explanation:

ATB

Any	new	advice	regarding	the	above	information?	
Yes   No   Non	Applicable
If	yes,	write	down	your	new	advice	below:

ATC

Any	new	advice	regarding	the	above	information?	
Yes   No   Non	Applicable
If	yes,	write	down	your	new	advice	below:
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Fourth Part: Product Information (Filled by SR: __________________)

Products Information
ATB

Description:	Products	Information	is	crucial	for	identification	of	
Sensitive	Products	and	de	minimis	calculation,	which	determines	
whether or not the Project is legally compliant.

(please	enclose	BOQ)

ATC (please	enclose	BOQ)
Contract 
Amendment (please	enclose	BOQ)

Fifth	Part:	Product	Analysis	(Filled	by	Product	Specialist	of	Trade	Compliance)

ATB
1.	Identification	of	Sensitive	Products
2.	De	Minimis	Calculation

ATC
1.	Identification	of	Sensitive	Products
2.	De	Minimis	Calculation

Amendments 1.	Identification	of	Sensitive	Producte	Minimis	Calculation
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Chapter	8	Appendix:	 
Information	Technology	and	Management	Safeguards
Appendix	8.a.	Guidance	for	Subsidiaries	and	Foreign	Offices	and	Operations

The	following	principles	serve	as	the	guidelines	for	subsidiaries	and	foreign	offices	and	opera-
tions:	

	The	success	of	a	company’s	ICP	depends	in	part	upon	the	extent	to	which	subsidiaries	
are	fully	integrated	into	the	parent’s	ICP	and	play	an	active	role	in	ICP	operation;

	The	Trade	and	Custom	Compliance	Committee	and	the	Trade	Compliance	Office	shall	
develop	ICP	policies	and	guidance	for	subsidiary	units	and	overseas	offices;

	The	related	subsidiary	unit	and	foreign	office	should	have	a	designated	ICP	observer;

	The	Company’s	Trade	Compliance	Offices	should	provide	 instructions	 to	subsidiaries	
via	access	to	the	parent	firm’s	export	control	experts	or	training	resources;	and,

	The	Company	should	actively	assist	subsidiaries	in	creating	their	own	additional	ICPs	
and	should	conduct	periodic	audits	of	subsidiary	ICPs	to	ensure	company-wide	nonpro-
liferation compliance.

Appendix 8.b. Strategic Trade and Technology Control (STTC) Terms

1. Commerce Control List (CCL):  A	list	of	goods	and	technology	regulated	by	the	Depart-
ment	of	Commerce	through	the	Export	Administration	Regulations	(EAR).	Items	on	this	
list	are	marked	for	dual-use,	which	means	that	they	are	commercial	goods	that	could	be	
used	for	military	purposes.	The	CCL	is	found	in	Supplement	1	to	part	774	of	the	Export	
Administration	Regulations	(EAR).

2. Deemed Export:  Occurs	when	technology	or	software	source	code	is	released	or	trans-
mitted	to	a	Foreign	Person	within	the	People’s	Republic	of	China	including	through	a	
discussion	with	a	foreign	researcher	or	student.	(e.g.,	an	export	of	technology	or	informa-
tion	to	a	Foreign	National	within	the	People’s	Republic	of	China).

3. De Minimis:  Defines	when	the	U.S.-origin	content	of	a	commodity	that	is	made	of	both	
U.S.	and	foreign	materials	is	sufficiently	small	that	the	commodity	will	not	be	deemed	
to	be	of	US	origin	and	will	not	be	subject	to	the	export	control	restrictions	set	forth	in	the	
EAR.	When	U.S.	content	is	above	the	de minimis	threshold,	the	incorporation	of	that	con-
tent	into	a	commodity	may	subject	that	commodity	to	U.S.	export	controls,	even	if	that	
content	is	not	itself	subject	to	U.S.	export	controls.	Foreign	produced	products	are	subject	
to	export	and	re-export	controls	under	the	EAR	if	they	contain	more	than	the	de minimis 
(calculated	as	a	certain	percentage	of	the	dollar	value)	of	U.S.	origin	controlled	content.	
If	a	foreign	produced	product	contains	only	a	small	percentage	of	U.S.	content,	the	EAR	
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will not apply. Presently the de minimis	percentage	for	Cuba,	North	Korea,	Sudan,	Syria	
and	Iran	is	10%,	and	it	is	25%	for	all	other	destinations.

4. Dual-use:  These	are	items	listed	on	the	Commerce	Control	List	(CCL),	the	Wassenaar	
Arrangement’s	Dual-use	Control	List	(especially	Category	5),	and	the	Chinese	govern-
ment’s	relevant	orders	on	dual-use	technologies	(e.g.	Order	No.	96).	Generally	these	tech-
nologies	and	goods	are	commercial	in	nature	but	could	be	used	for	military	purposes.

5. Embargoes and Sanctions:  An	embargo	or	sanction	is	a	government	order	that	restricts	
commerce	or	exchange	–	including	exports	–	with	a	specified	country.	An	embargo	is	cre-
ated	as	a	result	of	unfavorable	political	or	economic	circumstances	between	nations.	The	
restriction	looks	to	isolate	the	country	and	create	difficulties	for	its	government,	forcing	
it	to	act	on	the	underlying	issue.	An	embargo	may	restrict	all	commerce	and	exchange	
with	a	country	 (which	 is	called	a	comprehensive	embargo),	or	 target	 the	exchange	of	
specific	goods	(which	is	called	a	partial	embargo;	e.g.,	a	strategic	embargo	prevents	the	
exchange	of	any	military	goods).	The	terms	“embargo”	and	“sanctions”	are	used	inter-
changeably.	However	the	U.S.	Department	of	Treasury	issues	“sanctions”,	whereas	both	
the	Departments	of	Commerce	and	State	issue	“embargoes”.	The	Department	of	Com-
merce	often	uses	both	terms	in	its	communications.

6. End-use:  A	detailed	description	of	how	the	ultimate	consignee	intends	to	use	the	com-
modities	being	exported.

7. End-user:  The	person	abroad	that	receives	and	ultimately	uses	the	exported	or	re-ex-
ported	items.	The	end-user	is	not	a	forwarding	agent	or	intermediary,	but	may	be	the	
purchaser or ultimate consignee.

8. Export	Control	Classification	Number	(ECCN):		A	reference	number	in	a	series	of	refer-
ence	numbers	that	China’s	Ministry	of	Commerce	(MOFCOM)	and	the	US	Department	
of	Commerce	(DOC),	etc.,	has	assigned	to	various	products	considered	to	be	dual-use	
items	that	are	subject	to	export	controls	administered	by	the	Department	of	Commerce.

9. Export Controls:  National	laws	that	regulate	the	export	of	sensitive	(i.e.	military	or	de-
fense)	 items,	 technologies,	 equipment,	 software,	 chemical	 and	 biological	 agents,	 and	
related	 information	 and	 services.	 Export	 controls	 are	 also	 designed	 to	 protect	 “short	
supply”	resources,	prevent	human	rights	violators	from	obtaining	and	misusing	crime	
control	equipment,	or	to	support	other	aspects	of	foreign	relations	or	national	security	
policy.	In	the	US,	several	federal	government	agencies	are	involved	in	implementing	ex-
port	controls;	the	three	with	primary	responsibility	are	the	Departments	of	Commerce,	
State and Treasury.

10. Foreign National:  Any	person	who	is	not	a	lawful	permanent	resident	of	the	People’s	
Republic	of	China.	It	also	means	any	foreign	corporation,	business	association,	partner-
ship,	trust,	society	or	any	other	entity	or	group	that	is	not	incorporated	or	organized	to	
do	business	in	China,	as	well	as	international	organizations,	foreign	governments.
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11. Sensitive Item:  An	item	concerned	with	or	held	vital	to	national	security	by	reason	of	
dealing	with	highly	restricted	information	and	materials;	demanding	or	intended	to	be	
treated with a high degree of discretion and unquestioned loyalty.

12. Technology:  Any	specific	information	and	know-how	(whether	in	tangible	form,	such	
as	models,	prototypes,	drawings,	sketches,	diagrams,	blueprints,	manuals,	software,	or	
in	intangible	form,	such	as	training	or	technical	services)	that	is	required	for	the	develop-
ment,	production,	or	use	of	a	good,	but	not	the	good	itself

Appendix 8.c. Strategic Trade and Technology Control (STTC) Links to Key 
Regimes

Dual-use Goods and Technologies

Wassenaar Arrangement (WA):		The	Arrangement	contributes	to	regional	and	interna-
tional	 security	 and	 stability	 by	 promoting	 transparency	 and	 greater	 responsibility	 in	
transfers of conventional arms and dual-use technologies and goods. Participating states 
exchange	 information	on	 imports	 and	exports	on	a	voluntary	basis,	 so	 as	 to	 assist	 in	
developing	common	understandings	of	the	risks	that	may	be	associated	with	transfers	
of	these	items.	For	dual-use	technologies	and	goods,	information	will	be	exchanged	on	
the	basis	of	control	lists	agreed	upon	by	the	participating	states.	Participating	states	ex-
change	information	on	a	global	basis	(i.e.	no	state	or	group	of	states	is	singled	out	for	
special	 treatment).	The	decision	whether	or	not	 to	grant	a	 license	remains	at	national	
discretion.

Appendix 8.d. Foreign National Strategic Trade and Technology Control (STTC) 
Systems

The United States 

Department of Commerce (DOC):		The	Bureau	of	Industry	and	Security	(BIS)	is	the	prin-
cipal	agency	regulating	export	controls	in	the	U.S.;	BIS	is	responsible	for	implementing	
and	enforcing	 the	Export	Administration	Regulations	 (EAR).	The	Export	Administra-
tion			Regulations	(EAR),	Export	Administration	Act	(EAA),	and	Commerce	Control	List	
(CCL)	constitute	the	principal	legal	and	regulatory	basis	for	US	dual-use	trade	controls.

Department of State (DOS):  Directorate	of	Defense	Trade	Controls	(DDTC)	is	charged	
with	controlling	 the	export	and	the	 temporary	 import	of	defense	articles	and	defense	
services	covered	by	the	U.S.	Munitions	List	(USML)	via	the	International	Traffic	in	Arms	
Regulations	(ITAR).	The	Arms	Export	Control	Act	(AECA),	International	Traffic	in	Arms	
Regulations	(ITAR),	and	US	Munitions	List	(USML)	constitute	the	principal	legal	and		
regulatory	basis	for	US	controls	on	trade	in	arms	and	military	equipment.
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Department of Treasury (DOT):		the	Office	of	Foreign	Assets	Control	(OFAC)	restricts	
transactions	with	foreign	countries	that	have	sanctions/embargoes	enacted	against	them	
as	well	as	controls	the	ability	to	engage	in	transactions	with	certain	entities	or	individu-
als.	OFAC	also	developed	the	“Specially	Designated	Nationals”	or	SDNs,	which	is	a	list	
of	individuals	and	companies	owned,	controlled,	or	acting	for	or	on	behalf	of	targeted	
countries.	The	list	includes	individuals,	groups,	and	entities	designated	under	programs	
that	are	not	country-specific.

Japan

Ministry	 of	 Economy,	 Trade,	 and	 Industry	 (METI)	 website:	 The	 website	 contains	
information	on	the	Japanese	STTC	system	and	contact	information	for	METI	officials.

Several	laws,	orders,	and	lists	constitute	the	principal	legal	and	regulatory	basis	for	Ja-
pan’s	Strategic	Trade	Control	System	including	the	Foreign	Exchange	and	Foreign	Trade	
Law,	especially	Chapter	VI,	Articles	47-53,	the	Export	Trade	Control	Order,	the	Foreign	
Exchange	Order,	and	the	Foreign	End	User	List.

European Union 

European	Council	Regulation	No.	1334/2000	

EU	harmonized	 list	of	controlled	dual-use	 items	and	 technologies	and	 its	 subsequent	
amendments.  

These	 two	documents	 constitute	 the	principal	 legal	and	 regulatory	basis	 for	dual-use	
trade	controls	 in	 the	EU.	 	The	Company	realizes	 that	many	 trade	compliance	experts	
view	the	EU	harmonized	control	list	as	the	emerging	international	standard	for	national	
export	product	control	lists,	so	the	Company	monitors	the	list	and	updates	its	intranet	
accordingly. 

Appendix 8.e. External Links to Strategic Trade and Compliance Information and 
Updates

1. ExportControl.org 
http://www.exportcontrol.org/

2. China	Arms	Control	and	Disarmament	Association	(CACDA) 
http://www.cacda.org.cn/english/export/INDEX.ASP	

3. The	University	of	Georgia’s	Center	for	International	Trade	and	Security	(CITS/UGA)	 
http://www.uga.edu/cits/
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4. Stockholm	International	Peace	Research	Institute	(SIPRI)	 
http://www.sipri.org/	

5. James	Martin	Center	for	Nonproliferation	Studies	(CNS)	 
http://cns.miis.edu/	

6. International	Chamber	of	Commerce	(ICC) 
http://www.iccwbo.org/incoterms/id3045/index.html

7. World	Customs	Organization	(Harmonized	Commodity	Description	and	Coding	System	 
http://www.wcoomd.org/home_wco_topics_hsoverviewboxes_hsoverview_hsharmo-
nizedsystem.htm 
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Chapter	11	Appendix:	Internal	Assessment	and	Audit
Appendix 11.a. Huawei’s Audit Mechanism Schematic
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Appendix 11.b. Company Internal Audit Checklist

1. Are	written	procedures	established	to	verify	ongoing	compliance?

2. Is	 there	 a	 qualified	 individual	 (or	 auditing	group)	designated	 to	 conduct	 internal	 re-
views?

3. Is	there	a	schedule	for	reviews?

4. Is	there	a	description	of	the	review	process?

5. Is	a	review	module	or	self-assessment	tool	used?		If	yes,	does	the	review	tool	evaluate:

a. Corporate	management	commitment	in	all	aspects	of	the	review--not	just	the	Written	
Policy	Statement	Element?

b.	 Formalized,	written	ICP	procedures	compared	to	operational	procedures?

c. A	set	of	questions	for	each	Element	in	the	ICP	written	program	to	verify	compliance?

d. Accuracy	and	conformity	of	export	transaction	documents?

e. Maintenance	of	documents,	as	required	in	the	written	ICP	program.

f. Correct	authorization	used?

g. Are	export	control	screens	documented?

h. Whether	there	is	a	current,	accurate	product/license	determination	matrix	consistent	
with	the	current	applicable	Chinese	and	foreign	regulations?

i. Whether	there	is	a	flow	chart	of	the	order	processing	system	that	clearly	communi-
cates	export	control	screens?

j. Whether	there	is	a	procedure	to	stop/hold	transactions	if	problems	arise?

k. Whether	all	key	export-related	personnel	are	interviewed?

l. Whether	there	are	clear	and	open	communications	between	all	export-related	divi-
sions?

m. How	is	the	performance	of	export	control	checks	verified	on	a	daily	basis?

n. Does	it	include	sampling	of	the	completed	screens	performed	during	the	order	pro-
cessing?

o. Whether	export	control	procedures	and	ICP	manuals	are	consistent	with	regulatory	
changes	that	have	been	published?

p. Whether	the	company’s	training	module	and	procedures	are	current	with	regulatory	
changes?

6. Is	there	a	written	report	of	each	internal	review?
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a. Are	there	written	results	of	the	review?

b.	 Is	the	appropriate	manager	notified	if	action	is	needed?

c. Are	internal	reviews	performed	annually,	every	six	months,	quarterly,	etc.?

d. Are	spot	checks/informal	self-assessments	performed?

e. Are	they	documented?

7. Is	there	evidence	of	a	conflict	of	 interest	between	the	reviewer	and	the	division	being	
reviewed?

8. Is	a	history	maintained	of	reviews	to	monitor	repeated	deficiencies?

9.	 Is	there	a	“best	practice”	that	should	be	shared	with	other	divisions	in	the	company	to	
improve	effectiveness	and	efficiency	of	export	controls	and	promote	consistency	of	pro-
cedures?

10.	Are	other	Departments	aware	of	their	export	control-related	responsibilities,	i.e.,	 legal	
dept.,	human	resources,	information	management.,	etc.)
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Appendix 11.c. External Audit Schematic
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http://www.huawei.com/en/about-huawei/newsroom/press-release/hw-089738

-motorola.htm 

Motorola Solutions and Huawei Issue Joint Statement  

[CHICAGO, Ill. – 13 April 2011] Motorola Solutions, Inc. (NYSE: MSI) and 

Huawei Technologies Co., Ltd. announced today that they have entered into 

an agreement to settle all pending litigation between the two parties pending 

the satisfaction of certain conditions. For its part, after further review of the 

matter, Motorola Solutions has agreed to withdraw its claims and dismiss, 

with prejudice, Huawei as a defendant in the Motorola v. Lemko, et al. 

litigation pending in the Chicago federal district court. For its part, Huawei 

has agreed to withdraw its claims and dismiss, with prejudice, its lawsuit 

against Motorola Solutions and Nokia Siemens Networks (NSN) in the 

Chicago federal district court and to resolve its claims against Motorola 

Solutions and NSN by entering into an agreement that allows Motorola 

Solutions to transfer its commercial agreements with Huawei to NSN for a fee, 

and allows NSN to receive and use Huawei confidential information to 

service the networks Motorola deployed worldwide using Huawei's products 

and technologies.  

 

In 2000, Motorola and Huawei entered into an important, successful 

commercial relationship during which Motorola resold certain Huawei 

products under the Motorola name. Over the next ten years, Motorola 

purchased $880 million in technology from Huawei that covered core 

networks and radio access networks.  

 

"We regret that these disputes have occurred between our two companies. 

Motorola Solutions values the long-standing relationship we have had with 

Huawei. After reviewing the facts, we decided to resolve these matters and 

return to our traditional relationship of confidence and trust. I am pleased that 

http://www.huawei.com/en/about-huawei/newsroom/press-release/hw-089738-motorola.htm
http://www.huawei.com/en/about-huawei/newsroom/press-release/hw-089738-motorola.htm


   
 

we can again focus on having a cooperative and productive relationship," said 

Greg Brown, President & CEO of Motorola Solutions.  

 

"Throughout our decade long relationship with Motorola Solutions, Huawei 

has contributed cutting edge technology to Motorola Solutions for use around 

the globe. Huawei provided Motorola's experts and counsel with source code 

and millions of documents. Huawei acted properly and above board at all 

times and developed its products independently and without the use of any 

Motorola trade secrets. With the resolution of these cases, and the 

misunderstandings put to rest, Huawei is pleased to move forward with its 

efforts to provide innovative solutions to its customers," said Guo Ping, Vice 

Chairman of the Board and Executive Vice President of Huawei. 

 

About Motorola Solutions  

 

Motorola Solutions is a leading provider of mission-critical communication 

products and services for enterprise and government customers. Through 

leading-edge innovation and communications technology, it is a global leader 

that enables its customers to be their best in the moments that matter. 

Motorola Solutions trades on the New York Stock Exchange under the ticker 

"MSI." For ongoing news, please visit our media center or subscribe to our 

news feed. 

 

Forward Looking Statement  

 

This press release contains "forward-looking statements" within the meaning 

of applicable federal securities laws. These statements are made pursuant to 

the safe harbor provisions of the Private Securities Litigation Reform Act of 

1995 and generally include words such as "believes", "expects", "intends", 

"anticipates", "estimates", and similar expressions. We can give no assurance 



   
 

that any future results or events discussed in these statements will be achieved. 

Any forward-looking statements represent our views only as of today and 

should not be relied upon as representing our views as of any subsequent date. 

Readers are cautioned that such forward-looking statements are subject to a 

variety of risks and uncertainties that could cause our actual results to differ 

materially from the statements contained in this release. Many of these risks 

and uncertainties cannot be controlled by Motorola Solutions and include, but 

are not limited to the satisfaction of the conditions to the settlement. A 

detailed description of other risks and uncertainties affecting Motorola 

Solutions is contained in Item 1A of Motorola Solutions' 2010 Annual Report 

on Form 10-K and in its other filings with the Securities and Exchange 

Commission (SEC). These filings are available for free on the SEC's website 

at www.sec.gov and on Motorola Solutions' website at 

www.motorolasolutions.com. Motorola Solutions undertakes no obligation to 

publicly update any forward-looking statement or risk factor, whether as a 

result of new information, future events or otherwise.  
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1.0 Introduction 

 

Adherence to laws and ethics by each – employee of the Company (the “Employee”, 

collectively, the “Employees”) is one of the solid bases that ensures the Company's long-term and 

sound development. After studying the cases that have happened in the Company and the global 

environment in which the Company operates, and discussing in depth what regulations with which 

our employees should comply while conducting business activities, we has developed the  

Employee Business Conduct Guidelines (BCG). BCG provides guidance and assistance for us to 

comply with laws and ethical standards. 

The BCG is general business conduct guidelines to which all Employees should adhere. In 

addition to  the BCG, Employees should comply with other rules of the Company, departments 

that Employees work for and business industries that Employees are engaged in. If there are any 

internal rules and regulations of the Company that conflict with the BCG, the BCG takes 

precedence. The world is constantly changing, and business of the Company and the world are 

undergoing continuous development. As a result, new ethical and legal issues continue to emerge. 

There is no single guideline that fits every situation. Company will regularly review and update 

the BCG. As new issues emerge, the BCG or specific business rules may have new interpretations 

and applicability within the scope of their basic principles. If you have any doubt as to the 

interpretation or applicability of the BCG or business rules, consult your manager. If you feel that 

your manager cannot provide clarification, or you are doubtful of the answers provided by your 

manager, you or your manager can consult the Employee Relations Department of Huawei Human 

Resources Department by mail at BCGinquiries@Huawei.com.  

The Company’s business is global. BCG is developed to be  compliant with the local laws 

of the countries where Company does business. However, the laws, regulations and religious 

customs vary significantly from country to country.Therefore, if any item in the BCG is in conflict 

with local  mandatory provisions of law, regulation or religion, Employees should adhere to those 

mandatory provisions. 

BCG is applicable to all Employees who are contracted with Shenzhen Huawei Investment & 

Holding Co., Ltd. or any of its directly or indirectly controlled subsidiaries (for the purposes of 
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this document the “Company” shall mean the legal entity, among these companies, with which the 

Employee establishes an employment relationship). For other personnel, relevant business 

departments can refer to and use the BCG. BCG is very important to the Company. Each employee 

should sign, learn, understand and comply with the requirements in the BCG. Any violations of the 

BCG will be subject to appropriate  disciplines (including the termination of the employment 

contract, pursuit of legal liability, etc.). 

If you discover any behaviorthat violates the BCG, please submit an allegation through the 

following channels:  

NOTES: BCG complain/Huawei 

Email: BCGcomplain@Huawei.com 

 

Company will investigate allegations and will not  allow threats or  retaliation toward 

employees who make the allegations.  

Human Resources Department owns the interpretation and regular maintenance of the BCG. 

 

 

2.0 Basic Guidelines 

 

All Employees shall keep their commitments, adhere to BCG, work honestly, be diligent in 

the job and avoid fraud. Every Employee should adhere to the following guidelines： 

 Be honest and reliable in all business activities and relationships of the Company. 

 Comply with laws and regulations that are applicable to the Comany and provide 

guidance to the Company's business operations. 

 Protect and appropriately use assets of the Company and respect intellectual property 

rights of others. 

 Protect the Company’s and appropriately manage conflicts between corporate and 

private interests. 

 Treat with respect and fairness the differences in cultures and religious beliefs of 

mailto:BCGcomplain@huawei.com
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customers, suppliers, business partners, and employees from all over the world. 

 

3.0 Internal Business Conducts 

3.1 Maintaining Work Environment 

3.1.1 Prohibiting Discrimination or Harassment 

Company does not allow the following conducts in the workplace: 

 Discrimination in regard to race, color, religion, gender, age, national origin, genetics, 

disability or other factors unrelated to  legitimate business interests. 

 Sexual harassment in word or deed. 

 Inappropriate comments, jokes, or behaviors. 

 

3.1.2 Prohibiting Illegal Conduct 

The following conduct is prohibited because it may be illegal or have an adverse impact on 

the workplace environment:   

 Threat. 

 Violent behavior. 

 Conduct in the workplace that creates, encourages, or permits intimidation or an 

offensive environment. 

 The possession of weapons of any type. 

 The possession, use, distribution, or sale of illegal drugs or other controlled substance, 

except for approved medical purposes. 

3.1.3 Prohibiting Alcoholic Beverages 

Employees should not be on Company premises or in the Company workplace  if they are 

under the influence of or affected by illegal drugs, controlled substances used for non-medical 

purposes, or alcoholic beverages. Consumption of alcoholic beverages on Company premises is 
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not permitted.  

 

3.2 Protecting Company's Assets 

Company has a large variety of assets that consist of tangible (physical) and intangible assets 

(proprietary information). Company's intellectual property, especially the technology and business 

secrets are the most important assets of the Company. They are the output of the hard work of all 

Company employees. Protecting all of these assets is critical. Their loss, theft, or misuse 

jeopardizes the future of the Company. Employees are responsible for protecting the Comany's 

tangible assets, intellectual property, technology secrets, business secrets, and other intangible 

assets. Moreover, Employees should be alert to any exposures of the Company assets. They should 

report to their direct manager or the appropriate department any abnormal situation that may come 

to light. 

There have been significant instances where the Company's physical or intellectual property 

assets were used illegally or without authorization. In some of these instances, certain individuals 

(including former Huawei employees) have been prosecuted for such activities, and have been 

found criminally liable for their participation in the theft of Company assets. 

 

3.2.1 Physical Assets 

Company's physical assets, such as facilities, equipment, systems, corporate credit cards, and 

supplies, must be used only when conducting business on behalf of the Company or for purposes 

authorized by management of the Company. 

 

3.2.2  Information and Communication Systems of the Company 

The Company's information and communication systems, including  the Company’s 

connections to the Internet, are vital to Company's business. Company has the right to monitor its 
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information and communication systems to ensure that they are secure. Any inappropriate use of 

Company’s systems is a misuse of Company’s assets. 

 Employees can use information and communication systems  only to conduct business 

on behalf of the Company or for other incidental purposes authorized by management of 

the Company. 

 Without authorization, Employees should not use  information and communication 

systems to visit websites that are irrelevant to their work.  

 Employees are responsible to ensure that the use of information communication systems 

is appropriate for proper purpose. It is also inappropriate to use information and 

communication systems  in a manner that interferes with another employee’s 

productivity or the productivity of others.  

 

3.2.3 Proprietary Information of the Company 

Proprietary information is information that is owned by the Company, including information 

in databases. Proprietary information includes such things as the Company's technical or scientific 

information relating to current and future products, services or research; business or marketing 

plans or projections; earnings and other financial data; personnel information including executive 

and organizational changes; software in object or source code form; and consultancy deliverables, 

documents, and training materials that are obtained by the Company from a third party such as a 

consulting company. This information, particularly the Company’s confidential information, gives 

Company a competitive advantage in the marketplace. Company would be damaged if it's 

proprietary information is disclosed without authorization, or is used by competitors or others in 

the industry. 

 

3.2.3.1 Employees must adhere to the Company’s information security policies. Without 

authorization, Employees should not disclose proprietary information, or use the information 

outside of the Company. No matter whether the proprietary information is developed by an 

employee, Employee must preserve the confidentiality of the information, even after the employee 
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leaves the Company. 

 

3.2.3.2 Employees should be careful to avoid the inadvertent disclosure of the Company’s 

proprietary information. To avoid inadvertent disclosure, never discuss with any unauthorized 

person proprietary information that the Company considers confidential or that Company has not 

made public. Furthermore, an Employee should not discuss such information even with authorized 

Employees if in the presence of others who are not authorized,  for example, at a trade show 

reception or in a public area, such as an airport, or when using a cellular or wireless telephone or 

an electronic bulletin board or database. Employees should also not discuss such information with 

family members or with friends, who might innocently or unintentionally pass the information on 

to someone else. 

 

3.2.3.3 A harmful disclosure may start with the smallest leak of bits of information. Fragments of 

information that employees disclose may be pieced together with fragments from other sources to 

form a fairly complete picture. 

 

3.2.4 Intellectual Property Rights of the Company 

The Company's intellectual property rights include, but are not limited to patents, trademarks, 

copyrights, business secrets and other information. Employees should adhere to corporate policies 

concerning intellectual property rights and information security, protect and legally use corporate 

intellectual property. 

Employees assign to the Company all of their rights and interests in intellectual property that 

they developed while they are employed as managers, technicians, product planners, programmers, 

scientific researchers, trainers, educators, or in other professional capacities. The intellectual 

property includes such things as ideas, inventions, designs, computer programs and technical 

documents that relate to the Company's actual or anticipated business, research or development or 

that are suggested by, or result from, work or tasks employees perform for, or on behalf of, the 

Company. Employees must report the intellectual property to the Company. 
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While employed by the Company Employees must adhere to the following: 

 Before developing new products or services or using new products or service names, 

employees must determine whether this development or use may give rise to any issue of 

intellectual property rights. 

 Before applying for patents, employees should seek advice from the Intellectual Property 

Rights Department of the Company and provide that department with copies of any patents 

that have been applied for or obtained.  

 Before the patents are obtained by the  Intellectual Property Rights Department of the 

Company, Employees should not introduce or disclose information about the new products or 

services.  

 If Employees believe that their ideas, inventions, computer programs or other materials 

neither fall within the business scope of the Company's actual or anticipated business 

interests, nor resulted from, nor was suggested by, any of their work assignments in the 

Company, they should discuss it with the Intellectual Property Rights Department. 

 

3.2.4.1 Participation in External Standards Organizations 

Before Employees participate or commit the Company in any external standards organization 

or activity, employees must receive approval from management of the Company and advice from 

departments that manage intellectual property rights and standards. Employees who participate in 

standards-related activities must accept the following responsibilities:  

 Understand and comply with the commitments that they and the Company have to the 

standards organization. 

 Understand the responsibility to protect the Company’s intellectual property rights, 

especially when making a commitment or a contribution to an organization. 

 Avoid conflicts of interests. 

 

3.2.4.2 Open Source Software 

Involvement with Open Source Software may potentially lead to a conflict of interests with 

Company and the inappropriate transfer of the Company's Intellectual Property rights. Therefore, 
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Employees involved with or who want to use Open Source Software are required to consult with 

their management and the Intellectual Property Rights Department, and to comply with the 

Company's regulations and requirements for the participation/involvement of Open Source 

Software activities.  

 

3.2.4.3 Handover before Leaving the Company 

If Employees leave the Company for any reason, they must return all Company’s property, 

including, but not limited to, documents and media that contain proprietary information, and they 

may not disclose or use proprietary information.  the Company's ownership of intellectual 

property that Employees created while the employed by the Company continues after Employees 

leave the Company. When leaving the Company, employees cannot take away or use any 

Company assets, documents, codes, technologies and other proprietary information, even though 

they were generated or created by the Employees while they were employed by the Company.  

 

3.3 Recording, Reporting and Retaining Information 

Employees must record and report all information accurately and honestly. Every Employee 

records information of some kind and submits it to the company. For example, a product engineer 

fills out a product test report; a sales representative completes a sales report; an accountant records 

revenues and costs; an R&D person prepares a research report; and a customer service engineer 

completes a service report. 

 

3.3.1  One very important report that many Employees use is the expense account. Employees 

are entitled to reimbursement for reasonable expenses, but only if those expenses were actually 

incurred. To submit an expense account for any expense not incurred or for any expense not used 

for business is dishonest  and prohibited.  

 

3.3.2  Under relevant laws,  Company is required to maintain books and records reflecting the 

Company's transactions. It is essential that these books and records are accurate. It is strictly 
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prohibited to provide dishonest reporting to management, monitoring departments, or auditors.  

 

3.3.3  Employees must ensure that they do not make false or misleading statements in external 

financial reports, environmental monitoring reports, and other documents submitted to or 

maintained for government agencies, or status reports on contracts, particularly in situations where 

the Company is selling goods or providing services to a government client. Dishonest reporting 

can lead to civil or criminal liability for Employees or the Company.  

 

3.3.4  Employees must also comply with the Company policies of records management and 

retain or dispose documents properly. The policies apply to information in any media, including 

hard copy and electronic records （such as e-mail）.  

 

3.4 Personal Information and Property 

3.4.1 Personal Information 

Company and individuals authorized by the Company collect and maintain personal 

information that relates to Employees' employment. Company is a global organization with 

business processes, management structures, and technical systems that cross country borders, 

Employees acknowledge that, to run its business, Company may transfer personal information 

about them as an Employee to any of the countries where the Company does business. The access 

to Employees' personal information is restricted to people with a need to know. 

Employees who have access to personal information should not disclose the information 

without prior approval from management.  

 

3.4.2 Personal Property 

Personal items, messages or information that Employees consider private are not advisable to  

be placed or kept anywhere in the Company workplace, such as in telephone systems, office 
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systems, electronic files, desks, cabinets, lockers, or offices. Management of the Company has the 

right to access those areas and any other Company furnished facilities. Additionally, in order to 

protect its employees and assets, the Company may ask to search an Employee's personal property, 

including briefcases and bags, located on or being removed from Company locations; the 

Employee is expected to cooperate with such a request. Employees, however, should not access 

another Employee's work space, including electronic files, without prior approval from 

management.  

 

4.0 External Business Conducts 

 

Employees must be ethical and lawful in all of business dealings whether they are selling, 

buying, or representing the Company in any other capacity. Company is engaged in a variety of 

business relationships with other companies, organizations, and individuals, including customers, 

authorized business partners, alliance companies and original equipment manufacturers, 

government departments, etc. No matter what type of organization Employees are dealing with or 

what its relationship is to the Company, Employees should always observe the following general 

standards. 

 

4.1 Authority to Make Company Commitments 

Company's contract signing processes and delegation mechanisms are designed to help the 

Company protect its assets and provide the appropriate controls needed for the Company to run its 

business effectively with Company clients, business partners, suppliers, and other third parties.  

Employees should not make any oral or written commitments that create a new agreement or 

that will modify an existing Company agreement with a third party without compliance with 

appropriate processes or approval from the appropriate organizations of the Company.  
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4.2 Avoiding Misrepresentation 

Honesty based on clear communication is integral to ethical behavior. The resulting 

trustworthiness is essential to forming and maintaining sound, lasting relationships. While 

conducting external business, Employees should not make misrepresentations or dishonest 

statements to anyone. If an Employee believes that the other person may have misunderstood 

him/her, the Employee should promptly correct the misunderstanding. 

 

4.3 Dealing with Suppliers 

In deciding among competing suppliers, the Company weigh the facts impartially to 

determine the best supplier for its interests. Employee should do so whether Employees are in a 

purchasing job, a local office, or any other part of the business--and whether employees are buying 

many or just a few.  

 

4.3.1 Whether or not Employees are in a position to influence decisions involving the evaluation 

or selection of suppliers, Employees must not exert or attempt to exert influence to obtain "special 

treatment" for a particular supplier. Even to appear to do so can undermine the integrity of our 

established procedures. Employees should not enter into transactions with suppliers based on 

nepotism, especially a supplier owned or managed by a family member or close friend of an 

Employee. If an Employee's family member or closed friend is involved in a beneficial 

relationship with one of the Company's suppliers, the Employee should proactively report and 

avoid transactions with that supplier. 

 

4.3.2 Prices and other information submitted by suppliers and the Company's evaluation of that 

information are confidential to the Company. Employees and former employees may not use any 

of this information outside of the Company without written permission from management. It is 

essential that suppliers competing for the Company's business have confidence in the integrity of 

our selection process.  
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4.4 Competing in the Field 

Company will compete vigorously for business. If Employees are involved in marketing or 

service activities, Company expects Employees to compete not just vigorously and effectively, but 

lawfully and ethically as well. 

It is Company's policy to sell products and services on their merits. False or misleading 

statements and innuendoes about competitors, their products, or their services are improper. Such 

conduct only invites complaints from clients and competitors. Be sure that all comparisons to 

competitors and their products and services are substantiated, and that they are complete and 

accurate whenever they are made.  

 

4.5 Relationships with Other Organizations 

4.5.1 Business Contacts with Competitors 

Employees may often meet, talk and attend the same industry or association meetings with 

competitors. These contacts are perfectly acceptable as long as established procedures are 

followed. Acceptable contacts include sales to other companies in the same industry and purchases 

from them; approved participation in joint bids; and attendance at business shows, standards 

organizations and trade associations. 

 In all contacts with competitors, do not discuss pricing policy, contract terms, costs, 

inventories, marketing and product plans, market surveys and studies, production plans and 

capabilities--and, of course, any other proprietary or confidential information. 

 Discussion of these subjects or collaboration on them with competitors can be illegal. If a 

competitor raises any of them, even lightly or with apparent innocence, Employees should 

object, stop the conversation immediately, and tell the competitor that under no 

circumstances will they discuss these matters. If necessary, Employees should leave the 

meeting. 
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4.5.2 Relationships with Government and Government Employees 

Government departments may procure products or services from Company. When dealing 

with the government, Employees must be aware of, and adhere to, the relevant laws and 

regulations that apply governmental procurement.  

Employees must be careful when dealing with the government. Employees must not give 

money to an official or an employee of a governmental entity if doing so could be reasonably 

construed as having any connection with the Company's business relationship.  

 

4.5.3 Contacts with Media, Judicial Personnel and Others 

 Without authorization of relevant department of the Company, Employees should not accept 

interviews or visits from journalists, consultants, etc., or answer their questions about the 

Company. 

 Without authorization, Employees should not speak out or release information on news media, 

nor attend public activities, on the Company's behalf.  

 If Employees receive a request for information on the Company's business from a lawyer, 

judicial personnel, an investigator, or law enforcement officials, Employees should refer the 

request to the Legal Affairs Department of the Company; requests from government officials 

or agencies should be referred to the Government and Public Relations Department of the 

Company.  

 

4.6 Respecting Intellectual Property Rights Owned by Others 

It is Company's important policy to respect the intellectual property rights owned by others. 

Employees should understand and comply with local laws and regulations about business secrets, 

proprietary information, or other intellectual property rights; respect the intellectual property 

rights owned by others; and avoid penalty or punishment against individuals or Company due to 

improper use of intellectual property rights owned by others.  
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4.6.1 Information Owned by Others 

Other companies and organizations, like the Company, have intellectual property that they 

want to protect, including confidential information. Other companies and organizations are 

sometimes willing to disclose and allow others to use their proprietary information for business 

purpose. If receiving another party's proprietary information, Employees must proceed with 

caution to prevent any accusations that Company misappropriated or misused the information 

owned by others. If necessary, Employees should seek guidance from the Intellectual Property 

Rights Department of the Company.  

    Without authorization from a third party and approval from Company, Employees should not 

bring into Company any proprietary information or other intellectual properties owned by a third 

party or use them in Company’s business.  

Employees should comply with any agreement signed between Company and a third party 

relating to the protection of confidential information, and adhere to such agreements while 

working for the Company and after leaving the Company.  

 

4.6.2 Receiving Information that May Be Confidential or Have Restrictions on Its Use 

To avoid the risk of the Company being accused of misappropriating or misusing someone's 

confidential or restricted information, Employees should carefully deal with the information once 

another party's confidential or restricted information is legally in Employees' possession. 

Employees must not use, copy, distribute, or disclose that information unless Employees do so in 

accordance with the terms of the agreement. If Employees possess information that they believe 

may be confidential to a third party or may have restrictions on its use, Employees should consult 

immediately with the Legal Affairs Department of the Company.  

 

4.6.3 Acquiring Software Owned by Others 

Employees must ensure that the use of third-party software is legal and authorized and 
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complies with terms and conditions in license agreements.  

 Before accepting software, access software or data on a network or signing a license 

agreement, Employees must follow established procedures that may include a review with 

Legal Affairs Department of the Company. 

 If Employees acquire software for their personally owned equipment, they should not use 

such software in any development work they do for Huawei, install such software on any 

Company-owned computer system, or generally bring such software onto the Company’s 

premises. 

 

4.6.4 Using Trademarks Owned by Others 

Company and many other companies have trademarks (including words, names, symbols, 

logos, or devices) that are used to identify and distinguish the company's products and services. 

Trademarks consist of registered trademarks and unregistered trademarks.  

In the countries and regions where we are doing business, Employees must acknowledge and 

appropriately use the trademarks of other companies. Specifically, Employees should always 

ensure that the use of trademarks comply with the trademark use policy regulated by the 

trademark owners. Employees should consult Intellectual Property Rights Department of the 

Company for questions on the proper use of a trademark.  

 

4.7 Gifts and Amenities  

Gifts offered by employees of different companies vary widely. They can range from widely 

distributed advertising novelties of nominal value, which you may give or accept, to bribes, which 

you unquestionably may not give or accept. Gifts include not only material goods, but also 

services, promotional premiums, and discounts. 

Employees should not give or accept gifts and business amenities that exceed normal value. 

The following are the Company's general guidelines on giving and receiving gifts and business 

amenities.  
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4.7.1 Business Amenities 

Employees may give or accept common and customary business amenities, such as meals, 

provided the expenses involved are kept at a reasonable level and are not prohibited by law or 

known client, business partner, or supplier business practice. 

Frequent acceptance of business amenities may influence Employees' objective judgment on 

behalf of the Company. Employees must carefully deal with invitations to meals and amenities 

offered by other companies. If Employees feel that some invitations are inappropriate, they should 

turn down the invitations or pay on their own.  

 

4.7.2 Restrictions on Receiving Gifts 

Employees must not take bribes or participate in any activities that may be interpreted as 

bribery. 

Neither Employees nor their family members can accept gifts that could influence the 

Company's business relationships. 

It is prohibited to directly or indirectly solicit gifts or benefits from organizations that have 

business relationship with the Company. 

It is prohibited to accept any kickbacks, commissions, tips, etc. 

In some special cases, if employees cannot reject the offered money or non-customary gifts, 

employees must immediately report this to their manager and hand in the received money or gifts.  

 

4.7.3 Prohibition on Receiving Referral Fee, Commission or Compensation 

   In Company, only the Procurement Department can refer suppliers or partners to clients and 

other companies or organizations, such as referring Company authorized distributors, Company 

authorized dealers, software organizations or financing institutions. Employees should not make 

referral without authorization or accept any referral fee, commission, or other compensation for 

referral.  



 

 

Employee Business Conduct Guidelines（V1.0） Internal Use 

 

2012-9-22 华为机密，未经许可不得扩散 第 20 页, 共 26 页 

 

4.7.4 Adhering to Laws and Customs of Gift Giving 

Company requires all Employees to adhere to all applicable local laws, regulations, and 

customs regarding gift giving. Employees should not offer money or high-value gifts to managers 

or employees of suppliers, clients or any other organizations that could influence or reasonably 

give the appearance of influencing the Company's business relationship with that organization. 

However, Employees can give common-value gifts that are compliant with laws or known client, 

business partner, or supplier business practices.  

 

4.8 Complying with Laws 

Company conducts a global business, and Employees come from different countries. It is the 

Company’s policy to comply with local, regional, or economic community laws; international 

practices; and agreed upon standards. These laws or standards involve investment, trade, import 

and export, foreign exchange, labor, environment, contract, consumer protection, intellectual 

property right, accounting, tax, etc.  

 

4.8.1 Competition Laws 

Laws governing competition exist in most of the countries where Company does business. 

Company's policy is to comply with these laws in these countries and regions. Employees 

must adhere to the Company's business conduct guidelines and legal requirements under 

competition laws. Any concerns should be directed to the Legal Affairs Department of the 

Company.  

 

4.8.2 Import and Export Laws 

Company is a global business with import and export business in most of the world's 

countries. Employees, who are engaged in import and export activities, should be aware of import 
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and export laws, regulations, requirements, and export control laws, and must not violate any of 

these laws. A failure to comply with these laws can result in fines, penalties, loss of import or 

export privileges, and/or even criminal liabilities for the Company. 

Employees should not take advantage of import and export business operations to smuggle 

goods, whether goods of the Company or personal goods.  

 

4.8.3 Environmental Protection Laws 

Company is committed to environmental protection and complies with environmental laws 

and regulations where applicable. Each Employee should comply with environmental protection 

laws and Company's environmental protection policies, enhance environmental protection 

awareness, make environmental protection a habit, and to become a protector rather than a 

destroyer of the environment. 

If Employees are involved in work that affects the environment, such as measuring, recording, 

or reporting discharges and emissions into the environment or handling hazardous wastes, 

Employees must be sure to comply with environmental regulations and permits and ensure that 

reports are accurate and complete.  

 

4.8.4 Accounting and Financial Reporting Laws 

Each Employee must adhere to the following guidelines:  

 Follow financial reporting laws and regulations. 

 Understand and adhere to these rules if the Employee has responsibility for or any 

involvement in these areas. 

 Never assist others in improper accounting or making false or misleading financial reports. 

 Record and report all information accurately and completely; and never assist anyone in 

recording or reporting any information inaccurately or in a way that is misleading. 

 Never provide advice to anyone outside of the Company, including clients, suppliers, and 

business partners about how they should record or report their own revenues, expenses, costs, 
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and other assets and liabilities. 

Violations of laws associated with accounting and financial reporting can result in fines, 

penalties, and imprisonment. If Employees become aware of any accounting or financial reporting 

irregularities, they must immediately communicate such information to Comapny through internal 

complaint channels of the Company. 

 

5.0 Personal Conduct 

Activities in Employees' work and life should not conflict with their duties as employees of 

the Company. Employees cannot abuse resources and influence in the Company to damage the 

Company's good reputation.  

5.1 Avoiding Conflicts of Interest 

Company respects each Employee’s private life. However, a conflict of interest arises if the 

activities of an employees may damage Company’s interests, or an employee takes advantage of 

the Company's resources and influence for personal benefits. Employees must avoid the 

possibility of any conflict of interest. The most common types of conflicts are addressed here to 

help you make an informed decision.  

5.1.1 Assisting a Competitor 

An obvious conflict of interest is to provide assistance to competitors of the Company of any 

current or potential product or service offering. Employees may not, without Company's written 

consent, work for such competitors in any capacity, such as an employee, a consultant, or member 

of its board of directors, or provide any services or information to competitors.  

5.1.2 Competing Against the Company 

No Employee, as an individual, may sell products or services that  compete with Company's 

current or potential product offerings in any manner. If an Employee cannot clearly judge whether 

the activities in which they are engaged are in conflict with interests of the Company, the 
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Employee must consult with his manager or the Legal Affairs Deptment of the Company before 

conducting such activities.  

5.1.3 Work for Suppliers of the Company 

Unless approved in advance by senior management, an Employee may not be a supplier to 

the Company; represent a supplier to the Company; work for a supplier to the Company; or act as 

an employee of, consultant to or board member of a supplier. In addition, Employees may not 

accept money or benefits of any kind for any advice or services they may provide to suppliers in 

connection with their business with the Company.  

5.1.4 Using Company’s Time and Assets 

Employees may not perform non-Company work or solicit such business on Company 

premises or while working on Company time. Also, Employees are not permitted to use Company 

assets, including equipment, telephones, materials, resources or proprietary information for any 

outside work.  

 

5.1.5 Abusing Influence in Company 

Employees should not abuse their positions or influence in Company to facilitate or assist 

their or others' activities. Without Company's authorization or approval, Employees should not 

conduct surveys, negotiations, contract signings, tendering and bidding, auctions, etc., or provide a 

guarantee or authentication for themselves or others in the name of the Company or Employees of 

the Company. 

 

5.1.6 Participating in Part-time Jobs 

  A part-time job may detract from an Employee’s work at the Company, negatively influence 

their professional judgment, or negatively impact their ability to fulfillment their employment 
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obligations to the Company. A part-time job may infringe on the Employee’s work schedule and 

Company resources. Therefore, Company usually does not allow Employees to participate in 

part-time jobs. If Employees have such concerns or requirements, they should inform their 

managers in advance and get approval from the Company. 

 

5.1.7 Personal Financial Interests 

Employees should not have a financial interest in any organization with which the Company 

does business or competes, if that interest represents a conflict of interest with the Company. Such 

organizations include, but are not limited to, suppliers, competitors, clients, and distributors.  

It may be that an Employee’s spouse, or another who is close, is a competitor of or supplier to 

the Company or is employed by a competitor or supplier. While everyone is entitled to choose and 

pursue a career, such situations call for extra sensitivity to security, confidentiality and conflicts of 

interest. The closeness of the relationship might lead to inadvertently compromising Company's 

interests. If an Employee encounters such a situation, he should inform the Company  to assess 

the nature and extent of any concerns and how these concerns can be resolved. In some instances, 

a change in the job responsibilities of one of the people involved may be necessary.  

 

5.2 Using Inside Information and Insider Trading 

In the course of performing duties for the Company, Employees may become aware of 

information about the Company or other companies that has not been made public. Employees and 

their family members must not utilize such inside information to obtain financial benefits as this is 

unethical, and may be a violation of law. 

Employees and their family members must avoid the following: 

 Utilize inside information about the Company or other companies to obtain financial benefits. 

 Evade these guidelines by investing in the name of another.  

 Disclose inside information to anther person, including Employees, who do not need to know. 
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5.3 Participating in Political Activities or Community Activities 

Employees' participation in political activities or community activities should not infringe on 

their Company schedule, assets, or resources; influence the fulfillment of their job duties; or 

influence their professional judgment. These activities may be misunderstood as being identified 

with the Company, which may reflect negatively impact on the Company. 

Company is a business oriented company. Therefore, without authorization, an Employee 

must not, in the name of the Company or as an employee of the Company, participate in any 

political activities, voice any political opinions, or participate in any community activities. If 

Company is negatively impacted by such activities, the Employee must resign from the Company 

to avoid any further conflict of interest. 

5.4 Guidelines of Personal Ethical Practices 

5.4.1 The personal ethical practices of Employees directly influence the Company's image and 

reputation. It is difficult to imagine that a person with bad ethical practices can accept key position 

with the Company and gain the trust of customers and colleagues. Employees should not conduct 

any activities that violate ethical standards or local laws, which may  negatively impact 

Company's reputation.  

 

5.4.2 Employees may often pass through customs due to overseas business travel. Therefore, they 

must understand and adhere to local laws and regulations related to smuggling and contraband 

goods, in order to avoid violations. For example, in some countries, carrying ivory, diamonds, 

animal fur, or gold through customs may result in criminal liabilities.  

 

5.4.3 In addition to adherence to local laws and regulations, Employees must understand and 

respect local religious beliefs and customs and avoid any religious offensive. 
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I confirm that I have carefully read and fully understand the 

contents of the BCG, and will comply with them. 

 

 

 

Signature: 

Identity Number:  

Employee ID: 

Date: 

 



Exhibit L 

Affidavit of David He, Huawei Technologies USA, Inc., et al. v. United States, 
No. 4:19-cv-00159 (E.D. Tex.)



   

IN THE UNITED STATES DISTRICT COURT 
FOR THE EASTERN DISTRICT OF TEXAS 

SHERMAN DIVISION 

Huawei Technologies USA, Inc.,  
and  
Huawei Technologies Co., Ltd., 

Plaintiffs, 

§ 
§ 
§ 
§ 
§ 
§ 
§ 

 

v. 

The United States of America,  

Emily Webster Murphy, Administrator of 
the General Services Administration,  

Alexander Acosta, Secretary of Labor,  

Alex Azar II, Secretary of Health and 
Human Services, 

Betsy DeVos, Secretary of Education,  

Sonny Perdue, Secretary of Agriculture,  

Robert Wilkie, Secretary of Veterans 
Affairs,  

and  

David L. Bernhardt, Secretary of the 
Interior,  

in their official capacities, 

Defendants. 

§ 
§ 
§ 
§ 
§ 
§ 
§ 
§ 
§ 
§ 
§ 
§ 
§ 
§ 
§ 
§ 
§ 
§ 
§ 
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Civil Action No. 4:19-cv-00159 

 

AFFIDAVIT OF DAVID HE 

1. My name is David He. I am President of Huawei Technologies USA, Inc. 

(“Huawei USA”). I am over the age of 18 and am competent to make this declaration. The facts 
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set forth in this declaration are based on my personal knowledge, except where otherwise 

indicated. If called as a witness, I could and would testify competently to these statements. 

2. I am submitting this declaration in support of Plaintiffs’ summary judgment 

motion in the above-captioned case. 

3. As President of Huawei USA, I am the primary person responsible for managing 

the daily operations of the company and the overall resources of the company, and making major 

corporate decisions for the company. 

4. Huawei USA markets and sells telecommunications products and equipment 

produced by Huawei Technologies Co., Ltd. (“Huawei Technologies”; together with Huawei 

USA, “Huawei”)—including products (such as routers and layer 3 switches) that are capable of 

routing or redirecting user data traffic. Huawei Technologies does not itself sell products or 

equipment in the United States; only Huawei USA does so. 

5. Huawei USA is a corporation organized under Texas law. It markets and sells 

products exclusively in the United States, and, in doing so, is bound to comply with, and seeks to 

comply with, the laws of the United States. Huawei USA has its own financial statements and 

plans. It also has its own employees—226 employees as of April 30, 2019—who are based in the 

United States, and who Huawei USA is responsible for paying, based on its own income and 

assets. As of that same date, approximately 90% of these employees were U.S. citizens or 

permanent residents who were hired directly by Huawei USA, rather than individuals hired by 

Huawei Technologies in China who were living and working temporarily in the United States. 

Because Huawei USA is legally separate from and in these respects operates independently of 

Huawei Technologies, Huawei USA’s legal obligations are distinct and independent of the legal 

obligations of Huawei Technologies, and economic injury to Huawei USA’s operation in the 
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United States will be directly borne by Huawei USA, including its employees. Among other 

things, if Huawei USA loses customers and business as a result of the 2019 NDAA, Huawei 

USA will be forced to reduce the size of its workforce, which will directly impact Huawei 

USA’s employees. 

6. I am aware that, on August 13, 2018, the President signed into law the John S. 

McCain National Defense Authorization Act for Fiscal Year 2019, Pub. L. 115-232, 132 Stat. 

1636 (Aug. 13, 2018) (“2019 NDAA”), and that section 889 of the 2019 NDAA expressly 

restricts federal agencies, federal government contractors, and federal grant and loan recipients 

from obtaining and/or using certain Huawei telecommunications equipment on and after the 

Act’s effective dates.  

7. I am also aware that, in the period surrounding the NDAA’s enactment, members 

of Congress repeatedly asserted that Huawei is a potential tool of the Chinese government, that 

Huawei is untrustworthy, and/or that Huawei’s products pose a security risk to the United States. 

I became aware of this information through media outlets and by speaking with Huawei 

customers, employees, and others. 

8. In recent years, Huawei USA has done business or attempted to do business with 

numerous federal government contractors. Based on this past record, Huawei USA anticipates 

continuing to attempt to market and sell telecommunications equipment and products, including 

routers and layer 3 switches, to federal government contractors.  

9. However, my understanding is that, beginning on the effective date of section 

889(a)(1)(B) of the 2019 NDAA, federal government contractors who use Huawei routers and 

layer 3 switches covered by the 2019 NDAA will no longer be eligible to enter into, or receive 

extensions or renewals of, contracts with executive agencies. 
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10. Based upon my review of publicly available records, I am aware that the value of 

the market for federal government contracts is approximately $440 billion per year. See Ex. A 

(Nat’l Contract Mgmt. Ass’n et al, Annual Review of Gov’t Contracting, at 2 (2016 ed.)). 

11. Based upon my 21 years of business experience and my interactions with others 

in the telecommunications industry, including current and prospective Huawei USA customers, 

entities that do or seek to do business as government contractors are likely to forego purchases of 

covered Huawei equipment and services to avoid losing the ability to participate in this large 

market for federal contracts under section 889. 

12. Potential Huawei customers can also purchase routers or layer 3 switches from 

Huawei competitors, including competitors that are either headquartered in China, conduct 

research and manufacturing operations in China, or sell products in the United States that are 

manufactured in China.  These include Ericsson Corporation (“Ericsson”), Nokia Corporation 

(“Nokia”), Cisco Systems, Inc. (“Cisco”), Hewlett Packard Enterprise Co. (“HPE”), Juniper 

Networks, Inc. (“Juniper”), Arista Networks, Inc. (“Arista”), D-Link Corporation (“D-Link”), 

and Lenovo Grp. Ltd. (“Lenovo”). My understanding is that if federal contractors purchase 

routers, layer 3 switches, or other telecommunications equipment or services from these 

companies, they will not lose their ability to seek federal contracts after section 889(a)(1)(B)’s 

effective date. 

13. In recent years, Huawei USA has also done business or attempted to do business 

with numerous recipients of federal government grants or loans. Based on this past record, 

Huawei USA anticipates continuing to attempt to market and sell telecommunications 

equipment, including routers and layer 3 switches, to federal grant and loan recipients. 
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14. However, my understanding is that, beginning on section 889(b)(1)’s effective 

date, federal grant and loan recipients will no longer be able to use federal grant or loan funds to 

procure or obtain Huawei routers and layer 3 switches.  

15. Based upon my review of publicly available records, I am aware that the value of 

federal grants to state and local government alone totaled nearly $697 billion in fiscal year 2018, 

and is expected to total nearly $750 billion in fiscal year 2019. See Ex. B (White House Office of 

Management and Budget, Historical Tables § 12, Table 12.1 (2019)). 

16. Based upon my 21 years of business experience and my interactions with others 

in the telecommunications industry, including current and prospective Huawei USA customers, 

entities that rely or seek to rely on federal grants and loans for their funding are likely to forego 

purchases of covered Huawei USA equipment and services to avoid losing the ability to continue 

to participate in this large market for federal funding under section 889.  

17. Section 889 has also impacted Huawei USA’s existing contracts. In the period 

surrounding the NDAA’s enactment and after, numerous Huawei USA customers, or customers 

who have purchased Huawei equipment through Huawei resellers, have sought to return Huawei 

equipment potentially covered by section 889 that had already been delivered to them pursuant to 

existing contracts and purchase orders, have sought to cancel their payment obligations for such 

equipment, and have sought to justify their attempts to void their contractual obligations by 

reference to the NDAA and/or the allegations made against Huawei in connection with the 

enactment of that statute. 

18. For example, one customer with an existing contract with Huawei USA had taken 

delivery of multiple units of Huawei equipment, and Huawei USA had sent the customer 

invoices totaling nearly $100,000. However, after the 2019 NDAA had been proposed in 
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Congress and was being debated, this customer sought to return the equipment and avoid the 

purchase obligations. The customer specifically asserted that the equipment was “unfit for use” 

in its telecommunications business, because the U.S. government had “effectively blacklisted, 

banned, or warned of security and foreign government espionage threats inherent in Huawei 

equipment.” And the customer referred directly to testimony critical of Huawei that was 

incorporated in the legislative findings accompanying the House version of the 2019 NDAA. Ex. 

C at 1 (H.R. 5515, § 880(a)(13)-(14) (as passed by the House, May 24, 2018) (citing Senate 

testimony)). 

19. Section 889’s effects on Huawei USA extend even beyond those described above.

Customers and potential customers have expressed concern to me about whether Huawei will 

continue to operate in the United States, in light of U.S. government actions against the 

company, including the enactment of section 889. For customers who are telecommunications 

carriers in particular, this kind of concern is a strong disincentive to doing business with Huawei, 

because such companies rely on Huawei to service equipment once it is installed, and to provide 

updates to and replacements for components that are part of their networks. Other customers 

have expressed concerns, again based in part on U.S. government actions like section 889, that if 

they install Huawei equipment, they will be subject to harassment by the U.S. government. 

Customers who have expressed these concerns include customers who are not government 

contractors or federal grant or loan recipients, and customers who would seek to purchase from 

Huawei equipment that may not be capable of routing or redirecting user data traffic, and may 

not allow visibility into user data packets. 
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20. As a result of these multiple impacts on Huawei USA’s business, I believe that

section 889 poses a genuine threat to Huawei USA’s ability to continue to do business in the 

United States. 

Case 4:19-cv-00159-ALM   Document 29-6   Filed 05/28/19   Page 7 of 8 PageID #:  582



Pursuant to 28 U.S.C. § 1746, I declare under penalty of perjury that the foregoing is true 

and correct. 

Executed on: May 1 7, 2019 
Davi e 
President, Huawei USA 

- 8 -

Case 4:19-cv-00159-ALM   Document 29-6   Filed 05/28/19   Page 8 of 8 PageID #:  583



     

 

 

 

 

 

 

 

 

 

 

EXHIBIT A 

HE AFFIDAVIT, EXHIBIT A
Page 9

Case 4:19-cv-00159-ALM   Document 29-7   Filed 05/28/19   Page 1 of 8 PageID #:  584



ANNUAL
OF GOVERNMENT CONTRACTING

EDITION

REVIEW

HE AFFIDAVIT, EXHIBIT A
Page 10

Case 4:19-cv-00159-ALM   Document 29-7   Filed 05/28/19   Page 2 of 8 PageID #:  585



Table of Contents

Introduction i
About NCMA ii
About Deltek ii
10-Year Spending 1
Fiscal Year 2015 Top 25 Agencies by Reported Spending 3
Hot/Cold Markets: Top Five Agencies by Highest Percentage of 
Growth from Fiscal Year 2014 to 2015, and Top Five Agencies with 
Biggest Percentage Decrease in Spending from Fiscal Year 2014 to 
2015

5

Fiscal Year 2015 Top States by Total Spend (with percentage change 
from previous year and break out of civilian and defense spend in each 
state)

7

Fiscal Year 2015 Spending in the Top 10 Market Segments—Civilian/
Defense Breakout

10

Five-Year Spending Trends Within Top Five Market Segments 12
Trend of Seasonality of Buying Across Top Five Market Segments 
(peak months for spending)

14

Hot/Cold Markets: Top Five PSCs for Percentage Growth and Decline 
From Fiscal Year 2014 to Fiscal Year 2015

21

Five-Year Trend of Dollars Awarded Via Competitive Procurements 23
Five-Year Trend of Spend by Contract Type 26
Trends in the Numbers of Bid Protests Filed 30
Five-Year Trends in Bids Posted on FedBizOpps 31
Trend in Average Number of Bids Received Per Award 32
Growth/Decline: Top Five IDIQ Contract Vehicles by Percentage of 
Growth From Fiscal Year 2014 to Fiscal Year 2015, and the Top Task 
Order Contracts with the Biggest Percentage of Reduced Spending

33

Fiscal Year 2015 Top Task Order Contracts (Non-Schedule/non-GWAC 
by Reported Spending on Tasks Awarded in 2015) (showing civilian 
and defense obligations)

35

Five-Year Trend for GWAC Obligations 36
Fiscal Year 2015 Reported Spend of All GWACs 38
Five-Year Trend for GSA Schedule Sales 40
Fiscal Year 2015 Top GSA Schedule Contracts 41
Hot/Cold Markets: Top Five SINs by Percentage of Growth From 
Fiscal Year 2014 to Fiscal Year 2015, and the Top SINs With Biggest 
Percentage of Reduced Spending

44

HE AFFIDAVIT, EXHIBIT A
Page 11

Case 4:19-cv-00159-ALM   Document 29-7   Filed 05/28/19   Page 3 of 8 PageID #:  586



2016 Annual Review of Government Contracting

Top 15 Large Business Primes (By Fiscal Year 2015 Reported 
Obligations)

47

Top 15 Small Business Primes (By Fiscal Year 2015 Reported 
Obligations)

49

Five-Year Trend of Number of Contractors With Federal Obligations 51
Five-Year Trend of Small Business Spending by Set-Aside Status 
(Including Governmentwide Goal Achievement)

53

10-Year Trend in Number of Active 1102, 1105, and 1106s (Contracting 
Professionals) (Including Comparison of Defense* vs. Civilian)

55

Five-Year Trend in 1102, 1105, and 1106 Hires 60
Length of Service of 1102s 64
10-Year Trend of Average Number of Reported Spend and 
Contract Actions Per 1102

66

State and Local Government
10-Year State and Local Spending Trend 68
10-Year State and Local Spending by Government Type 69
10-Year State and Local Spending by State 70
10-Year State and Local Spending by Vertical 73
Five-Year Solicitation Overall Trend With Seasonality 75
2015 Solicitations by Government Type 77
2015 Solicitations by State 78
State and Local Government—2015 Solicitations by Vertical 
(2015 and Beyond: Pre-Solicitation Leads by Vertical)

80

Top 20 Vendors by Number and Value of Purchase Orders for 2015 81
GSA Schedule 70 Distribution for 2015 (By SIN) 83

HE AFFIDAVIT, EXHIBIT A
Page 12

Case 4:19-cv-00159-ALM   Document 29-7   Filed 05/28/19   Page 4 of 8 PageID #:  587



2016 Annual Review of Government Contracting i

Introduction
Welcome to the Annual Review of Government Contracting, 2016 Edition, brought to you by the 
National Contract Management Association (NCMA) and Deltek. This latest version brings you a 
collection of the latest data, trends, and analyses in U.S. federal government contracting. New this 
year is a special section on “state and local government contracting,” which will serve as a baseline 
for analysis in the next annual edition. 

NCMA is the world’s leading professional resource for those in the fields of contracting and 
contract management. This report serves as an example of the increased involvement of NCMA in 
implementing its mission of advancing the ever-growing and dynamic profession of contract mana-
gement through collaboration with senior acquisition leaders within academia, industry, and the 
executive and legislative branches of government. Special thanks are due to our partners at Deltek 
for their support in providing the data for this report.

We trust that by reviewing this annual report, you will better understand and adapt to the ongoing 
changes occurring within government contracting and our profession, from the strategies and 
approaches being used to develop, award, and manage government contracts to the trends of who 
is developing, awarding, and receiving those contracts.

Michael Fischetti 
NCMA Executive Director
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2016 Annual Review of Government Contractingii

About NCMA
The National Contract Management Association (NCMA) is the 
world’s leading professional resource for those in the field of 
contract management. NCMA is a nonprofit organization with 

over 20,000 members, and is dedicated to the professional growth and educational advancement 
of procurement and acquisition personnel worldwide. NCMA strives to serve and inform the profes-
sion it represents and to offer opportunities for the open exchange of ideas in neutral forums. 

NCMA is committed to principled professional conduct and achievement as dictated by our Code 
of Ethics. The organization understands the challenges our members face and NCMA provides 
the tools, resources, and leadership opportunities to enhance each member of the profession’s 
performance, career, and accomplishments. Through more than 40 programs and services, NCMA 
provides value to members. 

You are invited to learn more by visiting www.ncmahq.org. 

About Deltek
Headquartered in Herndon, Virginia, with over 2,000 employees 
worldwide, Deltek is the leading global provider of enterprise 
software and information solutions for professional services firms 
and government contractors. For decades, we have delivered 

actionable insight that empowers our customers to unlock their business potential.

You are invited to learn more by visiting www.deltek.com.
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2016 Annual Review of Government Contracting 1

10-Year Spending
The federal government has reported decreased spending year over year since fiscal year 2011. 
Contributing to the decline in spending were reduced budgets, including the implementation of 
sequestration, and the drawdown of American military presence overseas. While civilian agencies’ 
spending started to rebound in 2013 after sequestration was lifted, defense spending has conti-
nued to decline. Fiscal year 2016 appropriations indicate that defense spending should stabilize, as 
there are increases for both the base defense budget and overseas contingency operations budget 
for the first time in several years.

Federal Reported Spending Trends 
Fiscal Years 2005–2015
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2016 Annual Review of Government Contracting2

Fiscal Year Amount ($K) Amount ($M)

Total Number 
of Contract 
Actions

Percentage 
Change in Total 
Obligations

2005 $391,202,999 $391,203 2,922,834 --

2006 $430,646,496 $430,646 3,797,074 10%

2007 $469,540,338 $469,540 4,111,586 9%

2008 $541,315,500 $541,316 4,505,154 15%

2009 $540,806,197 $540,806 3,496,828 0%

2010 $540,660,105 $540,660 3,538,822 0%

2011 $540,224,644 $540,225 3,395,511 0%

2012 $519,378,809 $519,379 3,116,799 -4%

2013 $463,586,485 $463,586 2,505,897 -11%

2014 $445,993,641 $445,994 2,515,525 -4%

2015 $439,639,328 $439,639 3,856,354 -1%

Percentage Change Year Over Year in Total Obligations

2015201420132012201120102009200820072006
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INTRODUCTION TO THE HISTORICAL TABLES 

STRUCTURE, COVERAGE, AND CONCEPTS

The Historical Tables provide a wide range of data on Federal Government finances. 
Many of the data series begin in 1940 and include estimates of the President’s Budget for 
2019–2024. Additionally, Table 1.1 provides data on receipts, outlays, and surpluses or 
deficits for 1901–1939 and for earlier multiyear periods.  

Structure  

The Historical Tables are organized into 16 sections, each of which has one or more 
tables. Each section covers a common theme. Section 1, for example, provides an overview of 
the budget and off-budget totals; Section 2 provides tables on receipts by source; and Section 
3 shows outlays by function. When a section contains several tables, the general rule is to 
start with tables showing the broadest overview data and then work down to more detailed 
tables. The purpose of these tables is to present a broad range of historical budgetary data in 
one convenient reference source and to provide relevant comparisons likely to be most 
useful. The most common comparisons are in terms of proportions (e.g., each major receipt 
category as a percentage of total receipts and of the gross domestic product).  

Section notes explain the nature of the activities covered by the tables in each 
section. Additional descriptive information is also included where appropriate. Explanations 
are generally not repeated, but there are occasional cross-references to related materials.  

Because of the numerous changes in the way budget data have been presented over 
time, there are inevitable difficulties in trying to produce comparable data to cover many 
years. The general rule is to provide data in as meaningful and comparable a fashion as 
possible. To the extent feasible, the data are presented on a basis consistent with current 
budget concepts. When a structural change is made, insofar as possible the data are 
adjusted for all years.  

One significant change made in the early 1990s concerns the budgetary treatment of 
Federal credit programs, which was changed by the Federal Credit Reform Act of 1990. 
Previously the budget recorded transactions related to direct and guaranteed loans on a cash 
basis. Under credit reform, the budget records budget authority and outlays for the subsidy 
cost of direct and guaranteed loans made in 1992 and subsequent years. The subsidy is 
defined as the net estimated cash flows to and from the Government over the life of the loan, 
discounted to the present. The remaining cash transactions of credit programs are recorded 
as a “means of financing” the deficit. Because it is impossible to convert the pre-1992 loans 
to a credit reform basis, the data are on a cash basis for pre-1992 loans and on a credit 
reform basis for loans made in 1992 and subsequent years.  

In addition, as a result of the Budget Enforcement Act of 1990, the measurement of 
budget authority (BA) changed in most special and trust funds with legislatively imposed 
limitations or benefit formulas that constrain the use of BA. Where previously BA was the 
total income to the fund, BA in these funds for 1990 and subsequent years is now an 
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estimate of the obligations to be incurred during the fiscal year for benefit payments, 
administration, and other expenses of the fund. In some, but not all, cases it was possible to 
adjust BA figures for these funds for years prior to 1990 to conform to the current concepts. 

 
Coverage  

 
The Federal Government has used the unified or consolidated budget concept as the 

foundation for its budgetary analysis and presentation since the 1969 Budget. The basic 
guidelines for the unified budget were presented in the Report of the President’s Commission 
on Budget Concepts (October 1967). The Commission recommended the budget include all 
Federal fiscal activities unless there were exceptionally persuasive reasons for exclusion. 
Nevertheless, from the very beginning some programs were perceived as warranting special 
treatment. For example, the Export-Import Bank was excluded by law from the budget totals 
beginning in the 1973 Budget, and other exclusions followed. These exclusions resulted in two 
new budget terms, on-budget and off-budget, to distinguish between these excluded entities 
and the rest of the budget.  Although there is a legal distinction between on-budget and off-
budget entities, there is no conceptual difference between the two. The off-budget Federal 
entities engage in the same kinds of governmental activities as the on-budget entities, and the 
programs of off-budget entities result in the same kind of outlays and receipts as on-budget 
entities.  Like on-budget entities, off-budget entities are owned and controlled by the 
Government.  The “unified budget” reflects the conceptual similarity between on-budget and 
off-budget entities by showing combined totals of outlays and receipts for both types of entities.  

 
The Balanced Budget and Emergency Deficit Control Act of 1985 (Public Law 99–

177) repealed the off-budget status of all then existing off-budget entities, but it also 
included a provision moving the Federal old-age, survivors, and disability insurance funds 
(collectively known as Social Security) off-budget. To provide a consistent time series, the 
historical tables show Social Security off-budget for all years since its inception, and show all 
formerly off-budget entities on-budget for all years. The Omnibus Budget Reconciliation Act 
of 1989 (OBRA 1989) moved the Postal Service fund off-budget, starting in 1989. Again to 
provide a consistent time series, transactions of the Postal Service fund are shown off-budget 
beginning with its inception in 1972. The transactions of its predecessor, the Post Office 
Department, remain on-budget.  
 

Though Social Security and the Postal Service are now off-budget, they continue to be 
Federal programs. Indeed, Social Security currently accounts for about one-fourth of all 
Federal receipts and nearly one-fourth of all Federal spending. Hence, the budget documents 
include these funds and focus on the Federal totals that combine the on-budget and off-
budget amounts. Various budget tables and charts show total Federal receipts, outlays, and 
surpluses and deficits, and divide these totals between the portions that are on-budget and 
off-budget.

 
Changes in Historical Budget Authority, Outlays, Receipts, and Deficits  

 
Adjustments have been made to the historical budget authority and outlay totals to 

reflect corrections in agency reporting provided to the Department of the Treasury. 
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This year’s annual consultations with the Congress regarding reclassification of 
accounts or activities as to function or subfunction resulted in no reclassifications, so there 
are no changes in presentation to reflect updates to classifications.  

 
Note on the Fiscal Year  

 
The Federal fiscal year begins on October 1 and ends on the subsequent September  

30. It is designated by the year in which it ends; for example, fiscal year 2018 began on 
October 1, 2017, and ended on September 30, 2018. Prior to fiscal year 1977 the Federal 
fiscal years began on July 1 and ended on June 30. In calendar year 1976 the July-
September period was a separate accounting period (known as the transition quarter or TQ) 
to bridge the period required to shift to the new fiscal year.  
 

Note on Revisions to Historical GDP 
 

The Bureau of Economic Analysis in the Department of Commerce completed its 
Comprehensive Benchmark Revisions of the National Income and Product Accounts (NIPA) 
data in July 2018. Such revisions generally occur every 4 or 5 years as a result of more 
complete data sources becoming available and from changes in concepts and definitions.  As 
a result of these changes, the figures for Gross Domestic Product (GDP) were revised back to 
calendar year 1948.  These revisions, in turn, change the fiscal year GDP figures shown in 
this publication.   In addition, the base year for calculating various deflators was updated 
from calendar year 2009 to calendar year 2012.  In this publication the base year was 
correspondingly updated from FY 2009 to FY 2012 and the tables showing constant dollar 
amounts and the deflators shown in Table 10.1 have been correspondingly revised.  
 

Note on Proposed Reorganization of Certain Programs  
 

The Budget reflects a full reorganization of the Office of Personnel Management (OPM) 
beginning in 2020. Some policy and workforce strategy functions will be elevated to the 
Executive Office of the President (EOP) and the conduct of background investigations will 
transfer to the Department of Defense (DOD). All remaining functions will transfer to the 
General Services Administration (GSA).  Tables in this document show the BA and outlays 
for these functions in OPM through 2019 and in DOD, GSA, and the EOP beginning in 2020. 

 
Concepts Relevant to the Historical Tables  

 
Budget receipts constitute the income side of the budget; they are composed almost 

entirely of taxes or other compulsory payments to the Government. In contrast, offsetting 
collections and offsetting receipts result from either of two kinds of transactions: business-
like activities with the public (e.g., interest income or the sale of electric power) and the 
receipt by one Government account of a payment from another account. Offsetting 
collections and offsetting receipts are offset against outlays, so that total budget outlays are 
reported net of these transactions. This method of accounting permits users to easily identify 
the size and trends in Federal taxes and other compulsory income, and in Federal spending 
financed from taxes, other compulsory income, and borrowing. See Chapter 14, 
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“Governmental Receipts,” and Chapter 15, “Offsetting Collections and Offsetting Receipts,” 
of the Analytical Perspectives volume for more information. 
 

The budget surplus refers to any excess of budget receipts over budget outlays, while 
the budget deficit refers to any excess of budget outlays over budget receipts. The terms off-
budget receipts, off-budget outlays, off-budget surpluses, and off-budget deficits refer to 
similar categories for off-budget activities. The sum of the on-budget and off-budget 
transactions is referred to as the consolidated, unified, or total Federal Government 
transactions.  
 

The budget is divided between two fund groups, Federal funds and trust funds. The 
Federal funds group includes all receipts and outlays not specified by law as being trust 
funds. All Federal funds are on-budget except for the Postal Service fund, which is shown as 
off-budget starting in 1972. All trust funds are on-budget, except the two Social Security 
retirement and disability trust funds, which are shown off-budget for all years. See Chapter 
27, “Trust Funds and Federal Funds,” of the Analytical Perspectives volume for more 
information. 

 
Payments for individuals are Federal Government spending programs designed to 

transfer income (in cash or in kind) to individuals or families. To the extent feasible, this 
category does not include reimbursements for current services rendered to the Government 
(e.g., salaries and interest).  See “Notes on Section 6” below for more information. 

 
Means-Tested Entitlements are entitlement programs that limit benefits or payments 

based on the beneficiary’s income and/or assets and payments from refundable tax credits 
that are phased out at certain income levels. See “Notes on Section 8” below for more 
information.
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Table 12.1 - SUMMARY COMPARISON OF TOTAL OUTLAYS FOR GRANTS TO STATE AND LOCAL GOVERNMENTS:  1940 - 2024

Fiscal 
Year

In Millions of Dollars In Billions of Constant (FY 2012) 
Dollars

As Percentages of Federal Outlays As Percentages of GDP

2006 434,099 277,559 64,114 92,426 500.1 311.7 77.5 111.0 16.3 10.5 2.4 3.5 3.2 2.0 0.5 0.7

2007 443,797 289,460 70,762 83,575 494.2 317.9 79.9 96.4 16.3 10.6 2.6 3.1 3.1 2.0 0.5 0.6

2008 461,317 306,123 72,718 82,476 493.7 324.8 78.8 90.1 15.5 10.3 2.4 2.8 3.1 2.1 0.5 0.6

2009 537,991 362,031 75,212 100,748 573.0 384.3 79.0 109.7 15.3 10.3 2.1 2.9 3.7 2.5 0.5 0.7

2010 608,390 391,427 93,274 123,689 637.6 408.5 98.5 130.5 17.6 11.3 2.7 3.6 4.1 2.6 0.6 0.8

2011 606,770 392,713 96,550 117,507 620.9 401.2 99.8 119.9 16.8 10.9 2.7 3.3 3.9 2.5 0.6 0.8

2012 544,573 364,095 85,216 95,262 544.6 364.1 85.2 95.3 15.4 10.3 2.4 2.7 3.4 2.3 0.5 0.6

2013 546,178 379,008 78,438 88,732 536.4 373.5 77.0 85.8 15.8 11.0 2.3 2.6 3.3 2.3 0.5 0.5

2014 576,978 412,466 78,949 85,563 556.8 400.3 75.9 80.7 16.5 11.8 2.3 2.4 3.3 2.4 0.5 0.5

2015 624,357 463,392 77,248 83,717 599.3 447.6 73.4 78.3 16.9 12.6 2.1 2.3 3.5 2.6 0.4 0.5

2016 660,833 495,711 79,713 85,409 630.3 475.3 75.3 79.7 17.2 12.9 2.1 2.2 3.6 2.7 0.4 0.5

2017 674,712 507,976 79,463 87,273 632.2 478.9 73.8 79.6 16.9 12.8 2.0 2.2 3.5 2.6 0.4 0.5

2018 696,507 525,813 79,873 90,821 635.1 483.4 71.6 80.0 17.0 12.8 1.9 2.2 3.4 2.6 0.4 0.4

2019 est. 749,554 564,299 84,221 101,034 667.3 507.6 73.3 86.4 16.5 12.5 1.9 2.2 3.5 2.7 0.4 0.5

2020 est. 750,722 557,940 93,627 99,155 652.1 490.9 79.0 82.2 15.8 11.8 2.0 2.1 3.3 2.5 0.4 0.4

2021 est. 706,466 507,049 112,170 87,247 598.2 436.3 91.8 70.2 14.3 10.3 2.3 1.8 3.0 2.2 0.5 0.4

2022 est. 696,398 499,148 112,424 84,826 575.3 419.9 89.2 66.1 13.5 9.6 2.2 1.6 2.8 2.0 0.5 0.3

2023 est. 715,874 517,151 115,145 83,578 577.3 425.5 88.6 63.2 13.4 9.7 2.2 1.6 2.8 2.0 0.4 0.3

2024 est. 710,899 526,334 100,827 83,738 560.1 423.4 75.2 61.4 13.0 9.7 1.8 1.5 2.6 1.9 0.4 0.3

Note: Total outlays include off-budget outlays; however, all grant outlays are from on-budget accounts. Grants that are both payments for 
individuals and capital investment are shown under capital investment. In this table, capital investment is used as shorthand for Major Public 
Physical Capital Investment as shown on Table 9.2.
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115TH CONGRESS 
2D SESSION H. R. 5515 

AN ACT 
To authorize appropriations for fiscal year 2019 for military 

activities of the Department of Defense, for military 
construction, and for defense activities of the Depart-
ment of Energy, to prescribe military personnel strengths 
for such fiscal year, and for other purposes. 

Be it enacted by the Senate and House of Representa-1

tives of the United States of America in Congress assembled, 2
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SECTION 1. SHORT TITLE. 1

This Act may be cited as the ‘‘National Defense Au-2

thorization Act for Fiscal Year 2019’’. 3

SEC. 2. ORGANIZATION OF ACT INTO DIVISIONS; TABLE OF 4

CONTENTS. 5

(a) DIVISIONS.—This Act is organized into seven di-6

visions as follows: 7

(1) Division A—Department of Defense Au-8

thorizations. 9

(2) Division B—Military Construction Author-10

izations. 11

(3) Division C—Department of Energy Na-12

tional Security Authorizations and Other Authoriza-13

tions. 14

(4) Division D—Coast Guard Authorization Act 15

of 2017. 16

(5) Division E—National Strategic and Critical 17

Minerals Production. 18

(6) Division F—Fees for Medical Services Pro-19

vided by National Park Service Personnel. 20

(7) Division G—Funding Tables. 21

(b) TABLE OF CONTENTS.—The table of contents for 22

this Act is as follows: 23

Sec. 1. Short title. 
Sec. 2. Organization of Act into divisions; table of contents. 
Sec. 3. Congressional defense committees. 

DIVISION A—DEPARTMENT OF DEFENSE AUTHORIZATIONS 
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SEC. 879. STANDARDIZATION OF FORMATTING AND PUBLIC 1

ACCESSIBILITY OF DEPARTMENT OF DE-2

FENSE REPORTS TO CONGRESS. 3

(a) BRIEFING REQUIRED.—Not later than March 1, 4

2019, the Secretary of Defense shall provide a briefing 5

to the Committee on Armed Services of the House of Rep-6

resentatives on a plan to standardize the formatting and 7

public accessibility of unclassified Department of Defense 8

reports required by Congress. Such briefing shall include 9

a description of the method— 10

(1) for ensuring that reports are created in a 11

platform-independent, machine-readable format that 12

can be retrieved, downloaded, indexed, and searched 13

by commonly used web search applications; and 14

(2) for providing a publically accessible online 15

repository of unclassified reports of the Department 16

of Defense issued since January 1, 2010, including 17

protocols for inclusion of unclassified reports that, 18

as determined by the Secretary, may not be appro-19

priate for public release in their entirety. 20

(b) IMPLEMENTATION.—Such plan shall be imple-21

mented not later than March 1, 2020. 22

SEC. 880. DEFENDING UNITED STATES GOVERNMENT COM-23

MUNICATIONS. 24

(a) FINDINGS.—Congress makes the following find-25

ings: 26
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(1) In its 2011 ‘‘Annual Report to Congress on 1

Military and Security Developments Involving the 2

People’s Republic of China’’, the Department of De-3

fense stated that, ‘‘China’s defense industry has ben-4

efitted from integration with a rapidly expanding ci-5

vilian economy and science and technology sector, 6

particularly elements that have access to foreign 7

technology. Progress within individual defense sec-8

tors appears linked to the relative integration of 9

each, through China’s civilian economy, into the 10

global production and R&D chain . . . Information 11

technology companies in particular, including 12

Huawei, Datang, and Zhongxing, maintain close ties 13

to the PLA.’’. 14

(2) In a 2011 report titled ‘‘The National Secu-15

rity Implications of Investments and Products from 16

the People’s Republic of China in the Telecommuni-17

cations Sector’’, the United States China Commis-18

sion stated that ‘‘[n]ational security concerns have 19

accompanied the dramatic growth of China’s telecom 20

sector. . . . Additionally, large Chinese companies— 21

particularly those ‘national champions’ prominent in 22

China’s ‘going out’ strategy of overseas expansion— 23

are directly subject to direction by the Chinese Com-24
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munist Party, to include support for PRC state poli-1

cies and goals.’’. 2

(3) The Commission further stated in its report 3

that ‘‘[f]rom this point of view, the clear economic 4

benefits of foreign investment in the U.S. must be 5

weighed against the potential security concerns re-6

lated to infrastructure components coming under the 7

control of foreign entities. This seems particularly 8

applicable in the telecommunications industry, as 9

Chinese companies continue systematically to ac-10

quire significant holdings in prominent global and 11

U.S. telecommunications and information technology 12

companies.’’. 13

(4) In its 2011 Annual Report to Congress, the 14

United States China Commission stated that ‘‘[t]he 15

extent of the state’s control of the Chinese economy 16

is difficult to quantify . . . There is also a category 17

of companies that, though claiming to be private, are 18

subject to state influence. Such companies are often 19

in new markets with no established SOE leaders and 20

enjoy favorable government policies that support 21

their development while posing obstacles to foreign 22

competition. Examples include Chinese telecoms 23

giant Huawei and such automotive companies as 24
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battery maker BYD and vehicle manufacturers 1

Geely and Chery.’’. 2

(5) General Michael Hayden, who served as Di-3

rector of the Central Intelligence Agency and Direc-4

tor of the National Security Agency, stated in July 5

2013 that Huawei had ‘‘shared with the Chinese 6

state intimate and extensive knowledge of foreign 7

telecommunications systems it is involved with.’’. 8

(6) The Federal Bureau of Investigation, in a 9

February 2015 Counterintelligence Strategy Part-10

nership Intelligence Note stated that, ‘‘[w]ith the ex-11

panded use of Huawei Technologies Inc. equipment 12

and services in U.S. telecommunications service pro-13

vider networks, the Chinese Government’s potential 14

access to U.S. business communications is dramati-15

cally increasing. Chinese Government-supported tele-16

communications equipment on U.S. networks may be 17

exploited through Chinese cyber activity, with Chi-18

na’s intelligence services operating as an advanced 19

persistent threat to U.S. networks.’’. 20

(7) The Federal Bureau of Investigation fur-21

ther stated in its February 2015 counterintelligence 22

note that, ‘‘China makes no secret that its cyber 23

warfare strategy is predicated on controlling global 24

communications network infrastructure.’’. 25
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(8) At a hearing before the Committee on 1

Armed Services of the House of Representatives on 2

September 30, 2015, Deputy Secretary of Defense 3

Robert Work, responding to a question about the 4

use of Huawei telecommunications equipment, stat-5

ed, ‘‘In the Office of the Secretary of Defense, abso-6

lutely not. And I know of no other—I don’t believe 7

we operate in the Pentagon, any [Huawei] systems 8

in the Pentagon.’’. 9

(9) At such hearing, the Commander of the 10

United States Cyber Command, Admiral Mike Rog-11

ers, responding to a question about why such 12

Huawei telecommunications equipment is not used, 13

stated, ‘‘as we look at supply chain and we look at 14

potential vulnerabilities within the system, that it is 15

a risk we felt was unacceptable.’’. 16

(10) In March 2017, ZTE Corporation pled 17

guilty to conspiring to violate the International 18

Emergency Economic Powers Act by illegally ship-19

ping United States-origin items to Iran, paying the 20

United States Government a penalty of 21

$892,360,064 dollars for activity between January 22

2010 and January 2016. 23

(11) The Treasury Department’s Office of For-24

eign Assets Control issued a subpoena to Huawei as 25
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part of a Federal investigation of alleged violations 1

of trade restrictions on Cuba, Iran, Sudan, and 2

Syria. 3

(12) In the bipartisan Permanent Select Com-4

mittee on Intelligence of the House of Representa-5

tives ‘‘Investigative Report on the United States Na-6

tional Security Issues Posed by Chinese Tele-7

communication Companies Huawei and ZTE’’ re-8

leased in 2012, it was recommended that ‘‘U.S. gov-9

ernment systems, particularly sensitive systems, 10

should not include Huawei or ZTE equipment, in-11

cluding in component parts. Similarly, government 12

contractors—particularly those working on contracts 13

for sensitive U.S. programs—should exclude ZTE or 14

Huawei equipment in their systems.’’. 15

(13) Christopher Wray, who serves as Director 16

of the Federal Bureau of Investigation, stated in 17

February 2018 during a hearing of the Select Com-18

mittee on Intelligence of the Senate that he was 19

‘‘deeply concerned about the risks of allowing any 20

company or entity that is beholden to foreign gov-21

ernments that don’t share our values to gain posi-22

tions of power inside our telecommunications net-23

works. That provides the capacity to exert pressure 24

or control over our telecommunications infrastruc-25
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ture. It provides the capacity to maliciously modify 1

or steal information. And it provides the capacity to 2

conduct undetected espionage.’’ Admiral Mike Rog-3

ers, who served as Director of the National Security 4

Agency, agreed with Director Wray’s characteriza-5

tion, and added that Government programs need ‘‘to 6

look long and hard at companies like this’’. 7

(14) Director of National Intelligence Dan 8

Coats, Federal Bureau of Investigation Director 9

Christopher Wray, Director of the Defense Intel-10

ligence Agency General Robert Ashley, Director of 11

the National Geospatial-Intelligence Agency Robert 12

Cardillo, Director of the National Security Agency 13

Admiral Michael Rogers, and Director of the Central 14

Intelligence Agency Michael Pompeo all indicated by 15

show of hands in February 2018 at a hearing of the 16

Select Committee on Intelligence of the Senate that 17

they would not ‘‘use products or services from 18

Huawei or ZTE’’. 19

(15) General Paul Nakasone, who served as the 20

Commanding General of United States Army Cyber 21

Command, stated during his confirmation hearing to 22

be National Security Agency director in March 2018 23

before the Select Committee on Intelligence of the 24

Senate that he ‘‘would not’’ use any Huawei, China 25
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Unicom, or China Telecom products nor would he 1

recommend his family do so. 2

(b) PROHIBITION ON CERTAIN TELECOMMUNI-3

CATIONS OR VIDEO SURVEILLANCE SERVICES OR EQUIP-4

MENT.— 5

(1) PROHIBITION ON AGENCY USE OR PRO-6

CUREMENT.—Except as provided in paragraph (3), 7

beginning not later than January 1, 2021, the head 8

of an agency may not procure or obtain, may not ex-9

tend or renew a contract to procure or obtain, and 10

may not enter into a contract (or extend or renew 11

a contract) with an entity that uses any equipment, 12

system, or service that uses covered telecommuni-13

cations or video surveillance equipment or services as 14

a substantial or essential component of any system, 15

or as critical technology as part of any system. The 16

prohibitions described in this paragraph include the 17

obligation or expenditure of loans or grant funds to 18

procure or obtain, extend or renew a contract to pro-19

cure or obtain, or enter into a contract (or extend 20

or renew a contract) to procure or obtain covered 21

telecommunications equipment or services. 22

(2) IMPLEMENTATION PLAN.—By not later 23

than 180 days after the date of the enactment of 24

this Act, each agency shall develop a plan to imple-25
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ment paragraph (1) throughout the agency’s supply 1

chain and shall submit such plan to the appropriate 2

congressional committees. Each such plan shall be 3

submitted in unclassified form, but may contain a 4

classified annex. The plan for an agency shall in-5

clude, but not be limited to, how the agency plans 6

to deal with the impact of white label technology on 7

its supply chain whereby the original manufacturer 8

of technology is not readily apparent to a purchaser 9

or user. 10

(3) WAIVER.—The head of an agency may, on 11

a one time basis, waive the requirement under para-12

graph (1) with respect to an entity that requests 13

such a waiver. Such a waiver may be provided for 14

a period of not more than two years if the entity 15

seeking the waiver— 16

(A) can demonstrate a compelling justifica-17

tion for additional time to implement such 18

paragraph; 19

(B) submits to the head of the agency, who 20

then submits to the appropriate congressional 21

committees within 30 days, a full and complete 22

laydown of the presence of covered tele-23

communications or video surveillance equipment 24

or services in the entity’s supply chain and a 25
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phase-out plan to eliminate such covered tele-1

communications or video surveillance equipment 2

or services from its systems; 3

(C) does not permit real-time access to its 4

networks to an entity located or substantially 5

located in a covered foreign country; and 6

(D) provides a written guarantee to the 7

head of the agency that it will not procure such 8

covered telecommunications or video surveil-9

lance equipment or services again. 10

(4) COVERED COMPONENTS.—With respect to a 11

covered component of an entity for which such entity 12

reasonably believes will not need to be replaced dur-13

ing the 5-year period beginning on the date of the 14

enactment of this Act, such entity shall provide a 15

written assurance to the head of the agency for 16

which such covered component is in use that such 17

entity shall replace such covered component, at the 18

end of such covered component’s reasonable lifecycle, 19

with a comparable component that is manufactured 20

by a person other than Huawei Technologies Com-21

pany, Hytera Communications Corporation, 22

Hangzhou Hikvision Digital Technology Company, 23

Dahua Technology Company, or ZTE Corporation 24

HE AFFIDAVIT, EXHIBIT C
Page 37

Case 4:19-cv-00159-ALM   Document 29-9   Filed 05/28/19   Page 13 of 18 PageID #:  612



590 

•HR 5515 EH

(or any subsidiary, successor entity, or affiliate of 1

such entities). 2

(5) DEFINITIONS.—In this section: 3

(A) The term ‘‘appropriate congressional 4

committees’’ means the Committees on Armed 5

Services of the Senate and House of Represent-6

atives, the Permanent Select Committee on In-7

telligence of the House of Representatives, the 8

Select Committee on Intelligence of the Senate, 9

the Committee on Oversight and Government 10

Reform of the House of Representatives, and 11

the Committee on Homeland Security and Gov-12

ernmental Affairs of the Senate. 13

(B) The term ‘‘agency’’ has the meaning 14

given that term in section 551 of title 5, United 15

States Code. 16

(C) The term ‘‘covered foreign country’’ 17

means the People’s Republic of China. 18

(D) The term ‘‘covered telecommunications 19

or video surveillance equipment or services’’ 20

means any of the following: 21

(i) Telecommunications or video sur-22

veillance equipment produced by Huawei 23

Technologies Company, Hytera Commu-24

nications Corporation, Hangzhou Hikvision 25
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Digital Technology Company, Dahua Tech-1

nology Company, or ZTE Corporation (or 2

any subsidiary, successor entity, or affiliate 3

of such entities). 4

(ii) Telecommunications or video sur-5

veillance services provided by such entities 6

or using such equipment. 7

(iii) Telecommunications or video sur-8

veillance equipment or services produced or 9

provided by an entity that the head of the 10

relevant agency reasonably believes to be 11

an entity owned or controlled by, or other-12

wise connected to, the government of a 13

covered foreign country. 14

(E) The term ‘‘covered component’’ means 15

any component that— 16

(i) is part of any equipment, system, 17

or service that uses covered telecommuni-18

cations or video surveillance equipment or 19

services; 20

(ii) is produced by Huawei Tech-21

nologies Company, Hytera Communica-22

tions Corporation, Hangzhou Hikvision 23

Digital Technology Company, Dahua Tech-24

nology Company, or ZTE Corporation (or 25
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any subsidiary, successor entity, or affiliate 1

of such entities); and 2

(iii) cannot route or redirect data 3

traffic or visibility into any data or packets 4

such equipment, system, or service trans-5

mits or manipulates. 6

(c) REPORT.— 7

(1) IN GENERAL.—The Director of National In-8

telligence, in coordination with the Director of the 9

Federal Bureau of Investigation and the Secretaries 10

of State, Homeland Security, and Defense, shall de-11

velop a report outlining the national security risks of 12

use of Huawei, Hytera, Hikvision, Dahua, and ZTE 13

technology, especially as it relates to evidence of ma-14

licious software or hardware that enables unauthor-15

ized network access or control and the type and level 16

of risk, and a plan to share such report, based on 17

appropriate access to classified information, with 18

U.S. allies, partners, and U.S. cleared defense con-19

tractors and telecommunications services providers. 20

(2) UNCLASSIFIED VERSION.—In addition to 21

the classified report required by paragraph (1), an 22

unclassified version of the report shall be made 23

available for U.S. allies and partners as well as im-24

pacted telecommunication companies State and local 25
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governments that do not have access to classified in-1

formation. 2

(3) DEADLINE.—The reports required by para-3

graph (1) and paragraph (2) of this subsection shall 4

be submitted to the appropriate congressional com-5

mittees (as defined in subsection (b)(4) of this sec-6

tion) not later than 180 days after the date of the 7

enactment of this Act. 8

SEC. 881. PROMOTION OF THE USE OF GOVERNMENT-WIDE 9

AND OTHER INTERAGENCY CONTRACTS. 10

Section 865(b)(1) of the Duncan Hunter National 11

Defense Authorization Act for Fiscal Year 2009 (Public 12

Law 110-417; 31 U.S.C. 1535 note) is amended— 13

(1) by striking ‘‘that all interagency acquisi-14

tions—’’ and inserting ‘‘that—’’; 15

(2) in subparagraph (A)—16

(A) by inserting ‘‘all interagency assisted17

acquisitions’’ before ‘‘include’’; and 18

(B) by inserting ‘‘and’’ after the semicolon;19

(3) by striking subparagraph (B); and20

(4) by redesignating subparagraph (C) as sub-21

paragraph (B), and in that subparagraph by insert-22

ing ‘‘all interagency assisted acquisitions’’ before 23

‘‘include’’. 24
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SEC. 7701. DEPARTMENT OF ENERGY NATIONAL SECURITY PROGRAMS 
(In Thousands of Dollars) 

Program FY 2019 
Request 

House 
Authorized 

Yucca mountain and interim storage ................................................................. 30,000 30,000 
Total, Defense Nuclear Waste Disposal .............................................. 30,000 30,000

Passed the House of Representatives May 24, 2018. 

Attest: 

Clerk. 

HE AFFIDAVIT, EXHIBIT C
Page 42
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Exhibit M 

Ex. 71 to Huawei Motion for Summary Judgment, Huawei Technologies USA, 
Inc., et al. v. United States, No. 4:19-cv-00159 (E.D. Tex.)
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Party-related organisations of enterprises need to pursue a three-pronged approach: Giving 
directions, guiding teams, and generating the atmosphere - Shanghai channel of XINHUANET.com  
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Headlines | Politics | Public Opinion | Science & Innovation | Economy | Finance | Fashion | Tourism | Education | Livelihood | 
Culture | Real Estate | Sport | Health | Pictures | Drones | VR | Original | Yangtze Delta channel 
 

Yuan Xin 
Party Committee Secretary and Board Chairman of Nokia Shanghai Bell Co., Ltd. 
 
Party-related organisations of enterprises need to pursue a three-pronged approach: Giving 
directions, guiding teams, and generating the atmosphere 
 
Introduction to Guest 
Yuan Xin 
Party Committee Secretary and Board Chairman of Nokia Shanghai Bell Co., Ltd. 
 
Dialogues from previous publication 
Zeng Jun: Party-school teachers should not forget about the “5-character mnemonic” during 
lessons 
Author Chen Danyan crossing the boundary to become a director: I never even dreamt about 
it 
Lu Yuexing: Green portrayals of Shanghai with an “ecological city” vision 
 
Xinhua Talking 
Hottest Interviewees | Guest Lounge | Talk Series  
Release Lounge | Sense of immediacy 

 
Key Takeaways 
 
How did Shanghai Bell come into existence? 
 
Shanghai Bell is a product of China’s reform and opening-up 
 
Shanghai Bell is a product of China’s reform and opening-up. In the 1980s - the nascent period for 
China’s new developments in the technology sector - Shanghai Bell made market and 
technological breakthroughs through a brand-new operating and cooperative model. In the 90s, 
Shanghai Bell kept abreast of the large-scale opening-up in Pudong District as well as the 
remarkable developments across the information technology industry, by means of which the 
company seized opportunities for pursuing its growth and produced devices that were sold to every 
part of the country. This offered tremendous support for the development of the country’s 
communications sector. In the early years of this century, Shanghai Bell converted itself into a 
joint stock company, and formed China’s first Sino-foreign joint stock limited company with 
Alcatel. As such, being among the first enterprises to have introduced a modernised management 
system, Shanghai Bell gradually expanded its strategic objectives that were initially focused on 
the domestic market into the realisation of breakthroughs in terms of both products and 
technologies, and performed business positioning in relation to its overseas markets. During the 
second decade of the new century, Alcatel-Lucent pursued integration with Nokia, and such 
integration entails a brand-new, global operating model in conjunction with the new Nokia. 
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How would you comment on Shanghai Bell’s integration with Nokia China? 
 
Global integration is both a major trend and an inevitable model in relation to the 
development across the sector 
 
We concluded our joint venture contract with Nokia on 18 May 2017, and Nokia Bell’s operations 
were formally launched on 1 July of the same year upon closing of the transaction. Firstly, this 
kind of global integration and M&A has enlarged our corporate scale and allows for more original 
resources - be they reserves of intellectual property rights or reserves of innovative forces. 
Secondly, such an amalgamation would bring about possibilities for business expansion into a 
wider array of target markets and offer opportunities for long-term growth. Besides, the Chinese 
market is part and parcel of the global integration between Alcatel-Lucent and Nokia, which would 
accelerate business transformation for the creation of synergy. If we look at the two crucial 
shareholders, one of them is one of China’s state-owned assets while the other one is a global 
multinational. These shareholders are willing to constantly devote themselves on such a Sino-
foreign joint stock collaborative platform, while constantly enhancing their respective capabilities 
and levels of innovation and offering training to build outstanding teams. In the context of such an 
innovative platform, not only does the Chinese party need to serve our customers, our industry, 
and our national strategies well, but we should also strive to integrate ourselves into the world by 
adopting a more proactive and open attitude and through capitalising on the Sino-foreign 
collaborative platform, tapping global forces of innovation to jointly address the drastic changes 
and challenges prevailing in the entire industry. 
 
How would you consider the strategies and pathways relating to the new round of state-
owned enterprise reforms? 
 
Nokia Bell has always been a pioneer, practitioner and participant in relation to the reform 
pathway 
 
We are the first Sino-foreign joint venture in this industry, was also the first Sino-foreign joint 
stock enterprise in this industry back around the late 1990s or early 2000s, and are also the only 
Sino-foreign joint stock enterprise among the “central enterprises”. We have been collaborating 
with a multinational - previously with Alcatel-Lucent and now with Nokia. As far as our enterprise 
is concerned, we have always been a pioneer, practitioner and participant in relation to the enduring 
journey of the state-owned enterprise reform. Under such a Sino-foreign joint system framework, 
we have been constantly delving into and implementing ways as to how we can further refine our 
model corporate system as well as how our general meeting, board of directors, board of 
supervisors, and management can operate with better efficiency. From a supply-side perspective, 
we have also been constantly pursuing business transformations and reforms, stepping up our 
efforts towards the acceleration of innovation. And of course there is also the essential task about 
how we can further strengthen and enhance our Party-building efforts under this relatively special 
corporate governance framework. We have gathered some highly valuable experiences in all these 
aspects, which reflect the responsibilities we assume and the missions we undertake. 
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How does Nokia Bell, as a Sino-foreign joint venture with a state-funded background, go 
about its Party-building tasks? 
 
Party-related organisations of enterprises need to pursue a three-pronged approach: Giving 
directions, guiding teams, and generating the atmosphere 
 
As early as in 2002, upon conducting negotiations with its foreign shareholders, (the former) 
Shanghai Bell specifically stated in its articles of association the statutory status of its Party-related 
organisation within the corporate legal person governance structure, thereby providing for the 
work priorities and resources protection in relation to its Party-related organisation. After taking 
into account the corporate characteristics, the Party committee has specifically set out three 
priorities as follows: 1. Directions and instructions should be given in relation to corporate 
development, encompassing both political and strategic aspects. The major policies and 
approaches of the Party and the nation should be adhered to for realising sustainable corporate 
development; 2. Guidance should be offered to party members as well as domestic and foreign 
cadre teams, meaning that efforts are to be stepped up for enhancing the leaders’ capabilities as 
well as building the Party morale and principles of non-corruption and integrity. The positive 
impact of Party members as role models should be put to good use, and synergy with the 
administration should be tapped for enhancing the concerted collaboration among domestic and 
foreign parties; 3. A proactive and harmonious atmosphere should be generated with the creation 
of harmonious employment relations. Through many years of proactive efforts, Nokia Bell’s Party-
related organisation has witnessed continuous improvements in terms of its influence on the cadre 
members at large (including foreign management staff), level of cohesion, and leadership. 
 
How does Nokia Bell, as a Sino-foreign joint venture, coordinate its Party-building tasks with 
enterprise management, as well as the relations among Chinese and foreign parties? 
 
Ironing out differences and seeking common ground - the performance of Party-building 
work is centred on the operational development of the enterprise 
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Firstly, for the directions and instructions given by the Party committee, general consent has to be 
sought from foreign shareholders, directors, and foreign management representatives through the 
company’s “3 meetings and management”. One of our fundamental principles is “ironing out 
differences and seeking common ground”. While seeking agreement in relation to major directions 
for corporate development, the Party committee would also support the board of directors and the 
management regarding the regular implementation of various major decisions, such that there will 
be no conflict between their practices. Over the years, the company has, through proactive 
explorations, gradually formed the following 3 basic practices in relation to its Party-building work: 
1. Adopting the approach of “bidirectional access and staggered assumption of duties”, the Party 
committee performs its core leadership and core political functions of participating in decision-
making, spearheading execution, and offering effective supervision by means of the corporate 
governance structure; 2. On the basis of the implementation of the “Party’s self-regulation”, Party-
building work should at all times be performed surrounding the central tasks of the enterprise; 3. 
An open and tolerant attitude is adopted to unite and align the various Chinese and foreign forces. 
In addition, we would also continuously enhance our Party-building endeavours from the legal, 
organisational, and regime perspectives, and fully tap the positive effect of the Party Working 
Group for maintaining stability and fostering harmony during extraordinary periods of corporate 
integration.  
  
How will Nokia Bell position itself going forward in the face of industry challenges? 
 
Diversification and innovation-driven are the keywords 
 
Going forward, Nokia Bell will focus more on its leading market- and business-related aspects, 
and will strive to invest more in technology. Specifically, the company will need to gain access to 
some new areas and pursue its own expansion through the diversification of its markets, businesses, 
and models. At the same time, Nokia Bell will need to make good use of its inherent “innovative 
DNA” to perform a diversified range of innovative tasks in 5 core areas, namely 5G, the Internet 
of things (IoT), ultra-broadband, IP interconnection, and digital health. In order to foster corporate 
development, it will also need to dedicate itself to 4 pillar strategies, namely operator business, 
non-operator business, software business, and consumer ecosystem and patent licensing business.  
 
Copyright © 2000-2019 XINHUANET.com   All Rights Reserved. 
Produced by: XINHUANET.com All Rights Reserved. XINHUANET.com 
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http://www.sasac.gov.cn/n2588035/c7583856/content.html 

 

Mail | 4G     5:51 PM    100% 
 

Not Secure - wap.sasac.gov.cn 
 

State-owned Assets Supervision and Administration Commission of the State Council 
 
Clinging to the initial aspirations, bearing in mind the mission | Webpage version | Mailbox | 
English 
 
Brief Introduction to the Organisation | Supervision & Administration of State-owned Assets | 
Information Release | Interactions & Exchanges | Online Services 
 
News | Commentaries | Party-building | Reforms | Central Enterprises | Local | Media 
Personnel | Pictures | Video | Audio | Celebrities | Stories | Culture 
 
Homepage > Information Release > Main Text 
 

Change of Positions of, among others, Yuan Xin of Nokia Shanghai Bell Co., Ltd. 
 

Time of release: 2017-08-14 
 
Upon deliberation, Yuan Xin has been appointed as the Board Chairman of Nokia Shanghai Bell 
Co., Ltd., while Chen Weidong, Ma Jie, and Wu Yajun have been appointed as directors of Nokia 
Shanghai Bell Co., Ltd. 
 
The relevant persons have been naturally removed from their leadership positions at the former 
Shanghai Bell Co., Ltd. 
 

Homepage 
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 Shanghai Bell  About Us  Product 
Solutions 

Services  Industry  Support 
Training 

Work 
Opportunities 

Login 

 

 
Company 
Overview 

Management   

 
Company Profile 
Shanghai Nokia Bell Co., Ltd. is the only joint venture company 
among the central enterprises that are directly supervised by 
the State‐owned Assets Supervision and Administration 
Commission of the State Council, and it is Nokia’s exclusive 
operating platform in China. It currently has about 15,000 
employees, has a domestic sales and service network that 
covers 31 provinces and cities, and does business internationally 
in more than 50 countries and regions. The company has strong 
R&D capabilities and powerful professional industry expertise. It 
provides end‐to‐end information communication solutions and 
high‐quality services to operators and non‐operator customers, 
and leads developments in IP networks, optical networks, 
landlines, next‐generation 5G networks and other fields.  

 

 

 
Company Logo 
The company’s logo consists of two parts: “Nokia” and 
“Shanghai Bell,” symbolizing the inheritance and integration of 
the brand values of both parties for the creation of a strong 
alliance that links the past with the future and combines the 
strong local strengths of China with rich international resources 
to shine brilliantly. 

 

Shanghai Bell 
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About Us Product Solutions News & Events Establishment of 
the Party 

Contact Us 

Company 
Overview 

Latest 
Announcements 

News Follow us on 
Social Media 

Corporate 
Responsibility 

Explore our Product 
Solutions 

Latest 
Developments 

Nokia Important State-
owned Assets 
News 

SASAC 
China Huaxin 
Post and Telecom 
Technologies Co., 
Ltd. 

Cookies Confidentiality 
Agreement 

Terms of 
Use 

Hu-ICP050146651-2 Shanghai Internet 
Rule and Law 
Violation 
Information 
Registration Center 

Hu-Gong-Wang-An-
Bei 
No. 31011502006572 

Copyright ©2018 Shanghai 
Nokia Bell Co., Ltd. All 
rights reserved. 

Shanghai Bell 
Software Co., 

Ltd. 

Shanghai Nokia Bell Co., Ltd. 

Shanghai Bell 
(Hong Kong) 

Limited 

Radio Frequency 
Systems Holding 

Co., Ltd. 

Beijing Alcatel‐
Lucent Technology 

Co., Ltd. 

Shanghai Bell 
Information 

Products Co., Ltd. 

Sichuan Bell 
Communication 
System Co., Ltd. 

Nokia Solutions & 
Networks System 
Technology Co., 

Ltd. 

Nokia 
Communications 
Chengdu Co., Ltd. 

Hunan Huanuo 
Technology Co., 

Ltd. 

Fujian Alcatel 
Communication 

Technology Co., Ltd. 

Shenyang Alcatel 
Telecommunication 

Co., Ltd. 

Urumqi Bell 
Communication 
Technology Service 
Co., Ltd. 

Shanghai Alcatel 
Network Support 
System Co., Ltd. 

Alcatel‐Lucent 
Philippines Co., Ltd. 

Shanghai Bell Laos 
Sole Investment 

Co., Ltd. 
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Premier Li Keqiang Meets the Press: Full Transcript of Questions and Answers
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The Second Session of the 13th National People's Congress held a press conference at the Great Hall of the

People on 15 March 2019. Premier Li Keqiang met with Chinese and foreign reporters and answered their

questions at the invitation of Spokesperson Mr Zhang Yesui.  Reuters: Last year China took a number of
measures to ease monetary conditions. China also cut taxes and fees. This year China is promising
more monetary easing, more tax cuts and more infrastructure spending. Are China's economic problems
bigger than previously thought? And if the economic slowdown doesn't stop, would China consider
taking more aggressive measures such as lifting property curbs and cutting benchmark interest rates?

 Premier Li: You went straight to the point in your question and I will not beat about the bush. It is true that

China's economy has encountered new downward pressure against a larger backdrop of slower global economic

growth. In the past month or so, several major international organizations have adjusted downward their forecast

for global growth this year. We have adjusted downward, as appropriate, our projected economic growth target

for 2019, and set it at a target range. This is compatible with the GDP growth rate we achieved last year. It is also

consistent with our determination to prevent major economic indicators from sliding out of the proper range. By

this way, we have sent a message of stability to the market.  Last year, under the strong leadership of the CPC

Central Committee with Comrade Xi Jinping at its core and guided by Xi Jinping Thought on Socialism with

Chinese Characteristics for a New Era, people across China made united efforts to advance the supply-side

structural reforms, and we achieved a 6.6 percent GDP growth, which was no mean feat. Against the backdrop

of growing trade protectionism in the international environment, China's GDP aggregate reached 90 trillion RMB

yuan. Our projected target for GDP growth this year is 6-6.5 percent. It will be a growth on top of a very large

base figure. Keeping steady growth of China's economy in itself is important progress. We must take strong

measures to cope with the current downward economic pressure. One possible option is to resort to quantitative

easing, including excessive money supply and a much higher deficit-to-GDP ratio, flooding the economy with

liquidity. Such an indiscriminate and expedient approach might work in the short run, but may also lead to future

problems. Hence, it is not a viable option. Our choice is to energize market players to counter the downward

pressure. We encountered economic downturn in the past several years, and the measures we took were aimed

at boosting the vitality of the market, which generated stronger dynamism for development.  China now has over
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100 million market entities. When their vitality is fully unleashed, the energies that could be created would be

incalculable. We must keep our policies stable and ensure their continuity. We will continue to cut taxes and fees,

streamline administration, foster new drivers of growth, broaden market access and level the playing field for all

market players. In this way, we will be able to lift the curbs on the market, free up space for companies and

resolve concerns for our people. We will generate tremendous creativity in this process. And this will also put us

in a strong position to keep major economic indicators within a proper range and achieve high-quality

development. We also need to take strong measures to cope with growing uncertainties that we face this year.

We have policies in reserve for that purpose. For example, we raised the deficit ratio for this year by 0.2

percentage point to 2.8 percent, which is below the international warning line of 3 percent. In addition, we can

also resort to quantitative or pricing tools like required reserve ratios and interest rates. We are not going for

monetary easing, but trying to provide effective support to the real economy. Facing new circumstances, we will

stay firmly grounded in China's realities and take a long-term view. We will do our best to keep China's economic

growth stable and maintain the sound momentum of the economic development for the long run. China's

economy will remain an anchor of stability for the global economy.

Cai Xin: The Chinese government took a series of steps to reduce taxes and fees. However, some
business people still feel that the tax burden on companies is quite heavy. This year the government
plans to implement deeper tax and fee cuts. I would like to ask if you think real benefits can be truly
delivered to companies, and is our country's public finance sustainable? Premier Li: In the past several

years, we worked to replace business tax with value-added tax. For the past three years, we cut taxes by three

trillion yuan, or one trillion on an average annual basis. This is fairly large-scale tax reduction. This year we will

implement larger-scale tax and fee cuts. We will make reductions in the VAT and employers' contributions to the

basic pension insurance scheme. This will deliver a dividend of as much as two trillion yuan to companies. It is

an important measure for countering the downward pressure.  This is also a fair and efficient policy option. The

same rules will be enforced and companies under all types of ownership will stand to benefit as equals. The

policy will reach all market players directly. The plan is to cut VAT rates starting from 1 April, and the social

insurance contribution rate from 1 May. No other way may work as fairly and efficiently as this one for

companies. Our larger-scale tax and fee cuts are a very important reform measure and a crucial decision. Before

we took this decision, we did thorough calculations. In the past, there were several different plans under

consideration. For example, one of the plans was to cut the VAT rates by just one percentage point each year in

the following several years. But that may not bring as many benefits to companies as the current plan. Under the

current plan, the VAT rate for the manufacturing sector will be cut by three percentage points. The manufacturing

sector accounts for close to 60 percent of all VAT. For construction and related sectors, the VAT rate will be cut

by one percent point. For other industries, we will also work to ensure that the tax burden on companies will only

go down, not up. Due to the setup of the tax code, with fewer deductions, the tax payments of some sectors may

somewhat increase. To address this problem, we will make further tax deductions. In this process, the tax burden

on all micro, small and medium-sized companies will be significantly eased. All in all, as I said before, taxes

levied on companies will only come down instead of going up. Moreover, employers' contributions to the basic

pension insurance scheme will be cut from 20 percent to 16 percent.  Cutting taxes means smaller fiscal

revenues. This year, our fiscal spending will grow in tandem with the GDP growth rate. We also need to ensure

that government spending in key areas related to people's lives and in fighting the three critical battles will
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increase. Then it begs the question: where does the money come from? Only increasing the budget deficit ratio

by 0.2 percent point is not enough to make up for the shortfall. The answer is: the government will tighten its belt

and cut back on its general expenditures. At the same time, certain state-owned financial institutions and

enterprises directly under the central government will be asked to turn in a larger share of their profits to the state

coffers. The central government will also take back those fiscal funds that have long stayed unused. Through

these means, we have put together one trillion yuan. Local governments also need to do their homework and

contribute, but for localities in the central and western regions, transfer payments from the central government

will be made. Digging into the government's own revenue stock for slashing taxes and fees would be like the

government turning the blade of a knife to itself, which requires significant self-sacrifice. That is why I said this is

a key reform that requires exceptional courage and determination.  You asked if our public finance is sustainable.

Let me tell you that the government has done its due diligence. We are going to cut VAT rates for the

manufacturing and other basic sectors. And we are going to make things much easier for small and medium-

sized companies, the largest providers of jobs in our country. They will see their taxes meaningfully reduced.

This will create a more enabling environment for companies, and also help to expand our tax sources. When we

started with the VAT reform several years ago, government revenue also declined. However, it didn't take long for

it to increase again, as the tax base expanded. This is also a reform that will make adjustments to the structure

of our national income distribution. By expanding the share of companies therein, we will create more jobs and

put more money in our people's pockets. To do this, the government must live on a tight budget, and let

companies benefit more. We must dig into the government's own pockets, even if this involves offending people.

This is actually helpful for keeping our public finance sustainable. As a matter of fact, our ability to keep China's

public finance sustainable may be called into question if the above measures are not taken. Such measures

are not taking an overdraft on our future, but nurturing a better tomorrow. So, these heavyweight policies and

measures are all set, relevant departments and governments at all levels must fully deliver those policies and

measures. There must be no lip service. We will let market players test their actual effects and there must be no

arbitrary charges levied in disguised forms. Our end goal is to deliver concrete benefits to companies and market

entities.  

The Dong-A Ilbo: The Hanoi summit between the DPRK and the United States broke down and after that
there are analyses arguing that there is a possibility for the DPRK preparing for resuming rocket launch.
And there are still uncertainties on the Korean Peninsula situation. How does the Chinese side see the
kind of situation on the Peninsula? Another question is, China has stayed in strategic communication
and exchanged high-level visits with the DPRK and has been promoting dialogue between the DPRK and
the United States and working to ease differences between the two parties. What constructive role is
China playing in this respect?

Premier Li: The Korean Peninsula issue is a long-standing and complicated one. It cannot be resolved

overnight. Much attention has been paid to the Hanoi summit between the DPRK and the United States.

Following the summit, both sides expressed readiness to stay engaged with each other, and having such kind of

engagement is better than no contact at all. I believe it is important for all parties concerned to stay patient, seize

opportunities and the positive factors that have emerged, and promote dialogue, especially dialogue between the
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DPRK and the United States, to move toward outcomes that we all would like to see. China is committed to a

denuclearized Korean Peninsula. We hope there will be peace and stability there. And this has been our

consistent position. A proper settlement of the Peninsula issue is in the interest of both the North and the South.

It is also in the regional and global interest.

China News Service: The Chinese government has been taking measures to improve living standards
over the years. However, there are still complaints about some issues concerning quality of life. Next
year we will complete the building of a moderately prosperous society in all respects. So in addition to
poverty alleviation, what concrete progress can we look forward to in all these livelihood areas and what
plan does the government have to improve people's well-being?

Premier Li: You asked a fairly big question. Any issue related to people's lives is of paramount importance and

there are still a lot of things in this respect the government must do. We will continue to improve people's well-

being in the process of developing the Chinese economy. We must put our focus on these key areas and major

difficulties faced by our people. A big data survey suggests that issues related to aged and child care are still

commonly felt difficulties for our people and this must draw closer attention from the government.

The number of senior citizens at the age of 60 or above in China has reached 250 million, the number of those at

or above 65, 170 million, and there are up to 100 million children in China below six years old. Services targeting

these populations are still lacking, and they affect most of the Chinese families. The difficulty of insufficient child

care services is particularly acute after the implementation of the two-child policy. When it comes to aged care

facilities, on average, there are only three beds for every 100 senior citizens. Some surveys suggest that in big

cities, one would have to wait until 90 years old before he or she can get a place in a nursing home. The

increase of such facilities is lagging behind the growing needs for them.

How does the government plan to address this acute problem? In my local inspection trips, I have seen that

some good experience has been gained in this respect, that is, to vigorously develop community-based providers

of such services. If there can be accessible, quality services that are safe, reliable, and beneficial to all, they will

certainly be very popular among the targeted populations. In this respect, the government needs to develop

innovative mechanisms to better match market supply with our people's demand. The government also needs to

provide policy support. For example, we may provide public rental housing units for free to private operators as

venues of facilities for providing assisted meal, assisted mobility, day care, rehabilitation, and even open senior

colleges. The government may also provide tax exemption or tax-free treatment for these service providers in

terms of their expenses on water, electricity and natural gas. These entities are all working together with the

government to address our people's actual needs. The main job of community-level officials and competent

departments is to ensure fair market access and enhance oversight so that these services will be both safe and



1/26/2020 Premier Li Keqiang Meets the Press: Full Transcript of Questions and Answers

5/16

reliable, and those who break the rules will be driven out of the market. In this way, we will be able to keep our

senior citizens, our children and all families reassured.

When our senior citizens have a decent life in their retirement and our children a carefree childhood, all families

will lead a happier life and our young and middle-aged people will have greater energy to tap into their

entrepreneurship. I do recognize that there are still a great deal of things the government should do in areas

related to people's lives. We will do our level best within the realms of possibility to tackle the key concerns and

difficulties that our people face.

Bloomberg News: There's probably not been as much suspicion and competition in the relationship
since ties began some 40 years ago. How would you describe the current state of US-China ties? What's
your outlook for the relationship? And also if you could address some specific issues on trade, what
kind of deal would China accept, and what kind would China not accept? And on technology, would
China force Chinese technology companies to help spy?

Premier Li: I would like to say that China-US relationship has been forging ahead in the past four decades. And

a great deal has been accomplished in the growth of this relationship. At the same time, it is true that the

relationship has also gone through some twists and turns. But the underlying trend is for the relationship to go

forward, and this has not changed. This is because there are broad common interests between China and the

US. And the shared interests far outweigh the differences. Steady growth of China-US relationship is in the

interest of both countries. It's also something good for the whole world. So I expect this relationship to continue

forging ahead despite twists and turns. And that should be the underlying trend going forward.

While maintaining the overall stability of China-US relations, we have also seen problems and difficulties appear

from time to time. In the past weeks and months, one prominent difficulty in China-US relationship lies in their

economic and trade friction. The two countries have been in consultation the whole time. Last year, during the

G20 Summit, the presidents of the two countries reached important common understandings. Consultations

between the two sides are still ongoing. We hope that good outcomes will be delivered out of those

consultations, outcomes that work for both sides and are a win-win. I believe that such a result is also what the

whole world would like to see.

China and the US, as two large economies, have become closely entwined through years of development and

cooperation. It is neither realistic nor possible to decouple these two economies. I believe we need to follow the

principles of cooperation instead of confrontation, mutual respect, equality, and mutual benefit, to continue to

grow China-US relationship, including economic and trade ties, and to deliver concrete benefits to people of both

countries. As for the differences and disagreements, we have the confidence that people of the two countries
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have the wisdom and capability to defuse and manage them properly, and to pursue steady and sound growth of

China-US relationship in keeping with the trend of our time.

You asked whether the Chinese government will ask Chinese companies to "spy" on other countries. Let me tell

you explicitly that this is not consistent with Chinese law. This is not how China behaves. China did not and will

not do that in the future.

Xinhua News Agency: The year 2018 marked the 40th anniversary of China's reform and opening-up,
putting China's reform at a new starting point. There have been new hopes, both at home and abroad, for
China to accelerate its reform agenda. What concrete actions will be taken to deepen reform this year?
What specific measures will be adopted to improve China's business environment?

Premier Li: Through 40 years of reform and opening-up, China has made remarkable achievements, delivering

benefits to its entire population. We intend to stay on this path and will pursue our reform at greater depth and

breadth. We will continue to develop our socialist market economy, and pursue market-oriented reforms.

The government will continue to move forward these reforms in accordance with market principles and the law, to

ensure that concrete outcomes will be delivered through specific actions. In carrying out reform, the government

must create an enabling environment for the market to play its decisive role in allocating resources. The job of

the government is not to direct what the market should or should not do, but to do its best to energize all market

players. During this year's "Two Sessions", I have heard the hope expressed by many NPC deputies and

CPPCC members for a better business environment in China. They told me that if there is a more enabling

business environment and a level playing field, the market will be in a stronger position to play its role. Over the

years, through the reform of government functions, we have made substantial progress in improving our

business environment. This has also been evidenced by the fact that China's global ranking in terms of ease of

doing business run by an important international organization moved up by over 30 spots last year. There has

been improvement, but we are still falling short in some respects. We must listen closely to the views expressed

by market players and do our level best to foster a better business environment to unlock market vitality and

creativity of the people.

When improving the business environment, efforts will be made in both deregulation and oversight. By

deregulation, we will ensure that companies of all types of ownership will stand to benefit as equals from our

measures of administrative streamlining, including cutting the time required for companies to get business

license or other required licenses and permits. There should be no discriminatory practices. For example,

through years of efforts, we have cut the time required to get a business license from 22 days to 8.5 days. This

year, our goal is to further cut it to five days, and in some places with better conditions, maybe three days. It only
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takes one day to get a business license in some developed countries. When I visited some local areas, I heard

complaints from business owners, telling me that even with a business license, they still face a myriad of

requirements for other types of permits, that is, their companies can be up but not actually running. We plan to

ensure that except for those areas involving public safety and security and other special sectors, a business

license should be enough for a company to be up and running. For government departments, their job should be

focused on enhancing compliance oversight, to see what permits are required, and ban non-compliant and

disqualified companies from the market.

With lower market thresholds, there must be tightened oversight. There should be fair access to market and

impartial regulation. With laxity in regulation on the part of government, malpractices such as cheating and

manipulation, infringements of intellectual property, making and selling of fake or substandard goods, or payment

arrears, may be left unchecked. I have heard complaints from CPPCC members during this year's "Two

Sessions" about difficulties in seeking legal redress and getting debts repaid due to inadequate oversight. We

must make the rules open and transparent, so that market players are fully aware of the dos and don'ts. We must

not exercise selective or arbitrary regulation. We must put in place effective institutional arrangements for both

deregulation and oversight.

It can be said that the tax and fee cuts, together with administrative streamlining and impartial regulation, are two

very important parts of our measures to counter the downward economic pressure and boost market vitality. The

purpose is to ensure steady and sustained growth of the Chinese economy, and make it full of vigor and vitality.

ETV Today of Taiwan: Early this year, President Xi Jinping gave an important speech at the Meeting
Commemorating the 40th Anniversary of the Issuance of the Message to Compatriots in Taiwan and that
important speech received close attention from people on both sides of the Taiwan Strait. My question
is: how will the mainland implement the policies and propositions set out in that important speech, in
particular, to promote the common development of the two sides of the Taiwan Strait and improve the
well-being of people on both sides?

Premier Li: Indeed, early this year, General Secretary Xi Jinping gave an important speech at the Meeting

Commemorating the 40th Anniversary of the Issuance of the Message to Compatriots in Taiwan. In the important

speech, he articulated our principles and policies on the Taiwan question. We will continue to adhere to the one-

China principle and the 1992 Consensus, and oppose Taiwan independence. We will continue to work to

promote peaceful growth of cross-Strait relations and the peaceful reunification of our motherland.

People on both sides of the Taiwan Strait are bound by kinship. We intend to introduce more preferential policies

toward our compatriots in Taiwan to ensure that they will enjoy the same treatment as mainlanders when they
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come to work, study, live and do business on the mainland. Previously, we introduced 31 measures for promoting

cross-Strait economic and cultural exchanges. These measures must be fully delivered. In this process, new

measures should be introduced as well. When people on both sides of the Strait enjoy the same development

opportunities and come closer to each other, the cross-Strait relationship will grow stronger and make more solid

progress. We need to work hand in hand to realize our shared dream of national renewal.

People's Daily: Last year, some companies have started to trim staff. Some Chinese and foreign-invested
firms have started to relocate their businesses overseas. We have also heard complaints by companies
about a shortage of skilled workers. My question is: what measures will the government adopt to resolve
these problems?

Premier Li: Indeed, in China's modernization process, there will always be tremendous employment pressure. In

recent years, on average, some 15 million new entrants entered the labor force each year, and that number will

not decrease in the foreseeable future. In addition, we also need to provide job opportunities for several million

rural migrant workers every year. This year we plan to create another 11 million or more new urban jobs. And in

actual practice, our goal is to generate the same amount of job opportunities as we did last year, that is, over 13

million. You may have also noticed, this year for the first time, we are elevating the status of jobs-first policy to a

macro policy together with our fiscal policy and monetary policy. The tax cuts under the fiscal policy as well as

cutting real interest rates under the monetary policy are all designed to ensure employment in our country. When

there is a job, there is income and there is increase in social wealth.

Keeping our major economic indicators within a proper range is first and foremost about ensuring employment

and preventing a surge in unemployment. To do that, we will apply a combination of measures including

promoting employment for key groups of people like college graduates, demobilized military personnel and laid-

off workers. This year, the number of college graduates will reach another new high-8.34 million. We also need to

make sure there will be no zero employment families. For those companies that hire more, the government will

provide more policy support. In the meantime, we will expand the platforms to encourage business start-ups and

innovation as a way to generate more jobs. The state of employment very much reflects how our economy is

faring.

The government work report touched mainly upon creating new urban jobs. Here I would like to make a special

mention of our rural migrant workers which are now numbered at above 280 million. And that figure is still

increasing by several million each year. These rural migrant workers are a leading force in many industries and

sectors of our country. Much of their earnings come from non-farming jobs, and they carry the hopes of a lot of

families. One thing I can never forget is that several years ago, I was visiting the construction site of a local

transportation project in a mid-sized northeastern city, where I met some rural migrant workers. It was a cold

winter day, and I talked to one of the workers who was about my age on the construction site. He said to me that
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he wanted to work longer hours so that he could earn more money. I asked him why. He said that his child was

just enrolled into a leading university and he wanted to earn more so that his child won't have to worry about the

college tuition fees and can focus on his studies. In his eyes I saw his hopes for a better future for his children.

Indeed, education has been an important underpinning force that keeps the Chinese nation going for several

thousand years. That has made it possible for us to come this far in the past 40 years of reform and opening up.

These rural migrant workers must be treated with kindness. And we must ensure that they will not only find jobs

but also get paid for their work. There have been instances where their wages cannot be paid in full and on time.

The government will formulate regulations to crack down on such malpractices to ensure that the lawful rights

and interests of all rural migrant workers will be fully protected. The government must not fail the hope of all their

families.

Spanish News Agency EFE: The trade war with the United States, in case that continues, could represent
an opportunity to improve the relationship between Europe and China, or will only have negative effects.
And in any case, what do you expect of the relationship between Europe and China this year?

Premier Li: The China-US trade friction is an issue between China and the United States. We will not exploit any

third party. We will not target or hurt the interest of any third party. For China and the EU, China is the largest

developing country in the world, the EU the largest union of developed countries in the world. And both are

important poles in the multi-polar world. A growing China-EU relationship serves the interests of both China and

the EU and the world at large.

China and the EU are each other's biggest trading partner. There has been cooperation as well as frictions in our

relationship. Over the years, we have gained good experience in managing our differences and frictions and I

believe such experience should continue to be applied. One very important experience is to deepen our mutual

trust. The two sides are now advancing negotiations on an investment agreement. The purpose is to further

facilitate the two-way flow of our investment to see that the two sides will benefit on an equal footing from this

agreement. I believe that we need to view each other's development with an open mind and continue to properly

handle our differences in the course of pursuing cooperation for continued, steady growth of our relationship.

Next month, I am going to visit the EU Headquarters and host the next round of China-EU Summit with the EU

leaders. I hope that both sides will view this relationship from a strategic and long-term perspective, and continue

to show mutual respect, deepen our mutual understanding and advance cooperation in joint pursuit of sustained,

healthy growth of our ties.

China Central Television: It seems that quality medical resources are still somewhat inaccessible and
quite expensive. In particular, a serious illness could cause heavy burdens on the families concerned. I
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would like to ask: what specific measures will the government take to tackle this problem?

Premier Li: Accessing quality medical resources is indeed a key issue related to people's lives. And getting

treatment for serious illnesses is truly an acute concern of our people. There does exist the problem of

inaccessible and quite expensive medical care in our country. I would like to say that over the years we have

been able to provide basic medical care services to cover the entire population. In addition, we have established

the scheme for serious illness insurance with a cost-sharing formula between the government and individuals, an

important measure to mitigate the burdens on patients with serious illnesses, especially needy patients. This is a

quite creative step the Chinese government has taken.

There have been complaints about the high costs of cancer drugs, so last year, through various means including

tax cuts, we managed to cut the prices of 17 cancer drugs by over 50 percent and included them into medical

insurance schemes. This has significantly eased the financial burdens on cancer patients and poor families. This

shows that the government must do its level best in resolving people's concerns.

This year the government plans to do its utmost in taking two major steps. First, we will make the outpatient

drugs for chronic diseases like high blood pressure and diabetes reimbursable, and set the reimbursement rate

at 50 percent. This measure will benefit some 400 million Chinese suffering from these chronic diseases. And

when I talked to some of those patients, they told me that they have to take drugs every day and a lot of their

pension benefits have to be spent on these drugs. This is a problem we need to address. Second, when it comes

to serious illness insurance scheme, which already covers nearly 1.4 billion people, we will lower the payout

threshold and raise the reimbursement rate so that this scheme can truly produce amplifying effects to benefit as

many people as possible. Although we have established a medical care safety net that covers a large population,

the level of actual benefits is still not high. For example, for Chinese farmers, their average per capita annual

income is less than 15,000 yuan, so it would be very hard for one to just rely on himself or herself to cover

expenses for the treatment of serious illnesses. The government and private entities must work together in this

respect to meet people's health needs. Without health, there would be no happy life for our people.

Channel NewsAsia of Singapore: The Foreign Investment Law has just been adopted at the NPC Session
today. Yet there is also worry that the exceptional swift adoption of this piece of legislation is only in
large measure a response to pressure from the United States. And the ambiguity of some legal
provisions will only provide the Chinese government further wiggle room for self-discretion and lower
investors' expectations of the actual effects of enforcement. How would you respond to this? What
specific measures will the government take to ensure full enforcement of the law?
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Premier Li: Opening-up is China's fundamental state policy. It has delivered real benefits to the Chinese people

and has benefited the world. So why won't we go ahead with it? If we make a promise on opening-up, we will

certainly deliver on it. For instance, last year, we lifted foreign ownership restrictions in some key basic

industries. And we have seen the delivery of a big number of major projects in these respects. Last year, China

remained the largest recipient of FDI among all developing countries. Going ahead, we will continue to carefully

listen to the views from various parties and keep making China more open.

The just concluded NPC Session adopted the Foreign Investment Law. This piece of legislation is designed to

better protect and attract foreign investment through legislative means. This law will also regulate government

behaviors, requiring the government to perform its functions in accordance with the law. The government will

introduce a series of matching regulations and directives to protect the rights and interests of foreign investors,

such as on working mechanisms for handling complaints filed by foreign-invested enterprises. These will be the

important things for the government to do in the following weeks and months to see that this law will be truly

operable.

We will continue to implement a management system of pre-establishment national treatment plus a negative

list. We will release a newly revised negative list which will become shorter. And going forward, we will further

shorten our negative list, which means that more areas will be opened up for foreign investment. We will also

enhance the protection of intellectual property. In this respect, we will make revisions to the laws on IPR

protection and introduce a mechanism of punitive compensation to ensure that all infringements of intellectual

property will be seriously dealt with and have nowhere to hide. We also hope that foreign governments can view

in an objective light the cooperation between Chinese companies and their foreign partners based on mutual

agreement. In a word, China will further open up, and China's opening-up measures will not come on a one-off

basis, but will be introduced quarter after quarter and year after year. In hindsight, when we review the course of

China's opening-up, we would realize how tremendous a change that has taken place in this country.

Guangming Daily: Last year, the Central Bank cut required reserve ratio several times, lowering the costs
of financial institutions. However, companies still feel there is difficulty in accessing affordable
financing. And they have yet to feel the actual results of those policy adjustments. What measures will
be adopted this year to ensure there will be better financial services for the real economy?

Premier Li: Serving the real economy is the bounden duty of the financial sector. However, there does exist the

problem of inaccessible and expensive financing for the real economy, in particular, private businesses and small

and micro companies. Last year, we took a number of steps to curb the fast rise in the financing cost faced by

our companies. The Central Bank cut required reserve ratio four times to reduce costs for financial institutions,

so that more money will flow to our private companies, and small and micro companies. This year, we will take a

multi-pronged approach in this respect to significantly ameliorate this problem that is seriously constraining our
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economic development and the vitality of our market. Our goal is to further cut the financing cost for small and

micro companies by another one percentage point this year.

As China takes its own initiative to further open up, we will adhere to the principle of competitive neutrality and

treat both domestic and foreign-invested enterprises as equals. Likewise, we also need to treat all businesses

under various types of ownership as equals. As far as lending is concerned, there do exist some problems and

obstacles. We need to encourage financial institutions to enhance their internal management system and provide

more services to private companies, and to small and micro firms, to lessen their financing cost and rein in

arbitrary charges. When small and micro companies are vibrant, our economy will be full of life and energy. And

there will be a stable employment situation.

In the meantime, we also need to forestall financial risks. No new loans will be made to zombie companies which

are no longer solvent. And so-called financial activities that are illegal and non-compliant must be stopped and

seriously dealt with. We are fully capable of forestalling systemic financial risks. Strengthening financial services

and preventing financial risks are mutually reinforcing.

TASS: This year marks the 70th anniversary of diplomatic relations between Russia and China, a
milestone in the history of relations between our two countries. Last year, for the first time, two-way
trade exceeded US$100 billion. What new breakthroughs do you foresee for the growth of Russia-China
relations, and in particular, their economic and trade cooperation this year?

Premier Li: China and Russia are each other's biggest neighbors. A sound and stable China-Russia relationship

serves the interests of the two countries, the region and the world.

This year is the 70th anniversary of diplomatic ties between the two countries. In the past seven decades, our

relationship has traveled an extraordinary journey. And today it has reached a very high level featuring

deepening mutual political trust and growing people-to-people exchange. As you mentioned, in spite of the

downturn in global trade growth last year, trade between our two countries exceeded, for the first time, US$100

billion. That shows there is still much untapped potential in our business ties. And we need to work together to

further expand areas of cooperation. For example, we may continue to focus on our big project cooperation and

trade in commodities. We may also strengthen our cooperation between micro and small firms and cross-border

e-commerce platforms. We may enhance collaboration in aviation and aerospace, and also enhance exchanges

at the sub-national level and between our peoples. In a word, we need to make use of all possible means at our

disposal to, first, keep our 100-billion-dollar trade stable, and then, work further toward the goal of doubling it.



1/26/2020 Premier Li Keqiang Meets the Press: Full Transcript of Questions and Answers

13/16

The Paper: You have been calling for the growth of Internet Plus and sharing economy. However, we also
saw serious problems last year in these areas. What's your comment? What measures should be
adopted to better regulate the growth of sharing economy?

Premier Li: Internet Plus and sharing economy can also be viewed as a platform economy. Like other new

things, they also have upsides and downsides. They have added new jobs, and made life easier and more

convenient for our people. They have also driven China's industrial development. For example, the growth of e-

commerce, express delivery services and mobile payment have made life more convenient for our people. When

wisdom and strength are pooled, all stand to benefit.

For these new forms of business and new business models, we must not exercise arbitrary regulation or

oversight, that is, either letting them be or shutting them down as soon as problems appear. Our choice over the

years is to exercise accommodative and prudential regulation. By accommodative, we need to recognize that

what is known about new things is always much less than what is unknown about them. So they should be

allowed a good chance to grow. And the government needs to detect and redress any possible problem that

comes along the way.  

By prudential regulation, the government needs to draw a clear line at public safety and security. And no one

should be allowed to use Internet Plus or sharing economy as an excuse or means for cheating and

manipulation. In this way, our purpose is to foster a more enabling environment for all entrepreneurs and provide

our companies good opportunities in developing new drivers of growth. In a word, there should be equal access

to the market and impartial regulation on the part of the government. In market competition, the fittest will

survive. And with impartial regulation, good rules will be enforced. There will always be both happiness and pain

in the growth of new forms of business. The job of the government is to provide them with proper guidance.

Internet Plus and sharing and platform economies still have broad space for further growth. For example, e-

commerce and express delivery services have made it possible for industrial goods to reach rural areas, and for

quality agricultural produce to be delivered to urban households. In the industrial sector, we may advance the

Industrial Internet to put idle production equipment to better and more efficient use and encourage technological

innovation. In the social sphere, Internet Plus has also made a difference. For example, it has enabled the

sharing and connectivity of different medical, health care resources, educational resources and other services so

that even children, aged people and others living in remote rural areas can have access to better hospitals,

schools, doctors, teachers and other quality resources. There are many such concrete examples. Such a

development has further energized our markets and unleashed public creativity.
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Phoenix TV: The Investment from Hong Kong, Macao and Taiwan is not addressed in the Foreign
Investment Law. This may be confusing for people from these three regions. And in your comments
about China's opening-up, you did not mention what measures would be adopted toward Hong Kong,
Macao and Taiwan. Does that mean that there will be certain adjustment to the policies of the central
government regarding investment from these three regions?

Premier Li: Hong Kong and Macao are special administrative regions of the People's Republic of China, and the

two sides of the Taiwan Strait belong to one and the same China. We have all along attached great importance

to investment from these three regions. Investment from Hong Kong and Macao accounts for 70 percent of all

overseas investment on the mainland. So how can we not set store by investment from these two regions? We

will further harness the advantages of Hong Kong and Macao as separate customs territories and free ports.

When I was addressing the question from the Taiwan journalist, I also said that we are going to create more

favorable conditions for business people from Taiwan to invest on the mainland.

The Foreign Investment Law can be used as a reference for investment from these three regions. Moreover, the

institutional arrangements and actual practices that have long been in place and proven effective for them will go

on unaffected. We hope that these efforts will help to attract even more investment from Hong Kong, Macao and

Taiwan. The State Council will formulate related regulations or policy documents. In this process, we will listen

carefully to the views of fellow Chinese from Hong Kong, Macao and Taiwan to see their lawful rights and

interests duly protected. Investment from these three regions is most welcome.

China Daily: Last year, the growth of China's domestic consumption trended downward. However, at the
same time, hundreds of millions of Chinese chose to travel overseas for shopping. My question is: what
measures will the government take to boost domestic consumption?

Premier Li: It is true that the growth of China's domestic consumption has been declining for some time.

Consumption and people's well-being are like the two sides of the same coin. There needs to be a reasonable

size of investment and increase in consumption. Although consumption is in a certain sense driven by increase

in income, we should also recognize there are still obstacles that constrain the growth of domestic consumption.

We must resolve these problems, as this will help boost consumption and improve people's lives.  

We have seen an increase in travel by roads in recent years. In this year's government work report, we set the

goal that within two years, we will eliminate almost all expressway tollbooths at provincial borders. And that has

proven to be a very popular policy initiative. It will not just ease traffic congestion, but also help with the growth of

related industries and sectors. This goal must be achieved, and we have instructed the relevant departments to

make their best efforts to achieve it ahead of schedule.  
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In recent years, we have also worked to raise the speed and cut the rates of Internet services. That has

benefited our consumers and boosted the growth of related industries. This year, the goal is to cut the rates for

mobile internet services by another 20 percent, and that will involve some RMB180 billion yuan. At the same

time, we require that it should be made possible for cellphone users to switch their telecommunications service

carriers without changing their phone numbers. This will force the carriers to overhaul hidden charges and further

improve their services. It will also help to upgrade the whole industry.

We also plan to cut the prices of electricity for general industrial and commercial companies by an additional 10

percent this year. When it comes to e-commerce, there are up to 10 million online shops in China with over 600

million consumers, and e-commerce platforms run 24/7, and these computers consume a lot of electricity. So

when electricity price is cut for these companies, it will also make it possible for our consumers to benefit more

and transform and upgrade the related industries. It is thus an initiative with multiple benefits. We must endeavor

to ease and even eliminate all these institutional barriers that constrain consumption. This will stimulate

consumption, energize market players, and unlock public creativity. All government departments must be fully

aware of the concerns of the people and do their best to meet our people's expectations.

Nikkei: China is the chair of the China-Japan-ROK summit mechanism this year. And Mr. Premier, what
do you think will be the focus of the discussions at the summit? In the backdrop of growing trade
protectionism in the international environment, my feeling is that the trilateral FTA may become a focus
of discussion this year. When can this FTA be signed? And for China, between the RCEP and the China-
Japan-ROK FTA, which is a higher priority?

Premier Li: This year marks the 20th anniversary of the framework of leaders' meeting among China, Japan and

the ROK, and China will be the chair this year. We will discuss with Japan and the ROK and work out the agenda

of this year's summit. I think that the FTA development among the three countries should be put on the agenda of

the leaders' meeting. In particular, given the larger international environment of growing trade protectionism, the

development of an FTA among these three countries with a comprehensive, high standard and mutually

beneficial agreement is in the interest of all three countries. Although Japan and the ROK run pretty large

surpluses in their trade with China, China is still prepared to compete with them on a level playing field so that

consumers of the three countries will have more options. In this process, I believe it is important for us to draw on

each other's comparative strengths so that we can all stand to benefit. As to which one will be concluded first, the

China-Japan-ROK FTA or RCEP, I think that depends on efforts made by the parties concerned. And whichever

will be concluded first, China would welcome that.

As we come to the final question, let me add one point. China pays attention to its relations with Northeast Asian

countries. Just now, I addressed a question from the ROK journalist saying that China will continue to play a

constructive role as a major country for the denuclearization on the Korean Peninsula. But not just so, we also

pay a great deal of attention to our relations with Southeast Asian countries and indeed all our neighbors. We

hope to have a stable neighborhood and will continue to follow the principles of amity, sincerity, mutual benefit

and inclusiveness in developing relations with those countries. We will work with them to enhance the
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complementarity between China's Belt and Road Initiative and their development plans. In a word, China will stay

on the path of peaceful development and will continue to be a positive force and a contributor for regional and

global peace and development.

At the end of the press conference, a journalist from Southern Metropolis Daily asked whether there would be a

three-day national holiday for the May 1st Labor Day this year.

Premier Li said, we would ask relevant departments to study this expeditiously, taking full account of the views of

the general public.

The Press Conference, held at the Golden Hall on the third floor of the Great Hall of the People, lasted for about

150 minutes and was attended by over 1,200 Chinese and foreign journalists. (End)
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Q: Sources say that China and Russia proposed a draft resolution to the Security Council to terminate part of the sanctions against the DPRK and
called for resumption of the six-party talks. I wonder if you could confirm the existence of that resolution? Why did the two countries decide to
propose such kind of resolution?

A: I can confirm that on the early morning of December 17 Beijing time, China and Russia proposed a draft resolution on the political settlement of the Korean

Peninsula issue to the Security Council. The draft resolution was distributed to the Security Council members.

At present, the situation on the Korean Peninsula is in a critical and sensitive stage with greater urgency for political settlement. The international community

must take an objective and impartial position, act in the service of long-term interests and the greater good, gather consensus for political settlement, and sustain

the hard-earned momentum for dialogue, to prevent a relapse of tensions and confrontations and head off a dramatic reversal. The Security Council must fulfill

its responsibilities prescribed in the UN Charter and take concrete actions.

China is committed to upholding denuclearization, peace and stability on the Peninsula and resolving the issue through dialogue and consultation. We stand for

advancing denuclearization in parallel with creating a lasting peace mechanism. We hold that parties' concerns, particularly the DPRK's legitimate and justified

concerns in security and development, should be addressed in a balanced way.

In light of the above, China and Russia jointly proposed a draft resolution to the Security Council on the political settlement of the Peninsula issue. There are

three major points in the draft. First, China and Russia reiterated that all parties need to stay committed to realizing denuclearization on the Peninsula. Second,

we called on the United States and the DPRK to continue dialogue and resume the six-party talks. Third, some sanctions should be lifted in light of the DPRK's

compliance with relevant resolutions. We hope the Security Council will speak unequivocally with one voice in support of political settlement and encourage the

United States and the DPRK to respect each other's concerns, demonstrate flexibility and good faith, move towards each other, act on the consensus contained

in the Singapore Joint Statement, and, by taking the phased and synchronized approach, break the deadlock and resume dialogue and engagement as soon as

possible to prevent the dialogue process from "derailing" or "backpedaling".

China hopes the Security Council members will stay united, honor our historical responsibilities, support the draft resolution proposed by China and Russia and

jointly work for political settlement of the Peninsula issue. China stands ready to continue working, along with all parties concerned, towards denuclearization,

lasting peace and stability on the Peninsula.

Q: The 14th ASEM Foreign Ministers' Meeting (ASEM FMM14) just concluded in Madrid, Spain. State Councilor and Foreign Minister Wang Yi attended
this meeting. What do you think of the significance of this meeting and its outcomes?
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A: ASEM FMM14 is an important multilateral meeting held against the backdrop of fluid international landscape and rising instability and uncertainties. Important

consensus was reached on upholding multilateralism, enhancing connectivity and resolving regional and international hotspot issues. The most significant

outcome and highlight of this meeting is that 53 ASEM members, accounting for more than 60 percent of the world's population, nearly 60 percent of global GDP

and close to 70 percent of global trade, voiced their strong support for multilateralism in the face of global challenges.

Under the theme of "effective multilateralism", State Councilor Wang Yi expounded on China's position for multilateralism and called on countries in Asia and

Europe to lead by example. He said that multilateralism in the context of our times should have win-win cooperation as the goal, equity and justice as the

essence, and be action-oriented. We need to defend the UN-centered international system, the international order based on international law, and the multilateral

trading system underpinned by the WTO. We should oppose the abuse of "long-arm jurisdiction", unilateral sanctions, technology blockade, digital hegemony,

the creation of technological divide and decoupling. China's position was broadly endorsed by representatives at the meeting.

ASEM foreign ministers stressed that as the international order based on international law was being challenged, Asian and European partners are committed to

multilateralism, a multi-polar world and the WTO-centered multilateral trading system. They expressed opposition to protectionism in all forms and called for the

resumption of the WTO appellate body's normal functioning as soon as possible. It is a strong testament to ASEM members' collective resolve and will.

Faced with common challenges in today's world, we need to defend multilateralism more than ever. China will work with other ASEM members to carry forth the

consensus and outcomes reached at this meeting, uphold multilateralism and consistently add stability and impetus to world peace and development.

Q: US Defense Secretary Esper said that they might withdraw troops from Afghanistan whether or not there's a peace deal. Does China see this move
as undermining the situation in Afghanistan and creating volatility? Second, Beijing was to host the Afghan peace talks which got delayed. Do you
have any update on when that might take place?

A: We noted reports on US troops' possible withdrawal from Afghanistan. China believes the Afghan issue should be resolved by political means. We firmly

support the "Afghan-led, Afghan-owned" peace and reconciliation process. We support more dialogue between parties concerned to create conditions for the

final settlement. Any action to be taken should be conducive to peace and stability in Afghanistan. China will continue to make constructive efforts on this issue.

As for the intra-Afghan meeting that you are interested in, as I recall, you asked several times before and I responded to each of them.

My answer today may be familiar to you. Respecting the will of parties concerned in Afghanistan, China would like to contribute to the peace and reconciliation

process by providing a platform for intra-Afghan talks in China. We are staying in contact at the moment.

Q: Does the decision by Norway's Telenor not to use Huawei as the key technology provider for Norway's 5G network impair the FTA talks between
Beijing and Oslo? Have you raised concerns with the Norwegian authorities?

A: The FTA negotiations between China and Norway serve the interests of both sides. In the spirit of mutual respect and mutual benefit, China is willing to

continue advancing the negotiation process, which is our action in support for economic globalization and free trade.

On the 5G technology, China's position is consistent and clear. We hope Norway will make its choice independently and objectively to serves it national interests

and foster an open, fair, impartial and non-discriminatory business environment for Chinese companies.

Q: Germany's Social Democrats (SPD) and coalition lawmakers on December 16 agreed a blueprint, which stipulates that telecoms equipment
suppliers from countries where state influence cannot be monitored and manipulation or espionage cannot be ruled out should be excluded from
Germany's core networks. Reports say this proposal was rejected by the government, and the SPD decided to hold an internal vote on December 17. I
wonder if you have any comment on that?



A: It is understandable that Germany is having concerns about its network security, especially considering the country's bitter experience that its networks and

even its leaders' cellphones have been eavesdropped by other countries. But I'd like to point out that security concerns should be based on facts and kept within

a rational and fair range. They cannot be an excuse for countries to practice protectionism and, even worse, to politicize or ideologize economic and trade

cooperation.

We noted the recent discussions in Germany on Huawei's 5G technology. It is a worrisome tendency and a wrong behavior that some parties and people in

Germany are trying to exclude Chinese companies by political means. It goes against the market economy values of openness, inclusiveness and fair

competition, values that Germany has always been advocating. And it will undermine Germany's own interests and international reputation.

China's position on the 5G technology is consistent and clear. The Chinese government has never supported Chinese companies in undertaking activities that

jeopardize other countries' legitimate security interests. No law in China has required companies to install backdoors or collect foreign intelligence. Openness

should be mutual. As China continues to keep its door open for all telecoms enterprises, including European ones, in our 5G networks, we hope other countries

could also foster an open, fair, impartial and non-discriminatory business environment for Chinese companies.

Q: The withdrawal of troops by the US has been on the cards for some time. Does China have a plan of action with neighbors to deal with the
particular situation if the US withdraws its troops? Another question about talks between Taliban and the Afghan government. Taliban earlier refused
to hold talks with the Afghan government when the US tried to do that. Can we presume that Taliban was not ready for talks with the Afghan
government proposed by the Chinese government?

A: I stated my position on the US troops' possible withdrawal from Afghanistan.

We support more dialogue between parties concerned to create conditions for the final settlement. Any action to be taken should be conducive to peace and

stability in Afghanistan. Our position on that is very clear.

On the intra-Afghan talks in China, as I said earlier to another friend from the press, we are discussing that with parties concerned. We will update you if anything

comes up.

Q: Just a follow-up question on the draft resolution proposed by China and Russia to the Security Council. Do you have any information yet on the
timing of a vote on that? Any idea, a month, a week, anything like that?

A: Like I said, on the early morning of today Beijing time, China and Russia proposed a draft resolution on the political settlement of the Korean Peninsula issue

to the Security Council. We will discuss that with other Security Council members. Of course, we hope all members will reach a consensus, take on historical

responsibilities and jointly work for political settlement of the Peninsula issue.

Q: Pyongyang has set a deadline of the end of this year for the US to change its policies. I just wondered how China viewed that deadline? What will
be your message to Pyongyang about the deadline?

A: Like I responded earlier, the situation on the Korean Peninsula is in a critical and sensitive stage. You may have noticed the recent remarks made by the

DPRK side.

Currently there is greater urgency for political settlement. Against this backdrop, China and Russia jointly proposed this draft resolution because we believe the

international community need to be fair and unbiased, have the bigger picture in mind, further consolidate consensus on political settlement, sustain the hard-

earned momentum for dialogue, prevent the resurgence of tension and confrontation, and head off a dramatic reversal.

Also, I'd like to emphasize that both the DPRK and the US, as parties directly concerned, should cherish the hard-won opportunity of political settlement as well

as outcomes that have been achieved. Both sides need to stay committed to dialogue and consultation, meet each other halfway and break the deadlock at an



early date. China will continue to make constructive efforts on that. China and Russia will discuss the draft resolution with other Security Council members. We

hope members will reach consensus on advancing political settlement as soon as possible.

Q: About the China-Japan-ROK summit, do you have more information on that? Also in terms of accreditation, will that information be coming from
the foreign ministry?

A: We released information on the China-Japan-ROK Leaders' Meeting before. The meeting will be held on December 24 in Chengdu, Sichuan Province. We are

in close communication with Japan and the ROK regarding the specific arrangements.

As for the accreditation details, I will get back to you after the press conference as I need to know more about that.

Q: Another question on the Security Council draft resolution where China and Russia called for resumption of the six-party talks. I wonder if China is
ready to be a host for the six-party talks?

A: As we all know, China played a critical and constructive role in previous six-party talks. Considering the mechanism's success in the past, China, Russia and

many other countries as well as international organizations are calling for its early resumption. It will provide a valuable platform for parties to exchange views,

enhance mutual trust and consolidate consensus. In fact, China has been in communication with relevant parties on that. We hope the six-party talks will be

resumed soon.
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      The issue of 5G has been hitting the headlines for a while. Reports, however, have been dominated by 
unfair and untrue touting of the so-called "Huawei threat" and "technology cold war", and even talk of building a 
"wall" that would divide the global telecommunications sector. Such stories are harmful to the normal development 
of the industry. Instead, we should seriously consider three questions: Is Huawei safe? What has Huawei done for 
China-UK relations? And, what would be the consequence of banning Huawei in Britain?

The answer to the first question can be found in the facts. Huawei provides network services to more than three 
billion people in over 170 countries and regions, of which no country, organisation, company or individual has come 
up with concrete evidence that its products pose any security threat. Moreover, Huawei has publicly pledged that it 
is ready to sign a "no-back door" agreement and accept tests and supervision by a third party.

Here in the UK, Huawei established a cyber security evaluation centre in 2010 at its own expense. This has been 
operated and managed by an all-British team since then. Its conclusion has been that Huawei products do not 
threaten Britain's national security. This country's Science and Technology Select Committee also concluded that 
"there are no technical grounds for excluding Huawei entirely from the UK's 5G or other telecommunications 
networks."

The fallacy that China's National Intelligence Law could "force" telecommunications suppliers to hand over data to 
China is nothing but scaremongering, not least because this law stipulates that "national intelligence work shall be 
carried out in a way that respects and protects human rights, and safeguards the legitimate rights and interests of 
individuals and organisations."

China has never and will never ask companies or individuals to collect data, information or intelligence in others 
countries by illegal means. Fabricating "Huawei risk" in the name of national security is tantamount to giving a dog a 
bad name to hang him. Doing so will only hamper normal cooperation between countries, and in the end, those who 
intend to scare others would lift the stone only to drop it on their own feet.

This leads one to the second question. Huawei has not done any of the things it is accused of doing. What it has 
done over the past 20 years since coming to the UK is to have contributed hugely to the development of society, the 
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economy, and the telecommunications industry in this country. From 2012 to 2017, Huawei brought £2 billion to 
Britain through investment and procurement, and created 26,000 jobs. In early 2018, Huawei pledged to invest a 
further £3 billion in the UK over the next five years. This is a vote of confidence in the economic prospects of the UK 
as it leaves the EU. It is also a vote of support for China-UK business cooperation.

As the cradle of the Industrial Revolution, the UK attaches great importance to 5G development. The Department 
for Digital, Culture, Media and Sport has promised to step up investment so that the majority of the British 
population will have 5G coverage by 2027. As a leading company in 5G technology, Huawei has dozens of R&D 
centres globally, more than 80,000 research personnel and more 5G patents than anyone else in the world. Closer 
cooperation between Huawei and the UK benefits both sides.

This brings us to the third question, and the answer to that is that banning Huawei means back-pedalling for Britain. 
Quite aside from the protectionist blow that such a move would strike, economic globalisation remains an 
irreversible trend of our times. Under such circumstances, it is all the more important to choose multilateralism over 
unilateralism and hegemony, cooperation over putting one's own country first, and to work to tear down walls 
instead of erecting one.

The fourth Industrial Revolution is fast unfolding. It provides new impetus and new opportunities for countries 
around the world to work towards common development. To wall off Huawei would be to move against a new round 
of technological revolution, which could lead to serious loss in time, expense and competitiveness. Several British 
telecommunications operators have admitted that banning Huawei equipment would delay Britain's 5G, leaving it 
trailing far behind in this latest industrial revolution. The image of Britain as an open and inclusive partner for 
cooperation would also bear the brunt. So would the confidence of foreign investors and the cooperation between 
China and the UK.

As the third decade of the 21st century begins, China and the UK both stand at a new historical starting point. I 
hope that the British government's decision on Huawei will stand the test of time, that it will demonstrate an 
adherence to open and inclusive cooperation and uphold the principles of fairness, justice and non-discrimination.

Making the right choice will help foster sound conditions for deeper and mutually beneficial cooperation between 
China and the UK and deliver more benefit to the peoples of our two countries.

  Liu Xiaoming is the Chinese Ambassador to the United Kingdom     
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Yang Jiechi: Hope the United States (US) Side Will Work with the Chinese Side to Well
Implement the Consensus of the Two Heads of State and Promote Bilateral Relations Based on

Coordination, Cooperation and Stability

On February 16, 2019 local time, after delivering a keynote speech at the 55th Munich Security Conference, Member of the Political

Bureau of the Central Committee of the Communist Party of China (CPC) and Director of the Office of the Foreign Affairs Commission of

the CPC Central Committee Yang Jiechi answered on-site relevant questions on China-United States (US) relations.

Yang Jiechi stressed that the world today is faced with both opportunities and challenges, and all countries need to cooperate with each

other. President Xi Jinping and President Donald Trump have agreed that China-US relations should be based on coordination,

cooperation and stability, and President Donald Trump said developing a constructive and cooperative US-China relationship is his

priority. The important consensus reached by the two heads of state has charted the course for the development of future bilateral

relations.

Yang Jiechi pointed out that this year marks the 40th anniversary of the establishment of diplomatic relations between China and the US.

Since Chairman Mao Zedong, Premier Zhou Enlai and President Richard Nixon opened the door for China-US exchanges, relations

between the two countries have forged ahead with historic achievements despite ups and downs over the past four decades, bringing

tangible benefits to the people of the two countries and the world at large. The US side should proceed from the fundamental interests of

the two peoples and earnestly implement the important consensus reached by the two heads of state.

Yang Jiechi expressed that as for China-US economic and trade differences and frictions, the Chinese side is willing to solve them

through cooperation, but with principles. Recently, the China-US business teams have conducted intensive consultations and made

important progress. It is hoped that both sides will continue to make concerted efforts to push for mutually beneficial and win-win

agreements. The causes for the trade imbalance between China and the US are complex. A large part of this is due to the US export

control toward China. Report from a US research institute showed that the US trade deficit with China could be reduced by 30 percent if it

relaxed its export controls to the level of France.

Yang Jiechi pointed out that the Chinese government attaches great importance to the promotion of human rights. The Chinese people of

all ethnic groups have forged ahead in unity and improved their living standards, which is a fact for all to see. The Chinese side firmly

opposes the US' groundless attacks and accusations against China under the guise of human rights.

Yang Jiechi pointed out that the Chinese government always requires Chinese companies to abide by international rules and laws and

regulations of the country where they operate. Over a long period, Huawei Technologies Co., Ltd. has made positive contributions to the

development of communication technologies in countries including in Europe, and strictly abided by international rules and local laws and

regulations in this process. China has no law requiring companies to install "back doors" or collect foreign intelligence. It is hoped that

some countries will show some confidence in their own technologies and some respect for the willingness of other countries to develop

cooperation with Chinese enterprises. It is believed that the people of European countries with their ancient civilization have the wisdom

to distinguish what is really in their own interests and not to be confused by unfounded rumors. The Chinese side is ready to join hands

with European countries to meet challenges and seek common development in the fourth industrial revolution.

Yang Jiechi expressed that China's relations with neighboring countries have been developing vigorously. China is the largest trading

partner of almost all the neighbors, with frequent personnel exchanges. China is working with coastal countries of the South China Sea to

maintain peace and stability in the region and advancing negotiations on the Regional Comprehensive Economic Partnership with

relevant countries including India. It has been proved that as long as external forces do not stir up trouble or apply double standards, the

Asia-Pacific region will be peaceful and the world will be more secure.
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Yang Jiechi underlined that China is firmly committed to the denuclearization of the Korean Peninsula and the maintenance of peace and

stability in Northeast Asia. The Chinese side supports the success of the second meeting between the leaders of the Democratic

People's Republic of Korea and the US and expects positive results from it.
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Foreign Ministry Spokesperson Geng Shuang's Regular Press Conference on February 18, 2019

Q: On February 16, in his speech at the Munich Security Conference, US Vice President Mike Pence said that the US has been very clear with its
security partners on the threat posed by Huawei and other Chinese telecom companies, as Chinese law requires them to provide Beijing's vast
security apparatus with access to any data that touches their network or equipment. Some other people of the US side have also accused China's
National Intelligence Law recently, especially Article 7, claiming that it requires Chinese companies to coordinate with the government to steal
secrets. What is China's comment?

A: I have taken note of Vice President Pence's remarks and similar remarks from the US side. In response, I'd like to emphasize a few points here.

First, relevant remarks made by the US side are just wrong and biased interpretation of relevant Chinese laws. China's National Intelligence Law stipulates not

only the obligations of organizations and individuals to lawfully support, assist and coordinate with the country's intelligence service, but also the obligations of

the national intelligence service to carry out its work according to law, respect and protect human rights, and uphold the legal rights and interests of individuals

and organizations. Meanwhile, there are many provisions in other laws to protect the legitimate rights and interests of organizations and individuals, including

data security and right to privacy. Those stipulations also apply to intelligence-related work. The US should understand the relevant laws in a comprehensive and

objective manner instead of making one-sided and wrong interpretation that is out of context.

Second, it is an internationally accepted practice to protect national security through legislation and require organizations and individuals to coordinate with a

country's intelligence service. There are similar laws in the Five Eyes countries, namely the US, the UK, Canada, Australia and New Zealand, and other western

countries including France and Germany.

Third, the Chinese government has been asking Chinese companies to strictly abide by local laws and regulations when doing business overseas; this position

will not change. China is committed to mutual respect of sovereignty, equality, mutual benefit and other basic principles of international law, as reflected in our

Constitution and relevant laws. Therefore, China unequivocally opposes other countries' attempts to bypass normal channels of cooperation and unilaterally
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apply domestic laws to force companies and individuals to provide data, information and intelligence stored within China's territory. China has not asked and will

not ask companies or individuals to collect or provide data, information and intelligence stored within other countries' territories for the Chinese government by

installing "backdoors" or by violating local laws.

Fourth, as the US and certain of its allies practice double-standards on this matter and try to muddy the waters, their aim is to justify their attempts to curtail

Chinese companies' legitimate rights and interests of development and interfere economic behaviors with political involvement. It is a bullying act that is

hypocritical, immoral and unfair.

We hope all countries can truly follow the market principle of fair competition, jointly uphold a fair, just and non-discriminatory business environment, and facilitate

sound cooperation for relevant sectors.

Q: The Australian government said today that the servers of the two major political parties were subject to a hacking attack. The government says
this was the work of a state actor, but did not name which state actor. Some Australian media have suggested China. Does the foreign ministry have
any view on such commentary?

A: Cyber security should be upheld by all members of the international community as it is a global issue that concerns the common interests of all countries.

China firmly upholds cyber security and opposes and cracks down on all forms of cyber attack and cyber theft. China calls on the international community to deal

with threats to cyber security through dialogue and cooperation on the basis of mutual respect, equality and mutual benefit.

With the cyberspace being a highly virtual one filled with multiple actors whose behaviors are difficult to trace, one should present abundant evidence when

investigating and determining the nature of a cyberspace activity, instead of making baseless speculations and firing indiscriminate shots at others. Irresponsible

reports, accusations, pressurizing and sanctions will only heighten tensions and confrontation in cyberspace and poison the atmosphere for cooperation.

China is firmly opposed to the reports made by certain media using cyber security issues to make unwarranted charges against China and mar China's image to

serve their ulterior motives. We urge relevant media to stop tarnishing China's reputation by hyping up the so-called "cyber theft" and hacking attacks, and refrain

from making remarks that undermine China's interests and its relations with the relevant countries.

Q: I want to ask about protests in Spain by Chinese citizens who say they are being unfairly targeted by anti-money laundering laws. Is China aware
of this and in contact with Spanish authorities?

A: The information that I have is that the Embassy of China in Spain has received complaints from Chinese citizens including students there that their bank

accounts have been arbitrarily frozen. The Chinese Embassy has expressed its concern to the Spanish side and offered assistance to the relevant Chinese

citizens within its scope of duties. A senior official from the Department of Consular Affairs of China's Foreign Ministry has also met with Minister of the Spanish

Embassy in Beijing to make representations over this matter.

The Chinese government attaches great importance to protecting the legitimate rights and interests of Chinese citizens overseas and hopes that the Spanish

side will take effective measures to earnestly guarantee the legitimate rights of Chinese citizens in Spain.



Q: According to reports, on February 17, a source said that the UK's National Cyber Security Center reached the conclusion in its study that potential
risks from the use of Huawei equipment in its 5G networks can be effectively managed. What's your comment on that?

A: I saw relevant reports, too. This concerns professional technical issues, and I would like to refer you to relevant Chinese authorities or Huawei.

What I can tell you here is that, the Chinese government as always encourages overseas Chinese businesses to  comply with market principles, international

rules and local laws. We hope the governments of relevant countries will provide a fair, open and transparent environment for competition and do more to

enhance mutual trust and cooperation.

Not long ago, during State Councilor Wang Yi's visit to France and Italy, the leaders of both countries made it very clear that Chinese businesses are welcome to

operate and invest in their countries. They will neither take restrictive measures on a specific business nor discriminate against any business, and are ready to

provide a fair, open and transparent business environment for all foreign enterprises, including Chinese ones. China highly appreciates their statements and

hopes it can be a common understanding among European countries.

In the era of globalization, China will continue to embrace the world through openness and cooperation. Meanwhile, we hope the UK will remain true to its

defining feature of openness, make the right choices that serve its own interests, and work with China to bring more benefits to the two peoples.
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15 January 2019

Technology

Huawei founder Ren Zhengfei denies firm poses spying risk

Huawei's founder has denied Chinese authorities have ever asked his company to help
spy on its clients.

Ren Zhengfei was speaking to foreign media in a rare interview, following claims Huawei
posed a security risk.

He also said he was missing his daughter Meng Wanzhou "very much".

Ms Meng - who is the technology company's chief financial officer - has been ordered to stay
in Canada, where she is under arrest after being accused of breaking sanctions on Iran.
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She now faces extradition to the US, which requested the move.

The telecom equipment-maker's actions are also under scrutiny elsewhere.

Last week, one of its sales executives was arrested in Poland, where the authorities have
accused him of spying.

Huawei has since sacked the employee and denied any illegal behaviour was being carried
out on its behalf.

In addition, concerns have been raised in the UK and elsewhere about the use of the
company's equipment in 5G networks and other communications infrastructure, with claims
that it could provide Beijing a way to spy on or disrupt data.

Poland spy arrest: Huawei sacks employee

'Deep concerns' over Huawei's role in UK 5G upgrade

China accuses UK of 'pride and prejudice'

Backdoor denial

The media event was only the third time Mr Ren has hosted such a briefing with foreign
reporters. The last such event was more than three years ago.

Six writers were invited, including reporters from the Financial Times, Bloomberg and the
Wall Street Journal.

One of the concerns frequently cited about Huawei is that Mr Ren joined China's Communist
Party in 1978 and was also a member of the People's Liberation Army.

But the 74-year-old told the journalists: "I love my country. I support the Communist Party. But
I will not do anything to harm the world."

He added that Beijing had never asked him or his company to share "improper information"
about its partners.

"I personally would never harm the interest of my customers and me and my company would
not answer to such requests," he said.

"No law in China requires any company to install mandatory backdoors," he added,
addressing suggestions that Huawei might make it possible for Chinese spies to extract data
directly themselves.

Praising Trump

Mr Ren's eldest daughter, Ms Meng, has denied allegations that she broke US sanctions on
Iran and of conspiring to defraud banks by pretending that one of Huawei subsidiaries was not
linked to the company.
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China has claimed that the case is an abuse of legal procedures.

It now threatens to add to tensions between the US and China at a time the two are involved
in a trade dispute.

In December, President Trump suggested he might intervene if it suited the US's national
security interests or might help secure a trade deal.

At the Shenzhen event, Mr Ren described Mr Trump as being a "great president".

"He dares to massively cut tax, which will benefit... business," he added.

Mr Trump is also reportedly considering an executive order that would formally ban US
companies from using equipment made by Huawei and ZTE, another Chinese
company.

But Mr Ren held out the prospect of this being avoided.

"The message to the US I want to communicate is, 'Collaboration and shared success'," he
said.

But he appeared to acknowledge that in some cases Huawei would be unable to sell its
products overseas.

Australia has already banned it from selling 5G technology to local network providers. New
Zealand has also blocked a deal involving one of its companies.

"You can't work with everyone," said Mr Ren.

"We'll shift our focus to better serve countries that welcome Huawei."

Related Topics
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FCC's Pai to Senate: Huawei is National Security Threat
Said suspect tech in 5G nets is unacceptable

John Eggerton · May 8, 2019

FCC chair Ajit Pai told Congress this week that he definitely thinks Chinese telecom tech company Huawei is a threat to
national security.

That came in a Senate Appropriations Financial Services and General Government Subcommittee budget hearing
featuring the chairman.

He was grilled on the issue from both Sen. Chris Van Hollen (D-Md.) and Sen. James Lankford (R-Okla.).

Lankford asked about the chairman's proposal to deny an application by state-owned China Mobile to interconnect with
U.S. phone networks and asked if there were anything else Congress needed to be concerned about.

Pai said he hoped his colleagues would support the China Mobile proposal, then brought up supply chain security
issues.

The FCC is currently considering banning the use Universal Service Fund broadband subsidies by companies that use
suspect Chinese tech. That was the supply chain issue Pai was referencing and he has already told the Hill he hopes
the FCC can move soon on that.

"What I will say," Pai told Lankford, "is I believe that certain Chinese suppliers, such as Huawei, do indeed present a
threat to the United States, either on their own or because of Chinese domestic law. For example, China's national
intelligence law explicitly requires any individual or entity subject to that law to comply with requests to intelligence
services."

He said that poses a problem for 5G networks deployed in one country that could be managed by software that is
resident in another country.

As he had told Senator Van Hollen earlier in the hearing, Pai said that risk to 5G networks "on our shores" is
"unacceptable."

Pai told Van Hollen that "the FCC believes that the deployment of equipment or services by companies that receive
federal funds from us that represent a national security threat to the United States is unacceptable. We can't assume
that risk."

He said the FCC needed to think about security at the front end of 5G networks, rather than worrying about it as an
afterthought.

Huawei president Ren Zhengfei has said his company does not spy or provide technological back doors to its products.

https://www.broadcastingcable.com/news/fccs-pai-to-senate-huawei-is-national-security-threat
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It has been a year this month since the FCC opened a proceeding on potentially barring Universal Service Fund (USF)
subsidy money from being used to buy equipment or services from a company posing a national security threat to a
U.S. communications network or supply chain. USF is the government subsidy program for advanced
telecommunications to areas that are difficult to reach, either because of geography or economics.

Related: Huawei Pushes Back Hard at FCC

The FCC proposed applying the prohibition only to future equipment purchases and not requiring carriers to remove
equipment from companies identified as a threat, though it asked about such retroactive removal.

According to senior FCC officials speaking on background, the proposal stemmed, in part, from a Dec. 20, 2017, letter
from Congress expressing concerns about Chinese companies Huawei and ZTE, plus a follow-up intelligence briefing,
both of which were described as impetuses to the effort to monitor the supply chain.

Huawei and ZTE have long been the objects of intense scrutiny in Washington over their alleged ties to the Chinese
government. That has manifested itself in a congressionally-imposed ban on their tech in government contracts and
more.

The various FCC commissioners have a number of issues with the potential ban, including whether it would
disproportionately hurt smaller providers, how a company would be identified as a threat, what tech would be affected,
and striking the right balance between protecting security and not making it harder to deploy plant.

https://www.multichannel.com/news/huawei-pushes-back-hard-at-fcc
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Cotton and Rubio Introduce Legislation to Prohibit
U.S. Government Use of Chinese
Telecommunications Companies
February 7, 2018

Contact: Caroline Tabler (mailto:caroline_tabler@cotton.senate.gov)(202) 224-2353

Washington D.C. - Senator Tom Cotton (R-Arkansas) and Marco Rubio (R-Florida) today introduced the Defending

U.S. Government Communications Act, legislation that would prohibit the United States government from

purchasing or leasing telecommunications equipment and/or services from Huawei, ZTE, or any subsidiaries or

af�liates.

"Huawei is effectively an arm of the Chinese government, and it's more than capable of stealing information from U.S.

of�cials by hacking its devices," said Cotton. "There are plenty of other companies that can meet our technology

needs, and we shouldn't make it any easier for China to spy on us" said Senator Cotton.

"Chinese telecom companies, like Huawei, are directly linked to the Chinese government and communist party. For

national security reasons, we cannot allow a foreign adversary to embed their technology in U.S. government systems

or critical infrastructure" said Senator Rubio.

Congressman Mike Conaway (Texas-11) introduced companion legislation in the House of Representatives last

month.

https://www.cotton.senate.gov/?p=press_release&id=887

mailto:caroline_tabler@cotton.senate.gov
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RUPPERSBERGER, ROGERS WARN U.S. COMPANIES DOING
BUSINESS WITH HUAWEI, ZTE

Oct 11, 2012 | Press Release

Leaders of House Intelligence Committee tell U.S. Companies to “use another vendor”

(Washington, DC) –  The Chairman and Ranking Member of the House Intelligence Committee, Mike Rogers (R-MI) and C.A. Dutch

Ruppersberger (D-MD), on Monday released a report recommending to U.S. companies considering doing business with Chinese

telecommunications companies Huawei and ZTE to find another vendor.  The report encourages U.S. companies to take into

account the long-term security risks associated with either company providing equipment or services to our

telecommunications infrastructure.  Additionally, the report recommends that U.S. government systems, particularly sensitive

systems, exclude Huawei or ZTE equipment or component parts.

The report highlights the interconnectivity of U.S. critical infrastructure systems and warns of the heightened threat of cyber

espionage and predatory disruption or destruction of U.S. networks if telecommunications networks are built by companies with

known ties to the Chinese state, a country known to aggressively steal valuable trade secrets and other sensitive data from

American companies.  

Additionally, the report notes that modern critical infrastructure is incredibly connected, everything from electric power grids to

banking and finance systems to natural gas, oil, and water systems to rail and shipping channels. All of these entities depend

on computerized control systems. The risk is high that a failure or disruption in one system could have a devastating ripple

effect throughout many aspects of modern American living.

The report, released today in a Capitol Hill news conference, states that Huawei and ZTE provided incomplete, contradictory, and

evasive responses to the Committee’s core concerns.  The report comes after a year-long investigation into the national security

dangers posed by Huawei and ZTE, the two largest Chinese telecommunications companies doing business in the United States.

The report includes five recommendations:

https://ruppersberger.house.gov/newsroom/press-releases/ruppersberger-rogers-warn-us-companies-doing-business-with-huawei-zte
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US government systems and US government contractors, particularly those working on sensitive systems, should exclude

any Huawei or ZTE equipment or component parts.  Additionally, the Committee on Foreign Investments in the United

States (CFIUS) must block acquisitions, takeovers, or mergers involving Huawei and ZTE given the threat to U.S. national

security interests.

U.S. network providers and systems developers are strongly encouraged to seek other vendors for their projects.

Unfair trade practices of the Chinese telecommunications sector should be investigated by committees of jurisdiction in

U.S. Congress and enforcement agencies in the Executive Branch.  Particular attention should be paid to China’s continued

financial support of key companies.

Chinese companies should quickly become more open and transparent. Huawei, in particular, must become more

transparent and responsive to U.S. legal obligations.

Committees of jurisdiction in Congress should consider potential legislation to better address the risk posed by

telecommunications companies with nation-state ties or otherwise not clearly trusted to build critical infrastructure,

including increasing information-sharing among private sector entities and expanding a role for the CFIUS process to

include purchasing agreements.

“We have to be certain that Chinese telecommunication companies working in the United States can be trusted with access to

our critical infrastructure,” Chairman Rogers said.  “Any bug, beacon, or backdoor put into our critical systems could allow for a

catastrophic and devastating domino effect of failures throughout our networks.  As this report shows, we have serious concerns

about Huawei and ZTE, and their connection to the communist government of China.  China is known to be the major perpetrator

of cyber espionage, and Huawei and ZTE failed to alleviate serious concerns throughout this important investigation.  American

businesses should use other vendors.”

“It is our responsibility on the Intelligence Committee to protect our country’s national security.  That is why we launched this

investigation in the first place.  We depend on our nation’s networks for so much of what we do every day.  As this report shows,

we have serious concerns about Huawei and ZTE, two Chinese telecommunications companies looking to gain market share in

the United States, and their connection to the communist government of China.  We warn U.S. government agencies and

companies considering using Huawei and ZTE equipment in their networks to take into account the affect if could have on our

national security,” said Ranking Member Ruppersberger. 

History of the Investigation

In early 2011, shortly after becoming Chairman and Ranking Member of the House Intelligence Committee, Chairman Rogers and

Ranking Member C.A. Dutch Ruppersberger instructed committee staff to conduct a preliminary review of the national security

threats posed by Chinese telecom companies doing business in the United States.  The preliminary review suggested that the

threat to the supply chain constitutes a rising national security concern of the highest priority.  Thus, on November 17, 2011, the

House Intelligence Committee launched a full investigation, focusing on the two main Chinese telecommunication companies
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doing business in the United States, Huawei and ZTE.

The focus of the investigation was to review the history, management, and operations of key Chinese companies seeking to

expand into U.S. infrastructure.  The investigation reviewed the extent to which these companies have ties to the Chinese

government and Chinese Communist Party, or otherwise provide the Chinese government greater opportunities for foreign and

economic espionage. 

In February and April 2012 HPSCI investigators traveled to China to interview officials at Huawei and ZTE headquarters.  Then, in

May 2012, several members of the committee, including Ranking Member Ruppersberger, traveled to Hong Kong to meet with

senior officials from both Huawei and ZTE.  In September 2012 the House Intelligence Committee held a rare open hearing,

where officials of both Huawei and ZTE testified before Congress.  That hearing marked the first time Chinese executives have

testified before the U.S. Congress.

Click here (https://intelligence.house.gov/sites/intelligence.house.gov/files/documents/Huawei-

ZTE%20Investigative%20Report%20%28FINAL%29.pdf) to see the complete report.

https://intelligence.house.gov/sites/intelligence.house.gov/files/documents/Huawei-ZTE%20Investigative%20Report%20%28FINAL%29.pdf
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The Huawei threat is 
already here 
BY GEOFFREY STARKS, OPINION CONTRIBUTOR — 05/26/19 07:00 AM EDT  27 
THE VIEWS EXPRESSED BY CONTRIBUTORS ARE THEIR OWN AND NOT THE VIEW OF THE HILL 

Last week’s presidential executive order barred U.S. companies from buying 
foreign-made telecommunications equipment deemed a national security risk. 
Although the order does not name Huawei, Congress and our intelligence 
agencies have voiced concern that the company’s equipment contains 
vulnerabilities that the Chinese government and others could exploit to spy on 
or harm U.S. networks. 

But the executive order misses a critical problem: our networks already 
contain equipment from Huawei — lots of it. The Federal Communications 
Commission must find this equipment and work with other policymakers to fix 
the security problems and fund a solution for affected carriers. 

We must protect ourselves from Chinese espionage. Just two weeks ago, 
I voted to reject an application from China Mobile, China’s largest carrier, to 
operate in the U.S. because of concerns about Chinese government 
influence. The threat posed by Huawei equipment in our communications 
networks is real too. As one oversight body recently found, Huawei’s 
equipment contains software vulnerabilities that could seriously compromise 
our network security. 

That’s why the administration, Congress and the FCC have all sought to 
prohibit or restrict equipment from companies like Huawei. But to date, any 
concrete federal actions have focused on how to deal with Huawei going 
forward — they don’t address the fact that some carriers already use this 
equipment. 

Carriers bought this equipment because it had similar functionality at half or 
even one-quarter of the price of equipment from other manufacturers. In 
wireless networks, use of this equipment runs the gamut — antennas and 
radios, electronics that move data across networks, and routers, servers and 
switches that make up the network core. 

https://thehill.com/opinion/technology/445493-the-huawei-threat-is-already-here

https://thehill.com/opinion/technology/445493-the-huawei-threat-is-already-here#bottom-story-socials
https://www.whitehouse.gov/presidential-actions/executive-order-securing-information-communications-technology-services-supply-chain/
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https://ecfsapi.fcc.gov/file/1116751106382/11.16.18_Comments_Section_889-NDAA_Docket_No_18-89.pdf
https://ecfsapi.fcc.gov/file/1116751106382/11.16.18_Comments_Section_889-NDAA_Docket_No_18-89.pdf


Our interconnected networks are only as secure as their most vulnerable 
equipment. The risks of having insecure equipment in our networks are 
alarming — beyond the threat of foreign surveillance and hacking, it also 
means that our critical infrastructure, financial systems, healthcare, and 
transportation systems are exposed. 

Given the stakes, policymakers must address this issue as soon as possible. 
But none of the actions of the administration or FCC so far have dealt with this 
problem. So, I’ve been working with national security experts and rural carrier 
groups to gather their perspective on the issues and develop a solution. 

Here’s where I stand. First, we must understand the scope of our network 
exposure by identifying the equipment that poses a threat. The FCC needs to 
step up here. Congress has invested the FCC with the statutory responsibility 
and authority to gather this information, and the executive order directs 
agencies to take actions within their authority to implement the order. 

This will be no small task, and the size of the problem is far from clear, but the 
FCC can and must begin its investigation. In addition to using its own 
authority, the FCC should also work with other federal agencies, including the 
Department of Homeland Security, the Justice Department, the Department of 
Defense, as well as the relevant intelligence agencies to bring as much 
expertise as possible to address the problem. 

Second, where we find equipment that poses a security threat, we must fix it. 
Unfortunately, there are no easy answers. The White House, Congress and 
the intelligence community have spoken with one voice — equipment from 
Huawei and similar manufacturers presents an unacceptable security risk. 
The software embedded in the equipment is simply too vulnerable to 
exploitation. Therefore, we must help transition carriers with insecure 
equipment in their networks as rapidly as possible — “rip and replace” — but 
in a way that minimizes disruption to these carriers and their customers. 
Fixing the problem will take time, but we must act quickly to restore the 
security of our networks. 

Finally, with the exigency of national security at stake, we must help the 
affected carriers with funding to offset the cost of purchasing and installing 
replacement equipment. This is a national problem that needs a national 
solution. Many of the affected carriers are small and will not easily withstand 
these sorts of replacement costs. It could be expensive — estimates of 



replacement costs range from $150 million to nearly $1 billion. Perhaps more. 
But protecting our national security should be a team effort. 

All of these issues need to snap in place as quickly as practicable. The 
executive order is a good first step, but it’s not enough to prospectively ban 
future equipment from manufacturers like Huawei. Policymakers like the FCC 
need to figure out how to deal with the equipment that’s already in our 
network. Find it. Fix it. Fund it. Our security is at stake. 

Geoffrey Starks is a commissioner of the Federal Communications 
Commission. 

 

https://ecfsapi.fcc.gov/file/1070294889732/TIA%20USF%20Security%20Reply%20Comments%207-2-18.pdf
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Can America trust Huawei?
By Nilay Patel and Makena Kelly  May 21, 2019, 5:44pm EDT

GOOGLE POLICY MOBILE

FCC Commissioner Geoffrey Starks talks Huawei
and net neutrality on The Vergecast

21

Photo by Amelia Holowaty Krales / The Verge

On this week’s interview episode, Nilay is joined by Federal Communications
Commissioner Geoffrey Starks and Verge policy reporter Makena Kelly, on the heels of
the agency’s recent announcement that it would likely approve the merger of T-Mobile
and Sprint. Commissioner Starks couldn’t say much about the proposed merger deal,
but he had plenty to say regarding a host of other issues the FCC has the jurisdiction to
chase.

Starks was officially confirmed by the United States Senate at the beginning of the year
to serve as an FCC commissioner in the Democratic minority. Starks has only been a
commissioner for a few months, but he’s already faced tough policy questions. Should
Chinese telecommunications companies be allowed to operate in US networks? How

https://www.theverge.com/2019/5/21/18634519/fcc-commissioner-geoffrey-starks-huawei-google-android-data-geolocation-ajit-pai
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could the agency ensure that carriers like AT&T and Verizon aren’t selling customer
location data to third parties where it could get in the hands of criminals and bounty
hunters?

Starks discussed these questions and more on this week’s interview episode of The
Vergecast.

Below, is an excerpt of Starks discussing the national security and economic risks that
come with allowing companies like Huawei access to US communications networks:

Last week Brendan Carr, a Republican commissioner, called for national security
agencies to investigate the Chinese telecommunications companies that are
already operating on our networks. You seem to kind of agree with him on that.

I do. Of course, this is all subject to getting, you know, DOJ and team telecom and the
executive agency to weigh in on whether they see the same kind of national security
concerns.

But yes, two weeks ago we did not allow [a license to operate within the US] for China
Telecom. [Ed. note: Commissioner Starks misspoke. It’s actually China Mobile and not
China Telecom that was denied, which we’ve reflected in transcript below.]

Most critically, if [China Mobile] had been the lowest-cost carrier, they could have, in fact,
carried some US government agency communications. The executive agency told us
national security concerns that they have — which I agreed with — we’re not going to be
able to allow them to operate in the US. So China Telecom and China Unicom are the

The Vergecast

Huawei, 5G, and Robocalls with FCC Commissioner G…
FCC Commissioner Geoffrey Starks stops by to discuss Huawei, regulating
robocalls, net neutrality, the race for 5G and more

00:00:00
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two additional entities that Commissioner Carr had mentioned, and it sounds like the
chairman is planning to bring those licenses before us, and I assume we would have the
same standard that we would apply.

So you think it’s appropriate here. There are other lawmakers on Capitol Hill who
are even calling Huawei a spy agency. You think this is an appropriate measure for
the FCC to get involved with?

I think it is extremely important. It is incumbent upon us. We have a distinct role to serve
in protecting our communication networks under the defense of national security as well
as the safety of life and property. I think it is extremely important for us to step in to the
full extent of our authority.

Prior to the ‘96 Communications Act, we very much had a network where there were a
number of well-established carriers that trusted each other. It really was analogous to the
feel of a small town where folks leave their doors open at night because there’s so much
trust in the interconnections that happen there.

Obviously, now with technology, the neighborhood has grown. It’s more like a city now.
And of course we have significantly more connections, more vulnerabilities. A significant
number of carriers do have very good security mechanisms in place, but there are
certainly actors out there that would take advantage of vulnerabilities, and the kind of
wistful small town feel of a well-established network is more nostalgic now.

By 2025, there are going to be over 25 billion IoT devices that are connected to the
network. We have to be focused and fit into our national security role.

Over the weekend Google decided to revoke Huawei’s Android license. Is this kind
of the role you see private industry playing?

Well, that’s a little bit muddled.

They got named onto the blacklist by the Commerce secretary. We have seen within the
last 24 hours that the Commerce secretary has kind of softened that a little bit because
that is going to have such an impact on so many consumers that have Huawei devices.
Are they going to get Android patches? Are they going to still be in the Android
ecosystem? The reverberations are significant, and so just within the last 24 hours that
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has been tamped down a little bit. Although the executive order by the president does,
over the long term, still stand.

What Google is doing seems to get into a little bit more of kind of the Commerce lane of
trade and whether we’re going to allow private actors to have agreements with Huawei
and some of those other companies, but what I’m really focused on is making sure that
we have a secure network as possible and that goes to these licenses with Chinese
carriers.

This goes to the supply chain notice for proposed rule-making that we have before us,
[which] essentially means the Universal Service Fund. It’s about a $9 or $10 billion fund
that we administer at the FCC, [and the question is] whether that fund is going to allow
government dollars to flow to some of these Chinese companies. That’s something that
the FCC certainly has authority on.

And then figuring out, how we can step into our national security lane even more.
Something that I think we actually really need to be focused on is that there are a
significant number of small rural carriers and we’re still figuring out the scope of this that
actually do have some of this Chinese infrastructure in their network right now. And we
need to find a way to, you know, find it, fix it, and I think fund the remediation aspect of
that right.

How do we approach remediating that and changing the infrastructure?

That’s the question that I’m thinking through, that a lot of folks are starting to think
through. I know a number of senators on the Hill are also very focused on this. The
executive order, the National Defense Authorization Act also tells us that going forward,
prospectively, we need to make sure that we’re not allowing some of this Huawei and
Chinese infrastructure that could have backdoors and their software built into it.

That’s the question at the heart of this. Do you take it as a given that Huawei
equipment has backdoors?

I don’t take it as a given. I take it in the sense of having had national security folks who
have specifically told me how they think about it, what our exposure is, what our risks
are, and how seriously they take the possibility of backdoors in our network.
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Obviously Huawei has lots of equipment in Europe, they’re saying “Look, we’re
passing all the tests from America’s allies. Why don’t you trust us?”

And this gets into the trade-off, and frankly how some of these small rural carriers have
thought about this. Since 2012, 2013, and certainly in 2018, there have been clear
unofficial warning shots that the US is growing more uncomfortable with allowing Huawei
and ZTE to have their infrastructure here.

We allowed some of those small rural carriers to make the business decision themselves
on where they were going to come out on Huawei being the cheapest, but the highest
quality. Where were they on the spectrum of national security and privacy versus being
the cheapest cost provider? Obviously, that’s a business decision.

And that’s something they’ve told us. We’ve talked to lots of rural carriers and
they say “Our costs are going to skyrocket now.” When you talk about equity,
that’s a big piece of it.

Now that we have the executive order that was issued just last week, I think it is
something that I’m truly focused on right now.

I’m focused on it. I have my team focused on it. We’re thinking through the scope of this
problem, how much of this infrastructure is going to be at issue, how much is it going to
cost. “Rip and replace” is what some of the national security folks call it.

It is a matter of getting, holistically, our head around that we know that we’re not allowed
to bring this in prospectively, but retrospectively we know that we have some of this
[infrastructure] in the ground. I think if the national security concern is there, we have to
focus on that aspect of this as well.

And that concern is there.

It’s very much there for me, and I know it is also a concern of a number of folks on the
Hill. How are we going to remediate the national security infrastructure that we already
have in our networks, in particular with some of these small rural carriers?

What could what Huawei do to fix it? Is there a way for that company to get your
trust back or the government’s trust back?
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This is a whole-of-government issue. I am that decision-maker in a certain way, but I am
not globally that decision-maker. My sense, as I sit here today, is that it is very tough to
mitigate some of these vulnerabilities. When you’re talking about having this company
potentially allowing a backdoor for potential Chinese spying. I think that’s very hard to
mitigate.

Correction, May 22nd: Added inline notes to transcript to clarify that China Mobile was
denied an operating license by the FCC, not China Telecom.
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FCC commissioner wants
Huawei gear out of US
networks
Democrat Geoffrey Starks says the US government

should replace risky Chinese telecommunications

gear and fund rural carriers as part of the effort.

Marguerite Reardon June 22, 2019 5:00 AM PDT 67

FCC Commissioner Geoffrey Starks testifying before a House of Representatives

committee last month.

Tom Williams/Getty Images

Federal Communications Commissioner Geoffrey Starks is leading an

effort to scrub US telecommunications networks of gear from companies

such as Huawei that're thought of as a threat to the country's security.

With US operators racing toward deploying gear to build the next

generation of wireless, known as 5G, the Commerce Department has

blacklisted Huawei and several other companies because of national

security concerns.
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The main issue with Huawei is its cozy relationship with the Chinese

government. National security officials fear that its equipment could be

used to spy on other countries and companies. In May, President Donald

Trump issued an executive order effectively banning new Huawei gear

from US communications networks.

Huawei has long denied its gear can be used to spy or to compromise

US security.

The FCC is already considering prohibiting carriers with such gear from

accessing broadband subsidies, but Starks says the government should

go one step further to weed out equipment from vendors like Huawei

that the US government says poses significant risks.

Next week, Starks will convene a workshop at the agency's

headquarters in Washington to bring together industry executives,

national security experts and academics to think through how the US

can rip out and replace risky equipment in an effort he calls "Find it. Fix

it. Fund it."

Starks, a Democrat who was confirmed by the Senate in January, has

made network security his top issue at the FCC. As a lawyer in the Office

of the Deputy Attorney General at the Department of Justice, under

Barack Obama appointee Eric Holder, he provided advice on domestic

and international law enforcement issues, including civil, criminal and

national security matters.

CNET talked to Starks by phone about his efforts. Below is an edited

excerpt of the conversation.

Q: What are the security threats from having Huawei equipment in US

telecommunications networks?

Starks: When I was at the Department of Justice, I had some national

security issues in my portfolio, so I've had national security briefings in

the past. Now, in my capacity as a commissioner, I deeply believe that

network security is national security.

The FCC needs to step into its role to make sure that we're securing our

communication networks, which underpin our utilities, transportation,

financial and health care systems. Specific risks of having Huawei gear

in our networks include spying or surveillance that could impact our

networks and their abilities to operate. The second big risk national

security experts talk about is the ability for foreign governments to

disrupt our communications networks, especially during a national

emergency.

One big risk national security experts talk about is
the ability for foreign governments to disrupt our
communications networks, especially during a

national emergency.
FCC Commissioner Geoffrey Starks
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This isn't just about preventing 5G equipment from getting into US

carrier networks. There's some 3G and 4G gear deployed too, right?

Starks: That's right. Having Huawei in our current network infrastructure

means that we are exposed to the same type of risks that we're talking

about for our next-generation 5G networks.

One thing I want to make clear is that we can't just focus solely on

making sure our networks are secure going forward, but that we make

certain we don't have any national security risks in our current networks

when we know there is lots of Huawei gear already out there. The thing

that I'm really focused on right now is coming up with solutions for

dealing with Huawei and other risky equipment that's already in our

networks.

How big a problem is this? How much Huawei gear is in US carrier

networks?

Starks: The first thing we need to do is understand the scope of the

problem. That's why I've invited a number of carriers, manufacturers,

industry associations, academics and national security experts to come

to the FCC on Thursday to be part of helping me think through this. We

need to put our heads together on this "Find it. Fix it. Fund it." idea.

There are three distinct levels as I see it. The first is how many carriers

are we talking about that have equipment that is risky in their networks.

One association that has a number of rural carriers has told me that they

know it's predominantly small, rural carriers that are using this gear. They

believe it's about 25% of nearly 50 of its carrier members that have this

type of equipment.

We need to make sure we have a system where we have carriers raise

their hand and self-identify that they have this equipment in their

infrastructure. That ties very much into making sure that the "funded"

part is very clearly defined.
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Cellular network gear has become a fixture of the modern landscape.

Getty Images

The second thing is that we need to identify what equipment is

particularly risky. This is something we need to work through with

national security folks and with academics in the field.

Is it the Huawei software and code? Or is it specific equipment we need

to identify as something that should be prohibited? Does it go to the

core of the network, like routers and servers? Or does it extend to

antennas and radios that go to the edge part of the network? We need

to figure out which equipment has issues.

Then that leads to the last part, which is to what extent any given carrier

has this equipment in their network infrastructure.

You mentioned this is primarily an issue for small rural carriers. The

four largest nationwide carriers -- AT&T, Sprint, T-Mobile and Verizon --

don't have Huawei equipment in their networks. So how much of a

threat is this really? Does this mean that our national communications

network is only as safe as its weakest link?

Starks: We live in an interconnected world. Our communications flow

from one carrier to another. This is great for ensuring that our

communications happen fast and at a low cost. But I deeply believe that

if we have a carrier with security problems, then we all have a security

problem.

At the FCC we're currently considering whether to offer Universal

Service Fund support to companies that could have insecure

telecommunications equipment. You see that Congress has also spoken

up on this issue with the National Defense Authorization Act, where

Congress has prohibited government procurement of

telecommunications equipment from certain Chinese companies. The

NDAA actually names Huawei and ZTE.

“
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Then you have the president's recent executive order, where he barred

US companies from buying foreign-made telecom equipment that would

be considered a national security risk. Those definitions of who is

considered a risk is something that the Commerce Department and

Homeland Security in consultation with the FCC are working through.

Are you aware of any network gear that's been compromised in the

US or anywhere in the world?

Starks: I know that there are carriers who have this Huawei equipment in

their infrastructure. And I have received national security briefings on the

threats that are posed by having Chinese equipment in such networks.

There have been reports that in Europe folks have identified software

code that was in Chinese equipment that they considered to be risky. So

that's the general nature of some of the threats that we've seen right

now.

How do we go about getting this gear out of US networks?

Starks: That's part of what we're thinking through. Remediation is the

clearest way to do this. A rip and replace is what a number of people

have suggested. Again, that gets back to step one: We have to figure

out what is the proper scope, and what is the equipment at issue. Then

we have to think about replacing it. Because of the nature of some of

these small, rural carriers, we're also going to have to make sure that we

provide them the funding to do this properly. That's really important.

The main reason that rural carriers were using Huawei gear was

because it was cheaper than equipment from other companies. Do

you think Congress should help pay for this?

Starks: Going back to 2012 and 2013, there has been some indication

from the US government that we were growing increasingly concerned

about having Huawei and some of these Chinese equipment makers in

our communications infrastructure. But it wasn't until the president's

executive order just a month or so ago that it became absolutely official

that procuring and buying this equipment was going to be prohibited. So

we certainly understand that some rural carriers made a business

decision before this ban was in place.

What I am focused on now is the fact that if this is a national security risk,

and I believe it is, the most important thing is to make sure that we have

a secure nation. If that means that the government has to be the one to

take care of that, then I think that's the way it should be.

Do you have any idea how much this will cost?

Starks: The answer is very much tied up in the scope of the problem.

There has been bipartisan legislation proposed by Sen. [Roger] Wicker

[a Republican from Mississippi] and co-sponsored by Sen. [Mark] Warner

There have been reports that in Europe folks have
identified software code that was in Chinese
equipment that they considered to be risky.

FCC Commissioner Geoffrey Starks
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[a Democrat from Virginia] that proposes $700 million. I know, I've heard

numbers that go as high as $1 billion. And it could be higher. It certainly

seems like folks on Capitol Hill agree that there is going to be a need for

some government funding here.

Do you have support from your fellow FCC commissioners, including

the three Republicans, for a government funded rip and replace

effort?

Starks: I won't speak for them. I know that Sen. Wicker, who is a

Republican, is the one who introduced the legislation that is proposing

funding the remediation of some of this Chinese equipment. As for the

Republican commissioners in the majority, national security risks are

something that we all have been thinking through. Very recently, we

unanimously voted on keeping China Mobile out of the US market. It had

an application pending before the FCC to operate here and that was

unanimously rejected by all of us because of a number of issues,

including the national security risks.

How much of the issue with Huawei is about trade? I know you say

there are national security risks, but is keeping Huawei out of the US

market at least partly about the US' fears that China will overtake the

US in terms of technology and economic power?

Starks: This question gets into whether the administration's overall trade

negotiations with China are involved in the ban. I am focused on, the

national security aspect of this with regard to our telecommunications

networks. The trade negotiations are in the president's lane; I'm really

focused on the national security aspect.
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The evidence available does not support a total ban on Huawei
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Margot James is a former BEIS and DCMS Minister, and was MP for Stourbridge from
2010-2019.

I have visited a number of sites piloting different applications using 5G technology. At the
University of Surrey, the use of 5G to enable people with dementia to be cared for at home is
showing great potential. The researchers gave me quite an impactful demonstration when they
produced a robot powered by 5G performing a few impressive tasks. They asked me if I
wanted to see what would happen if they switched the robot back to 4G; when they did so, the
robot keeled over and was capable of next to nothing.

The next release of the 5G standard is due in June of this year. The new standard will enable
the performance of wired ethernet with the flexibility of wireless communication. Although
consumers will benefit from vastly superior connection speeds (5G reacts in a thousandth of a
second delivering speeds of hundreds of Mbps per second), the potential for 5G to dramatically
improve productivity, and UK competitiveness, is the real prize.

The UK is a leader in the deployment of 5G in a wide variety of applications. The Urban
Connected Communities project which links 5G infrastructure between Wolverhampton,
Birmingham and Coventry will deploy up to £50 million in public funds to test the potential of
5G in many settings, from the integration of patient care between the Queen Elizabeth Hospital and GPs in
Birmingham to the application of 5G to research in to electrification and other aspects of advanced
manufacturing at the University of Warwick.

The UK is one of only five countries in the world to allow private networks to deploy 5G. Ocado already has a
private network in which many warehousing and distribution functions have been automated and are now
staffed by robots, connected to each other by 5G.

5G is a base technology that will enable many applications such as biometric authentication, machine
learning, the internet of things (IoT), big data, automation and robotics. Robot-enabled remote surgery and
driverless vehicles will become a reality only when 5G is widely deployed. This is why 5G is so fundamental
to an effective industrial policy; one that can truly deliver greater regional prosperity and the dramatic
improvements to UK productivity and competitiveness that need to underpin our post-Brexit economy. 5G will
be essential to the automation of parts of the economy, like agriculture, that have been overly dependent on
unskilled labour from abroad.

The security of our telecoms infrastructure is vitally important, and the difficult decision over the role of
Huawei in the supply chain is about to be made. Given the intensity of US lobbying and the action taken to
exclude Huawei by Australia and New Zealand, it would be very difficult for us to do nothing. If doing nothing
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is not an option, the decision comes down to whether the risk can be managed, or whether the risk justifies
an outright ban on Huawei from the deployment of 5G. Of course this would then beg the question what, if
anything, to do about the scale of Huawei kit in the existing 4G and fixed networks?

According to Enders Analysis, Huawei has the largest market share in the supply of existing telecoms
equipment (28 per cent vs Nokia at 17 per cent and Ericsson at 13 per cent). When it comes to 5G, Huawei
has invested more and are between six and twelve months ahead of their rivals as a result. Furthermore,
there is a fundamental difference between the nature of the spectrum bands the US market are using to
introduce 5G compared with Europe. Ericsson have invested more to meet the spectrum needs of the US
market, and Huawei have invested more in the different spectrum bands 5G will be using in the European
market.

Anything more than a partial ban – i.e. restricting Huawei equipment to the periphery of the 5G network, as it
has been in the current fixed and mobile infrastructure – would have serious negative consequences for our
ability to keep up with other countries and maintain our 5G advantage where we have one. A total ban on
Huawei can only be justified if there is unequivocal evidence that the risk to our national security is real; and
cannot be managed effectively.

For the last ten years the risk has been managed by the Huawei Cyber Security Evaluation Centre (HCSEC).
This centre has enabled close scrutiny of Huawei products and standards with regard to reliability, resilience
and security by our National Cyber Security Centre (NCSC). Deficiencies have been found recently in the quality of certain Huawei products and
engineering processes. The problems identified have been comparable to the sorts of issues that might arise from this level of scrutiny of any
companies’ products, and are not consistent with a serious threat to our national security.

From a reading of the public statements put out by different arms of the security services it seems that there is not a clear consensus on the level of
risk. Importantly, MI5 do not think that allowing some involvement by Huawei in our telecoms supply chain would jeopardise the sharing of intelligence
between Britain and the US.

Close examination of exactly what the US are doing in respect of their clampdown on Huawei is instructive. For a start, the US is not paying a significant
price in banning Huawei from the roll out of 5G, as the company has nothing like as significant a share of the US telecoms infrastructure market as it
has in the UK. Huawei has been placed on the US Entity list – meaning that US companies must apply for a license in order to sell technology to the
company.

The US Government has been subject to intense lobbying efforts from such companies as Intel and Qualcomm, which are trying to get the Department
of Commerce to ease the restrictions. These companies have had some success, in that the department has stated that it will continue to issue licences
for the sale of technology to Huawei where there is no specific threat to national security.

There would seem to be a difference between the rhetoric coming out of the US and the implementation of policy. There is a degree of risk management
going on in practice in the States and we should do likewise in the UK. To effect a total ban on Huawei products in our telecoms supply chain would put
our plans to accelerate the pace of full fibre coverage and 5G deployment back by an unacceptable length of time, three to five years. Such a decision
could only be justified if the threat to our security were more substantial than would appear to be the case.
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ABSTRACT

Draft report says telecoms giants should be shut out of US market due to Chinese government influence on their 
operations. By Charles Arthur

FULL TEXT

American companies and its government should avoid doing business with China's two leading technology firms, 
Huawei and ZTE, because they pose a national security threat to the US, the House of Representatives' 
intelligence committee will warn in a report to be published on Monday.

The Republican-controlled panel also says US regulators should block mergers and acquisitions in the US by the 
two companies, which are among the world's leading suppliers of telecommunications gear and mobile phones.

The panel's report will cause transatlantic friction over the role of the Chinese companies. In the UK, Huawei is a 
major supplier to the telecoms provider BT, and has supplied infrastructure being used in the new 4G superfast 
mobile network built by Everything Everywhere - the merged Orange/T-Mobile. Huawei provides access to its 
source code for GCHQ specialists who have reportedly examined it for threats and passed it as safe for use.

Huawei is a private company founded by a former Chinese military engineer, and has grown rapidly to become the 
world's second largest supplier, behind Sweden's Ericsson, of telecommunications network gear, with operations in 
more than 140 countries. ZTE is the world's fourth largest mobile phone manufacturer, with 90,000 employees 
worldwide, and fifth-largest maker of telecoms equipment.

While both companies' sales of mobile devices such as smartphones have grown in the US, espionage fears have 
proscribed any more into network infrastructure sales.

ZTE has also enjoyed growth in its sale of mobile devices, although in recent months it has faced allegations about 
banned sales of US-sanctioned computer equipment to Iran. The FBI is probing reports that the company 
obstructed a US Commerce Department investigation into the sales.

https://www.theguardian.com/technology/2012/oct/08/china-huawei-zte-security-threat

https://advance.lexis.com/api/document?collection=news&id=urn:contentItem:56S3-P5D1-JC60-C1B5-00000-00&context=
mailto:guardian.co.uk


Page 2 of 4

China's Huawei and ZTE pose national security threat, says US committee

The intelligence panel says ZTE refused to provide any documents on its activities in Iran, but did provide a list of 
19 individuals who serve on the Chinese communist party committee within the company. ZTE's citing of China's 
state secrecy laws for limiting information it could release only added to concern over Chinese government 
influence over its operations, the report says.

Reflecting growing US governmental and commercial concern over cyber-attacks traced to China, the report also 
recommends that US government computer systems not include any components from the two firms because that 
could pose an espionage risk.

"China has the means, opportunity, and motive to use telecommunications companies for malicious purposes," the 
report says. It also raises the diplomatic temperature by warning that "Huawei and ZTE have failed to assuage the 
committee's significant security concerns presented by their continued expansion into the US ... In fact, given their 
obstructionist behaviour, the committee believes addressing these concerns have become an imperative for the 
country."

But Huawei's US vice-president for external affairs, William Plummer, hit back: "Baseless suggestions otherwise or 
purporting that Huawei is somehow uniquely vulnerable to cyber mischief ignore technical and commercial realities, 
recklessly threaten American jobs and innovation, do nothing to protect national security, and should be exposed as 
dangerous political distractions from legitimate public-private initiatives to address what are global and industry-
wide cyber challenges," he said. Huawei is a "globally trusted and respected company," he said, insisting that it had 
cooperated with investigators.

ZTE said it "profoundly disagrees" with the committee's claims: "ZTE should not be a focus of this investigation to 
the exclusion of the much larger western vendors," it commented in an open letter.

The recommendations are the result of a year-long probe, including a congressional hearing last month in which 
senior Chinese executives of both companies testified, and denied posing a security threat. The most recent 
hearing, in September, was titled "Open hearing on national security threats posted by Huawei and ZTE".

The bipartisan report is likely to become fodder for a presidential campaign in which the candidates have been 
competing over their readiness to clamp down on Chinese trade violations. The Republican candidate Mitt Romney, 
in particular, has made it a key point to get tougher on China by designating it a currency manipulator and fighting 
abuses such as intellectual property theft.

The committee made the draft available to reporters and wire services in advance of public release on Monday, but 
only under the condition that they not publish stories until the broadcast Sunday of a CBS 60 Minutes report on 
Huawei. In the CBS report, the committee's chairman, Republican Rep Mike Rogers, urged American companies 
not to do business with Huawei.

"Find another vendor [than Huawei] if you care about your intellectual property; if you care about your consumers' 
privacy and you care about the national security of the United States of America," Rogers said in comments 
broadcast on the programme.

The panel's recommendations are likely hamper Huawei and ZTE's ambitions to expand their business in the US. 
Their products are used in scores of countries, including in the west. Both deny being influenced by China's 
communist government.

"The investigation concludes that the risks associated with Huawei's and ZTE's provision of equipment to US critical 
infrastructure could undermine core US national-security interests," the report says.

The report says the committee received information from industry experts and current and former Huawei 
employees suggesting that Huawei, in particular, may be violating US laws. It says that the committee will refer the 
allegations to the US government for further review and possible investigation. The report mentions allegations of 
immigration violations, bribery and corruption, and of a "pattern and practice" of Huawei using pirated software in its 
US facilities.

http://intelligence.house.gov/press-release/hpsci-hold-open-hearing-national-security-threats-posed-huawei-and-zte
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An unclassified version of the report will be released at 15:00 BST, though a classified annex with "significantly 
more information adding to the committee's concerns" will remain redacted.

Similar concerns have led the Australian government to ban Huawei from bidding as a supplier to the A$38bn 
National Broadband Network (NBN). And in November 2011, the US online security company Symantec dissolved 
a joint venture in which it was the 49% minority partner with Huawei because it feared being shut out of US 
government business.

However, "Huawei has not and will not jeopardize our global commercial success nor the integrity of our customers' 
networks for any third party, government or otherwise," senior vice-president Charles Ding testified to the 
committee in September, suggesting it would be corporate suicide to do so.

The report says the companies failed to provide responsive answers about their relationships and support by the 
Chinese government, and detailed information about their operations in the US. Huawei, in particular, is criticised 
for failing to provide thorough information, including on its corporate structure, history, financial arrangements and 
management.

"The committee finds that the companies failed to provide evidence that would satisfy any fair and full investigation. 
Although this alone does not prove wrongdoing, it factors into the committee's conclusions," it says.

In Washington, Huawei executive Plummer said on Friday that the company co-operated in good faith with the 
investigation, which he said had not been objective and amounted to a "political distraction" from cybersecurity 
problems facing the entire industry.

All major telecommunications firms, including those in the west, develop and manufacture equipment in China and 
overlapping supply chains require industry-wide solutions, he added. Singling out China-based firms wouldn't help.

Plummer complained that the volume of information sought by the committee was unreasonable, and it had 
demanded some proprietary business information that "no responsible company" would provide.

In justifying its scrutiny of the Chinese companies, the committee contended that Chinese intelligence services, as 
well as private companies and other entities, often recruit those with direct access to corporate networks to steal 
trade secrets and other sensitive proprietary data.

It warned that malicious hardware or software implants in Chinese-manufactured telecommunications components 
and systems headed for US customers could allow Beijing to shut down or degrade critical national security 
systems in a time of crisis or war.

The committee concluded that Huawei likely has substantially benefited from the support of the Chinese 
government.

Huawei denies being financed to undertake research and development for the Chinese military, but the committee 
says it has received internal Huawei documentation from former employees showing the company provides special 
network services to an entity alleged to be an elite cyberwarfare unit within the People's Liberation Army.

The intelligence committee recommended that the government's Committee on Foreign Investment in the United 
States, or CFIUS, bar mergers and acquisitions by both Huawei and ZTE. CFIUS is a multi-agency regulatory panel 
chaired by treasury secretary Timothy Geithner, and screens foreign investment proposals for potential national 
security threats.

Last year, Huawei had to unwind its purchase of a US computer company, 3Leaf Systems, after it failed to win 
CFIUS approval. However, Huawei employs 1,700 people in the US, and business is expanding. US revenues rose 
to $1.3bn in 2011, up from $765m in 2010.

Load-Date: October 8, 2012
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US lawmakers seek to block China's Huawei, ZTE inroads in US

Jim Wolf

WASHINGTON, Oct 8 (Reuters) - U.S. telecommunications operators should not do business
with China’s top telecom gear makers because potential Chinese state influence on the
companies poses a security threat, the U.S. House of Representatives Intelligence Committee
said in a report on Monday.

The report follows an 11-month investigation by the committee into Huawei Technologies Co
Ltd and ZTE Corp . The companies have been fighting an uphill battle to overcome U.S.
lawmakers’ suspicions and expand in the United States after becoming key players in the
worldwide market.

The House Intelligence Committee’s concerns are bound to set back the companies’ U.S.
prospects and may also lead to strains in ties between the United States and China, the world’s
two biggest economies.

Committee Chairman Rogers, at a press conference to release the report, said the panel was
stopping short of urging a U.S. boycott of mobile phones and other handheld devices made by
Huawei and ZTE.

The panel’s warning pertains only to devices that involve processing of data on a large scale,
Rogers said in reply to a question.

https://www.reuters.com/article/usa-china-huawei-zte/us-lawmakers-seek-to-block-chinas-huawei-zte-inroads-in-us-idUSL1E8L86T520121008
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https://www.reuters.com/
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Employee-owned Huawei is the world’s second-biggest maker of routers, switches and other
telecommunications equipment after Sweden’s Ericsson. ZTE ranks fifth.

The committee warning comes as Huawei considers a possible initial public offering, sources
said, as part of an effort to overcome suspicions that have all but blocked its U.S. efforts,
including business tie-ins.

Huawei spokesman William Plummer rejected the committee’s allegations in a statement
emailed to Reuters.

“Baseless suggestions otherwise or purporting that Huawei is somehow uniquely vulnerable to
cyber mischief ignore technical and commercial realities, recklessly threaten American jobs
and innovation, do nothing to protect national security, and should be exposed as dangerous
political distractions from legitimate public-private initiatives to address what are global and
industry-wide cyber challenges,” he said.

For its part, ZTE released a copy of a letter it sent to the committee last month, stating it
“profoundly disagrees” with allegations that it is directed or controlled by the Chinese
government.

“ZTE should not be a focus of this investigation to the exclusion of the much larger Western
vendors,” it said.

ZTE’s Hong Kong-listed shares fell as much as 3.4 percent early on Monday.

It was not immediately clear whether the committee warning would curb mobile phone sales
that Huawei and ZTE do with customers such as Verizon and Sprint.

The panel’s report faulted both companies for failing to fully satisfy the committee’s requests
for documents to allay its security concerns, including detailed information about formal
relationships or regulatory interaction with Chinese authorities.

U.S. companies weighing purchases from Huawei should “find another vendor if you care
about your intellectual property; if you care about your consumers’ privacy and you care about
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the national security of the United States of America,” Rogers said in comments broadcast
Sunday night on the CBS News program “60 Minutes.”

“CREDIBLE ALLEGATIONS”

The panel said it had received credible allegations from unnamed current and former Huawei
employees suggesting Huawei may be guilty of bribery and corruption, discriminatory behavior
and copyright infringement.

Such allegations will be referred to the Justice Department and Department of Homeland
Security for investigation, the panel said.

“U.S. network providers and system developers are strongly encouraged to seek other vendors
for their projects,” it said.

It cited what it called long-term security risks supposedly linked with the companies’
equipment and services. It did not provide any hard evidence to back up its concerns, at least
not in the unclassified version of the report.

A classified annex provides “significantly more information adding to the committee’s
concerns,” the report said. “The information cannot be shared publicly without risking U.S.
national security.”

Based on classified and unclassified information, Huawei and ZTE, which are both based in
Shenzhen, China, “cannot be trusted to be free of foreign state influence and thus pose a
security threat to the United States and to our systems,” it said.

Huawei and ZTE are rapidly becoming “dominant global players” in the telecommunications
market, the report said. It noted that telecoms are intertwined with computerized controls for
electric power grids; banking and finance systems; gas, oil and water systems and rail and
shipping.

ZTE’s US telecom infrastructure equipment sales last year were less than $30 million.
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In contrast, two of the larger Western vendors alone had combined U.S. sales that topped $14
billion, ZTE told the committee, an apparent reference to Espoo, Finland-based Nokia Siemens
Networks NOKI.UL and Paris-based Alcatel Lucent .

“It seems self-evident that the universe of companies examined by the Committee is so small
as to omit most of the equipment actually employed in the U.S. telecom infrastructure
system,” ZTE said in a Sept. 25 letter to the panel.

“MEANS, OPPORTUNITY, MOTIVE”

Huawei and ZTE may not be the only companies that present a risk to U.S. infrastructure, the
committee’s report said, but they are the two largest Chinese-founded, Chinese-owned
companies seeking to market critical network equipment in the United States. Beijing has the
“means, opportunity and motive” to use them to its own ends, it added.

Top executives of both told a committee hearing on Sept. 13 that their companies would never
bow to a hypothetical Chinese government effort to exploit their products for espionage,
saying such a move would be corporate suicide.

“Huawei has not and will not jeopardize our global commercial success nor the integrity of our
customers’ networks for any third party, government or otherwise,” senior vice president
Charles Ding testified at the time.

The committee is calling on an interagency government group that reviews national security
implications of foreign investments to block acquisitions, takeovers or mergers involving
Huawei and ZTE.

In addition, it said Congress should give thorough consideration to legislation seeking to
expand the role of the interagency group, known as the Committee on Foreign Investments in
the United States, to include purchasing agreements.

U.S. intelligence officials have publicly denounced China as the world’s most active perpetrator
of economic espionage against the United States.
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Huawei has marketed its network equipment in the United States since last year. It has sold to
a range of small- to medium-sized carriers nationwide, particularly in rural areas. It has
marketed mobile phones through a broader range of U.S. carriers for the last four years.

Our Standards: The Thomson Reuters Trust Principles.

M O R E  F R O M  R E U T E R S
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U.S. Congress Flags China's Huawei,

ZTE As Security Threats

Business

I chart China's economic awakening in uncertain times

Simon Montlake Forbes Staff

This article is more than 2 years old.

In early 2011, Chinese telecom-equipment giant Huawei made an unusual request to th

U.S. Congress. In an open letter, it asked lawmakers who had raised questions about

Huawei's strategic mission to consider a full investigation into the company's U.S.

operations. The letter's author, deputy chairman Ken Hu quoted Abraham Lincoln and

President Obama in his lengthy defence of Huawei's business practices, corporate

governance and intent in expanding its U.S. investments. He concluded by requesting

that the U.S. government investigate the "unfounded accusations" that had tarnished

Huawei's reputation in the world's largest telecommunications market. The letter ende

with an affirmation of U.S. regulatory rectitude.

This optimism appears to have been misplaced. The U.S. House Intelligence Committe

is due to report Monday that Huawei and ZTE, a fellow Chinese telecom giant, can't be

trusted to install phone and data networks because they could pose a threat to U.S.

national security. This follows a year of hearings in Washington that pushed the two

companies into a harsh spotlight as executives were called to testify under oath. The

committee concluded, based on classified and unclassified information, that neither

The United States government has demonstrated its efficiency in management, 

fairness and impartiality and we have been impressed by that ever since we made 

our first investment in this country some 10 years ago. We have faith in the 

fairness and justness of the United States and we believe the results of any 

thorough government investigation will prove that Huawei is a normal commercial 

institutio and nothing more.

“

https://www.forbes.com/sites/simonmontlake/2012/10/08/u-s-congress-flags-chinas-huawei-zte-as-security-threats/#761d18c8784a
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Huawei nor ZTE can be trusted "to be free of foreign state influence." The foreign state

being China, of course. Bloomberg reports:

Today In: Investing

The committee report was trailed Sunday by a critical segment on CBS News 60 

Minute that you can watch here. It focuses on Huawei, which allowed CBS to film 

inside its Shenzhen headquarters but didn't make any senior executives available for 

interview. U.S. spokesman Bill Plummer, who appeared on the CBS segment, has told 

Bloomberg that the House report was baseless, at odds with the record, and that the 

allegations should be exposed as "dangerous political distractions".

Indeed, the politics are palpable at a time when U.S. presidential candidates are busy 

sparring over China's trading practices and invoking the "get tough" mantra. Chinese 

firms may wish to keep their heads down and rely on business trumping politics in 

future. But whoever wins in November, this particular issue isn't going away. Huawei 

and ZTE are becoming global players in telecommunications equipment and mobile 

handsets, and the U.S isn't the only country uneasy over the security implications. 

Australia recently barred Huawei from a $37.5 billion project to build a national 

broadband network. Huawei gets 70% of its revenues from outside China, and wants to 

expand in developed markets. Its major competitors are Ericsson and Alcetel-Lucent, 

two European companies that don't raise the same red flags in Washington when they 

bid on domestic contracts.

Would U.S. lawmakers feel differently if Sweden and France ran large trade surpluses 

with the U.S. and were seen as discriminating against its companies? Possibly. And this 

is one reason why many in China will see the U.S. Congress as engaging in trade 

protectionism disguised as security policy. Huawei has argued repeatedly that it isn't 

controlled by the Chinese government and that, in any case, its telecoms equipment 

doesn't permit any backdoor surveillance. It says Western critics have paid undue

“Private-sector entities in the United States are strongly encouraged to consider 

the long-term security risks associated with doing business with either ZTE or 

Huawei for equipment or services,” the report says.

“

https://www.forbes.com/international
http://www.cbsnews.com/video/watch/?id=7424702n&tag=contentBody;storyMediaBox
http://www.bbc.co.uk/news/business-17509201


I'm the Beijing Bureau Chief for Forbes. I joined the magazine in Bangkok where I covered Southeast

Asian business and politics for over a decade, taking me deep into th... Read More

attention to the fact that its founder Ren Zhengfei, is a former Army officer. This is a 

fair point, but Ren hasn't done himself any favours by staying in the shadows and 

leaving outsiders to ponder who really controls the company. In theory, it's owned by 

its 140,000 employees. It reportedly floated the idea of an IPO on a foreign market to 

help clear up the ownership question. But potential investors may ask what are the 

risks of owning a company that faces regulatory roadblocks to doing business in the 

U.S. and other countries, given the serious claims in the House report.

There is another line of defence open to Huawei and its erudite defenders. They might 

point out that U.S. intelligence agencies have routinely obtained reams of data from U. 

telecom companies and have many clever (read: classified ways to know what you are 

saying or writing. It would be naive to think that cyber-surveillance isn't happening, an 

that powerful governments wouldn't exploit their knowledge of telecom networks to 

defend their interests around the world. A sobering thought, but not one that you're 

likely to hear voiced in the U.S. election campaign. It's much easier to bash China.

Simon Montlake

http://www.forbes.com/profile/zhengfei-ren/
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https://www.forbes.com/sites/simonmontlake/
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The Economist

October 13, 2012, U.S. Edition

Copyright 2012 The Economist Newspapers Ltd. All Rights Reserved

Section: BUSINESS

Length: 645 words

Dateline: SAN FRANCISCO 
Highlight:      America's Congress slams Huawei and ZTE  

Body

Two big Chinese telecoms firms come under fire in America

A NEW congressional report about Huawei and ZTE, two of China's largest telecoms firms, appears to have been 
written for vegetarians. At least, there is not much meat in it. The study, which was published on October 8th by the 
Intelligence Committee of the US House of Representatives, declares the firms a threat to America's national 
security. Yet it presents little hard evidence to support its recommendations.

 These are draconian. The committee calls for the Chinese firms' networking gear and any other kit containing their 
components to be excluded from all American government systems—and those of contractors working on them. It 
wants Huawei and ZTE barred from buying any American companies. And it urges all American telecoms firms 
purchasing networking equipment to shun them.

 The report comes at a time of rising trade friction, thanks to the election. It also underlines how deals involving 
high-tech infrastructure are becoming politicised. Australia has already blocked Huawei from taking part in its 
country-wide broadband system on national-security grounds. Canada hinted this week that Huawei could be 
excluded from work on a new, secure government network. 

 The congressional study frets that Huawei's and ZTE's products could be used as Trojan horses by Chinese 
spooks. It makes much of the firms' opaque governance and the fact that they have internal Communist Party 
committees, as big Chinese firms generally do. However, it provides no evidence that these have influenced the 
firms' behaviour. It drops hints that it has evidence from current and former Huawei staff that some of its employees 
in America may have been involved in "potentially unethical or illegal behaviour". But it fails to spell out what. The 
details are classified. 

 The committee's investigators also cast doubts over Huawei's efforts to build trust in its products elsewhere. In 
Britain, for instance, the firm has set up a centre where security-cleared staff, some of whom used to work for 
Britain's signals-intelligence agency, vet the networking kit and software that the Chinese firm wishes to sell to 
telecoms companies there. BT, a British firms that buys Huawei equipment, says that having the firm as a supplier 
has not jeopardised the security of its networks.

https://www.economist.com/business/2012/10/13/put-on-hold
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 Huawei and ZTE have proposed a similar approach in America, working with outfits such as Electronic Warfare 
Associates and other private firms that vet high-tech gear for the US government. But the report says it is not clear 
yet that such steps would work in America. Why not? It gives no convincing reason. Instead, it says that a telecoms 
supplier should offer "a convincing set of diverse evidence" that its system "is worthy of our trust". Such as? The 
report does not disclose.

 Huawei, which generates only tiny sales in America, is not happy. "I can't work with ifs, buts and maybes," 
complains John Suffolk, Huawei's global cyber-security officer and a former chief information officer for the British 
government. Moreover, the report glosses over the fact that many telecoms-equipment makers, such as Sweden's 
Ericsson, also source kit and components in China. "People might worry that Huawei equipment is having malware 
put into it, but one could have exactly the same concerns about Ericsson's equipment too," says Pierre Ferragu of 
Sanford C. Bernstein, a bank.

 A better approach, as The Economist has argued, would be for governments to be crystal clear about the 
standards that all telecoms-equipment suppliers must meet to win their business. Instead, America's politicians 
appear to be indulging in techno-nationalism. "America likes to tell other governments not to meddle in technology 
and the internet, but here we are becoming more like China," says Douglas Guthrie, the dean of George 
Washington University's business school. 

Load-Date: October 15, 2012
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Sam Sachdeva

Sam Sachdeva is Newsroom's political editor, covering foreign

affairs, trade, defence, and security issues.

Show more

Politics

The United States has delivered the most explicit threat yet to New

Zealand’s role in the Five Eyes alliance if it allows Huawei into the

5G network, saying it will not share information with any country

which allows the Chinese company into “critical information

systems”.

The remarks from US Secretary of State Mike Pompeo call into

question claims from Kiwi politicians and officials that outside

pressure is not behind a decision to block Huawei equipment from

being used by Spark in its 5G network.
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The decision, made by the Government Communications Security

Bureau late last year, has sparked fears of retaliation from China

against New Zealand including a report in the CCP-owned Global

Times which suggested Chinese tourists were turning away from

the country in protest.

In an interview with Fox Business News, Pompeo said the country

had been speaking to other nations to ensure they understood the

risk of putting Huawei technology into their infrastructure.

“We can’t forget these systems were designed with the express

work alongside the Chinese PLA, their military in China, they are

creating real risk for these countries and their systems, the security

of their people…

“We’re out sharing this information, the knowledge that America has

gained through its vast network and making sure countries

understand the risk. That’s important - we think they’ll make good

decisions when they understand that risk.”

“If a country adopts this and puts it in some of their critical

information systems, we won’t be able to share information with

them, we won’t be able to work alongside them.”

Asked specifically about the risks posed to Americans’ information

through alliances like Five Eyes if partners allowed Huawei into

their systems, Pompeo said that would be an obstacle to any future

relationships.

“If a country adopts this and puts it in some of their critical

information systems, we won’t be able to share information with

them, we won’t be able to work alongside them.”

Given New Zealand has remained a part of Five Eyes despite
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allowing Huawei into its 4G and ultra-fast broadband networks, it is

unclear how real the threat is - although intelligence officials have

acknowledged that 5G networks provide an added layer of risk.

Speaking to Parliament’s intelligence and security committee earlier

in the week, GCSB director-general Andrew Hampton insisted his

agency’s decision had been based solely on its legal requirements

and not any pressure from foreign nations.

“There has been no instances of me being leaned on formally or

informally in the decisions I’ve made.”

Hampton said there was no prescribed timeframe for a final

decision on Spark’s proposal to use Huawei equipment, with the

GCSB willing to consider any amended or new plans from the Kiwi

telco with an open mind.

Little responds

GCSB Minister Andrew Little told Newsroom he was not overly

concerned by Pompeo's remarks, suggesting the fact they were

made to a US media outlet known for its right-wing leanings should

be taken into account.

"It’s the first time I’ve seen that sort of statement. Look, he’s a

member of the US Cabinet talking to a quite political media outlet

and I think it should be seen in that context."

Little maintained that US pressure had not played a role in the

Huawei decision, saying no threats about New Zealand's Five Eyes

membership had been delivered to him "either directly or indirectly".

"We have to make an assessment in New Zealand on what is least

likely to put our telecommunications networks at risk when it comes

to the adoption of new technologies.
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"That’s the basis on which we make our assessments and we will

do that independently of any other country and any other interest."

"The strength of the [Five Eyes] relationship...is not about New

Zealand being compliant or acquiescent, it’s about the contribution

that we make, and it’s very clear to me that the contribution that we

make is very valuable to our partners."

While Little would have a broader set of criteria for a final decision

than the GCSB if it was elevated to a ministerial level, "the bottom

line" would remain New Zealand's national security interests.

Asked whether those interests would be threatened by a revocation

of Five Eyes membership, he said he did not believe that was likely.

"The relationship that...our agencies have with agencies in the rest

of the Five Eyes partnership, those relationships are very strong

and I’d be surprised if there’s anything at the moment that would

compromise that...

"To the extent that question arises, I think what’s important is the

strength of the relationship...is not about New Zealand being

compliant or acquiescent, it’s about the contribution that we make,

and it’s very clear to me that the contribution that we make is very

valuable to our partners."

While the Five Eyes alliance was "very valuable" to New Zealand,

the other four member countries also benefited significantly from

the information provided by our intelligence agencies, Little said.
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Britain Defies Trump Plea to
Ban Huawei From 5G
Network
The move shows how an American effort against the Chinese wireless equipment company has stumbled.

By Adam Satariano

Published Jan. 28, 2020 Updated Jan. 29, 2020

LONDON — Britain said on Tuesday that it would not ban equipment made by the Chinese technology giant Huawei from being used in
its new high-speed 5G wireless network, the starkest sign yet that an American campaign against the telecommunications company is
faltering.

Despite more than a year of intense lobbying by the Trump administration, which has accused Huawei of having ties to China’s
Communist Party that pose a national security threat, the British government announced it would allow the company to provide
equipment in some portions of a next-generation network to be built in the coming years.

The British decision was crucial in a broader fight for tech supremacy between the United States and China. Britain, a key American ally,
is the most important country so far to reject White House warnings that Huawei is an instrument of Beijing. Britain’s membership in the
“five eyes” intelligence-sharing group of countries, which also includes Australia, Canada and New Zealand, gave the outcome an added
significance.

Many countries have been caught between the United States and China in their tech cold war. American officials have threatened to
withhold intelligence if countries do not ban Huawei, while Chinese representatives have warned of economic retaliation if they do.

“This is a U.K.-specific solution for U.K.-specific reasons and the decision deals with the challenges we face right now,” said Nicky
Morgan, the secretary for digital, culture, media and sport, the government agency that oversaw the decision.

“It not only paves the way for secure and resilient networks, with our sovereignty over data protected, but it also builds on our strategy to
develop a diversity of suppliers,” she said.

The rules were announced on Tuesday after Prime Minister Boris Johnson met with his National Security Council. The decision did not
mention Huawei by name, instead referring more broadly to “high-risk vendors” that “pose greater security and resilience risks to U.K.
telecoms networks.” Such vendors will be limited to certain parts of the wireless infrastructure, such as antennas and base stations, that
are not seen as posing a threat to the integrity of the system.

No single high-risk vendor will be allowed to exceed a 35 percent market share of the network, the rules said, an effort to encourage new
competition that could benefit companies including Ericsson, Nokia and Samsung.

A Trump administration official said the United States was “disappointed” by Mr. Johnson’s decision.

“We look forward to working with the U.K. on a way forward that results in the exclusion of untrusted vendor components from 5G
networks,” the official said. “We continue to urge all countries to carefully assess the long-term national security and economic impacts of
allowing untrusted vendors access to important 5G network infrastructure.”

Huawei has long denied that it is beholden to the Chinese government.

“Huawei is reassured by the U.K. government’s confirmation that we can continue working with our customers to keep the 5G rollout on
track,” Victor Zhang, Huawei’s vice president, said in a statement. “This evidence-based decision will result in a more advanced, more
secure and more cost-effective telecoms infrastructure that is fit for the future.”

The crown jewel of China’s tech sector, Huawei is the largest provider of equipment to build systems based on fifth-generation wireless
technology, known as 5G. That technology is seen as essential infrastructure in an increasingly digitized global economy. The networks
will provide substantially faster download speeds, as well as new commercial applications in industries such as transportation,
manufacturing and health care.

Huawei’s prominence has made it a target of the United States. Meng Wanzhou, Huawei’s chief financial officer and the daughter of the
company’s founder, is fighting an extradition order in Canada stemming from an American indictment on fraud charges.

The Trump administration’s global effort against Huawei has had some success. In 2018, Australia imposed a ban on Huawei gear, and
Japan put restrictions on purchasing Huawei equipment for government use.

https://www.nytimes.com/2020/01/28/technology/britain-huawei-5G.html
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But in Europe, the White House has had more difficulty. The European Union has warned of national security risks related to 5G, but it
has not called out China or Huawei by name or recommended an outright ban. In France, the government said it did not believe a ban was
necessary. Chancellor Angela Merkel of Germany has shared similar views, though a final decision has not been made, and some in the
government are calling for a harder line.

Perhaps no country was lobbied by the United States and China as hard as Britain, delaying the country’s decision-making about building
its new 5G network. President Trump, Secretary of State Mike Pompeo and Treasury Secretary Steven Mnuchin have all warned Britain in
recent weeks. An American delegation visited London this month to make a last-minute case against Huawei. Mr. Pompeo is scheduled to
visit Britain this week.

Huawei began working in Britain more than 15 years ago and now employs 1,600 people in the country, helping it gain acceptance and a
foothold to expand to other parts of Europe. The European market, which also includes the Middle East and Africa, is now
Huawei’s largest outside China.

Britain’s acceptance of Huawei will influence the decisions of other countries facing American pressure, said Eric Sayers, a senior adjunct
fellow at the Center for a New American Security, a Washington think tank.

“Now allies and partners can more easily conclude, ‘If it’s safe for London, it’s safe for us,’” Mr. Sayers said.

British officials have said the risk Huawei presents can be managed through oversight and by limiting its access to more critical areas of
the network that handle sensitive data. Banning the company would delay the construction of its 5G network and cost billions to replace
old equipment.

Under the new rules, Huawei would be limited to providing antennas and other equipment that send data directly to consumer devices,
and kept out of areas considered the nerve center of the network, such as servers that route traffic within the system.

Britain has always kept Huawei out of those parts of its telecommunications networks that handle sensitive data to limit the vulnerability
to espionage or eavesdropping. In 2010, British officials set up a lab where Huawei’s equipment could be reviewed for security flaws. The
lab has identified security vulnerabilities in the equipment, but officials have said the problems were not a result of interference from the
Chinese government and could be managed.

“High-risk vendors have never been — and never will be — in our most sensitive networks,” said Ciaran Martin, the chief executive of the
National Cyber Security Center, which oversees the lab.

American officials disagree that the risks can be contained because software plays a bigger role in 5G networks, with constantly updating
code making it harder to maintain complete oversight.

“Digital technology is being upgraded regularly, and a level of risk with present-day technology that is manageable today may or may not
be so four or five years down the line,” said Steve Tsang, director of the China Institute at SOAS University of London.

Huawei is the crown jewel of China’s tech sector. It makes networking equipment and
smartphones, including at this factory in Dongguan, China. Alex Plavevski/EPA, via
Shutterstock

https://www.nytimes.com/2020/01/28/technology/britain-huawei-5G.html
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The decision over whether to use Huawei equipment in Britain’s 5G network would usually be a technical one made by agencies that
oversee cybersecurity and the nation’s digital infrastructure. But it became a political dilemma that spanned two administrations — first
for Theresa May when she was British prime minister, and now for Mr. Johnson.

British officials and executives at wireless companies have said the United States did not share smoking-gun evidence that would justify a
ban of the Chinese company. American officials emphasized the vulnerabilities it could create within a national communications network
in the event of a future confrontation with China.

Under the rules announced on Tuesday, high-risk firms would be excluded from providing technology at sensitive geographic locations,
such as nuclear sites and military bases. Companies like Vodafone and BT are likely to have to find alternative suppliers for some pieces of
their networks to comply with new limits on Huawei equipment.

“There is definitely a potential security risk,” said Alan Woodward, a cybersecurity expert and visiting professor at the University of
Surrey. “Is it manageable? That is the big question out there.”

Britain is in a precarious position as it negotiates an exit from the European Union. The country must forge new stand-alone trade deals
in the aftermath. Maintaining close ties to Washington is vital for Britain’s security and economy, but it also needs to foster ties with
China, which is a significant investor in the country and a growing buyer of British goods.

“Post-Brexit Britain will increasingly have to rely on China even more than we already do,” said Anthony Glees, professor emeritus at the
University of Buckingham, where he was head of the Centre for Security and Intelligence Studies.

Even with the British decision, American critics of Huawei say the United States could still slow Huawei’s march by blocking American
firms from providing needed chips or by helping rivals. The Trump administration is expected to continue pressing Germany and France
to keep Huawei out of the network. Other big countries, like India, are also yet to make a final decision on their networks.

“I don’t believe all is lost,” said Michael Rogers, a former chairman of the House Intelligence Committee who now leads a group called 5G
Action Now. “It just means we have to redouble our efforts in places like Poland and Germany and keep our Canadian friends from
polluting their networks.”

Julian E. Barnes and David McCabe contributed reporting from Washington.

https://www.nytimes.com/2020/01/28/technology/britain-huawei-5G.html
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Examination of witnesses
Witnesses: Professor Rahim Tafazolli, Professor Andrew Martin and Professor Alf 
Zugenmaier.

Q1 Chair: Welcome to all three of you. Thank you for coming to give 
evidence this afternoon. I will ask you to introduce yourselves; could you 
also say whether you have any financial interests that you want to 
declare? First, do any members of the Committee want to declare any 
financial interests at this stage?

Darren Jones: I have a relatively long list. I used to advise BT, Three, O2 
and EE as a lawyer and latterly worked as a legal counsel at BT. My wife 
also works there. I co-chair the all-party group on PICTFOR, a technology 
forum, which has Huawei as a sponsor, including at events in previous 
years. A couple of years before my election, I visited Huawei in China on a 
Foreign Office and British Council delegation, but I can confirm I am not 
employed by the Chinese state.

Q2 Chair: Thank you. Can I ask the panel to introduce themselves and offer 
any declarations? We will start with Professor Martin.

Professor Martin: My name is Andrew Martin. I am professor of systems 
security in the department of computer science in the University of Oxford. 
I do research on hardware and software security, and how you build 
secure systems out of components that may or may not be trustworthy. I 
also lead cross-disciplinary action activity in the university that looks at 
cyber-security in the round as a socio-technical problem, so I talk to 
lawyers, politicians, business people and a bunch of others. I do not think 
I have any relevant interests to declare. I told your researcher about all 
my funding sources, but I do not think they are very relevant.

Chair: But the funding sources are not relevant to this.

Professor Martin: I don’t think so.

Professor Tafazolli: Good afternoon. I am Regius Professor Rahim 
Tafazolli, director of the Institute of Communication Systems and founder 
and director of the 5G Innovation Centre at the University of Surrey. I 
have more than 30 years of experience in 2G, 3G, 4G, satcom and 5G. To 
declare my interest: I and my team work on research and innovation with 
everybody.

Chair: Are there any funding issues that you need to declare?

Professor Tafazolli: No.1

1 To note: Professor Tafazolli has since written to declare industry funding for the 5G 
Innovation Centre of which he is the Director, which has sponsors including Huawei, EE, 
O2, Vodafone, AirCom, BBC, BT, Cobham, Fujitsu, Rohde & Schwarz and Samsung. Full 
details can be found at www.surrey.ac.uk/5gic/members/network.
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Professor Zugenmaier: My name is Alf Zugenmaier. I am a professor at 
Munich University of Applied Sciences. I believe I got invited because I 
consult for NTT Docomo in the 3GPP standardisation group in the security 
working group. There I was the rapporteur for 5G security specification 
and also for SCAS—at that time it was called SECAM: security assurance 
methodology. As I said, I do consulting for NTT Docomo, which is a 
Japanese cellphone operator. Other than that, there is nothing.

Q3 Chair: Thanks very much. By way of guidance, we have a lot to get 
through this afternoon. Don’t feel you all have to respond to every 
question if others have given an acceptable answer as far you are 
concerned.

What is the damage that we are talking about in terms of the impact on 
national security resulting from an attack on a 5G network? What is the 
concern we are focused on here?

Professor Tafazolli: We need to bear in mind that 5G has been rolled 
out, with EE and others. It very much depends on the core technology that 
4G has. It is bigger, faster and more powerful than 4G is, but it runs 
mainly on the core technology that 4G has. So if there is any security 
threat that 4G has, 5G will inherit that.

Q4 Chair: But is the potential damage greater with 5G than with 4G?

Professor Tafazolli: I do not see why it should be greater, because in 
the next three or four years the mobile broadband aspect of 5G is being 
introduced. In probably three or four years, when 5G will serve the 
mission-critical industry applications, the reliability and security resilience, 
mainly of the network, becomes more important.

Q5 Chair: Presumably an attack three or four years down the track could 
have more significant consequences than now.

Professor Tafazolli: Let me elaborate on that. I wrote an article for The 
House magazine published two weeks ago; the title was “5G is more 
secure than 4G”. and then in simple language I explained why. It is for a 
number of reasons: the 5G architecture is layered, the service layer, the 
network function architecture layer, the core network, and the radio 
access network. There are different layers where different security 
mechanisms can be applied and enforced. At the same time, it manages 
the services much more flexibly. The authentication from the users’ 
identification has a more enhanced version than 4G has. The network, for 
the next three or four years, will be operated as non-standalone, which 
means 5G has to ride on the back of the 4G network. When it is 
standalone, the security mechanism will hopefully be enhanced and will 
then be an end-to-end sort of security and resilience.

Q6 Chair: Professor Martin, you seemed to be nodding when I suggested that 
three to four years down the track, the potential damage could be greater 
with 5G compared with 4G.
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Professor Martin: That would be my expectation, yes, in that if more and 
more applications use such a technology, our reliance on it will go up, 
whether in smart cities or autonomous vehicles.

Q7 Chair: Could you paint a picture of the sort of damage that could be done 
with an effective attack on a 5G network further down the track?

Professor Martin: Let us suppose we have a smart city full of 
autonomous vehicles. With the right kind of attack, I could inhibit their 
operation in some way, whether by causing them to stop, to go in the 
wrong direction or to collide with each other. Potentially, I could do that in 
a very targeted way if I had enough control of the network.

Q8 Chair: That is the sort of thing to fear if we get this wrong. Is that right?

Professor Martin: I would think so, yes.

Q9 Chair: If the information communicated over a 5G network is encrypted, 
what scope is there for equipment suppliers to enable espionage?

Professor Martin: That very much depends on who is doing the 
encryption and where it is.

Q10 Chair: Could you explain that?

Professor Martin: Many will be familiar with the concept of end-to-end 
encryption that you see in Signal, WhatsApp and other communications 
tools. There, you are relatively safe against bad behaviour by the network, 
because the encryption happens in your terminal and device and gets 
decrypted only at the other end. But many communications technologies 
and current mobile phone technologies involve point-to-point encryption, 
where nobody eavesdropping on your radio signal may be able to intercept 
it, but within the network itself, the signal may not necessarily be 
encrypted or it may be encrypted under the control of someone other than 
the end points, and so is much more subject to interception at that level.

Q11 Carol Monaghan: You said that autonomous vehicles, for example, may 
be affected. Is that because we are moving towards a situation where 
there will be more autonomous vehicles out there, or is it simply because 
it is going to be a different type of network?

Professor Martin: The intention is that we build more and more different 
applications that rely on this kind of network.

Q12 Carol Monaghan: So it is do with the applications rather than the 
network itself?

Professor Martin: I believe so—my colleagues here know more about 5G 
than me, but that is my understanding.

Professor Tafazolli: I would like to highlight that in the scenario where 
we have autonomous driving or a connected cars environment, they will 
not be operated only be one network. In the UK, we have four network 
operators, so each of them will be responsible for different aspects and 
different networks. It is not as though, if there is a security issue or attack 
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on the network, the whole car and transport system on motorways will 
stop—that is impossible. In a way, it is security by isolation, so the surface 
attack on security is minimised by having more players running and 
operating the network.

Q13 Chair: So diversity is helpful?

Professor Tafazolli: Absolutely.

Stephen Metcalfe: Is the risk the same with 4G in the autonomous 
vehicle example? From what I am hearing across the whole piece, 5G is 
based on 4G; the risks are the same. Why was there such outcry when 
we were told that 5G might be underpinned by technology that we are 
already using, and was that just being whipped up by the media? On the 
ability to hack in to, say, a range of autonomous vehicles, presumably if 
we were still using 4G, the risks would be the same. Those are two 
separate points.

Professor Tafazolli: I believe that the risk will be the same as 4G in non-
standalone operation of connected vehicles. When it comes to standalone 
architecture—when the core network is specific for 5G, which at the 
moment is being standardised but is not deployed yet—one of the aspects 
of the 5G core is reliability. There is a huge amount of emphasis on the 
connections being reliable and available in the order of 99.999%—five 9s 
at least—of the time. No system—no network—has ever been designed 
and operated with such high reliability. That reliability has to be tested so 
that, for example, when cars travel at 70 mph on the motorway, the 
connection does not break down.

Q14 Stephen Metcalfe: Except that an autonomous vehicle—we are using 
that as an example—should not be dependent. It should be totally 
autonomous; it should not be dependent on being connected. If it feels 
that it is being hacked into, it should have a system that says, “I’m going 
to ignore all external information and just rely on my radar, sensors, 
sonar, lidar,” or whatever else is driving it. The danger is that if we put 
out this idea that the system or your car can be hacked, we will put the 
development of the technology back quite quickly.

Professor Tafazolli: Absolutely.

Professor Martin: Yes, that is a fair point. It is a straw man example 
here, but we shouldn’t put too much on to that particular example. The 
general sense of having lots of communicating devices and disrupting their 
operation is the more important point.

Q15 Chair: There is a lot of talk in the media about core and non-core parts of 
the system. Can we still make that distinction with 5G as we could with 
4G? Alf, you are nodding.

Professor Zugenmaier: To use a technical term, you have the radio 
access network, which encompasses the radio link, and the connection 
that goes to what is called the core network, where the core functions are 
located. It is called the core network, but given what we will maybe see 
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one day—mobile edge computing—the core network, as defined by the 
functions, may be moving out closer to the cell sites.

Q16 Chair: Does that mean that the distinction becomes more blurred?

Professor Zugenmaier: If you are talking about geographic location, 
yes, but if you are talking about the actual function, it is very clear what 
functions are core network and which are access network.

Q17 Chair: So in the future it would remain possible to exclude a particular 
company from the core, just as it is now possible? The blurring 
geographically does not prevent you from excluding particular providers 
from the core.

Professor Zugenmaier: Yes, and that depends on what you want to 
achieve by exclusion. We are now seeing a shift from boxes that you 
unpack, plug cables into and put somewhere, to virtual network functions 
that run on hardware that is sold decoupled from the function itself. Now 
you have the question, where do you want to exclude your manufacturers 
from? Do you want to exclude them from the hardware as well?

Q18 Chair: Suppose you want to exclude them from the bits that might cause 
concern in terms of national security.

Professor Zugenmaier: Okay. If you understand which bits those are, 
yes, you could mandate certain deployments.

Q19 Chair: Can you minimise risk by excluding any provider that one is 
concerned about from all those core functions with 5G?

Professor Tafazolli: Yes. There is a clear distinction between core and 
radio access networks wired through a unified interface, which is 
standardised in the 3GPP standardisation. We know where the boundary is 
between core and radio access technology. That is done purposely so 
operators have the option of buying the core from one vendor and radio 
access from other vendors. They can inter-operate with each other from 
that point of view. That flexibility has always been there in 4G and 3G—
not so much in 2G, but from 3G onwards.

Q20 Chair: Under 4G, there has been advice to networks to protect the core 
from national security concerns. It has been, as I understand it, quite a 
varied picture about which networks include providers from China, for 
example. Do you think there should be a clearer ability, through 
regulation, to require networks to exclude any provider causing concern 
from recall?

Professor Tafazolli: There is already provision in the standards. As long 
as all the vendors—it doesn’t matter where they are or in which part of the 
world—follow and comply with the standards, their radio, core and mobile 
phones should be able to interwork with each other.

Q21 Chair: Bluntly, my understanding is that some networks have Huawei 
equipment in the core of their networks. Does that need to change? Do 
we need to be able to require networks to exclude from the core, if we 
have a particular national security concern?
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Professor Tafazolli: Can I elaborate on that? We are talking about 
vendors. Vendors sell equipment, hardware and software, but most of the 
responsibility is on the shoulders of the network operators. When they buy 
their equipment and they deploy it, they have to make sure that each 
node as well as the whole network is secure and operated securely—

Q22 Chair: But should Government be able to require networks to exclude?

Professor Tafazolli: I think they have not met with operators, especially 
the four operators you have in the UK; most of them have been operating 
the networks for more than 30 years. They know how to manage the 
situation and to operate the system.

Q23 Chair: So we just leave it for the networks to determine our national 
security?

Professor Tafazolli: I believe so.

Q24 Chair: Is that you view, Professor Martin?

Professor Martin: That level of detail for 5G is outside my expertise.

Q25 Stephen Metcalfe: Back in 2010, the Huawei Cyber Security Evaluation 
Centre was established, with a view to checking and looking for major 
vulnerabilities in both the hardware and the software. In one of the early 
versions of the system there were 1 million lines of code; in the current 
system there are hundreds of millions of lines of code. How reasonable is 
it to expect an organisation to be able to evaluate that hardware and 
software?

Professor Martin: I looked up the numbers and I believe the evaluation 
centre has 38 staff. If a multi-billion pound business could improve its 
security to the point of not having any problems with 38 staff, I am sure 
they would all do it.

Q26 Stephen Metcalfe: Yes. Anything further? Judging by that comment, can 
anyone do it?

Professor Martin: Eliminating vulnerabilities is the stuff that all software 
and hardware vendors are endlessly trying to do; it is exceedingly difficult. 
Looking at someone else’s code to find vulnerabilities is particularly 
difficult. The report from the evaluation centre seems to say that in the 
case of the work they have been doing, it is—I have forgotten what the 
word used was; not chaotic, but something approaching that. Looking for 
vulnerabilities is like shooting fish in a barrel—there are plenty to find. 
Proving to yourself that there are none is hypothetically impossible 
anyway.

Q27 Stephen Metcalfe: Is it a pointless exercise?

Professor Martin: No, because the whole point of that centre, and other 
similar activities, is to build your level of assurance that you know what is 
going on.

Q28 Stephen Metcalfe: It is better to have some level of assurance than 
none.
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Professor Martin: Yes, or to know that you should not have any 
assurance, but to rate it and to be able to make an informed decision.

Professor Tafazolli: I wanted to bring your attention to this: 3GPP, 
through a security assurance process, are defining each node and how it 
should be tested for 5G—we have similar specifications and processes for 
4G but not for 5G yet; it is being developed—and what the processes are 
for each device in the network that needs to be tested for security 
assurance. Also, the GSMA is coming up with the verification test and 
certification of the network nodes to be tested through the independent 
test labs; that needs to be done. I am pleased to say that this process is 
being defined. It is not fully defined yet, but more than 50 operators are 
involved in that. More than five vendors are involved in that specification—
helping 3GPP, which are global standards, as well as GSMA, to have a 
process of testing each piece of network equipment. But I cannot 
comment on the human factor.

Q29 Stephen Metcalfe: Once you have gained that security assurance 
yourself, through looking at code or whatever process you use, how do 
you ensure that what is deployed matches what you have evaluated?

Professor Tafazolli: That is the point I mentioned: it is not only the 
vendor’s responsibility; it is the network operator’s responsibility as well. 
In the UK we are quite fortunate in that most of our network operators 
have been in this business for more than 30 years, and security was as 
important in 2G as it is today.

Q30 Stephen Metcalfe: One final quick question. As you do this evaluation—
as you go through the code and look at the process—how easy is it to 
distinguish between what may be the inclusion of an inadvertent security 
flaw and a deliberate backdoor? Are there very obvious differences? Not 
being someone who would be able to code in either of those, I wondered 
about that. Does it become obvious?

Professor Martin: I think if you were designing a backdoor, your very 
first task would be to make it look like a mistake. If you were halfway 
competent, that is certainly what you would do, and there would be no 
way to tell whether it was a mistake or deliberate.

Q31 Stephen Metcalfe: So that is the answer.

Professor Martin: A deliberate mistake would look like a mistake, yes. 
You could, I suppose, design something that was easier to exploit, but that 
would be almost the proverbial smoking gun, so I do not think you would 
do that. You would make it look like a mistake.

Q32 Stephen Metcalfe: Does anyone disagree or want to comment further on 
that?

Professor Tafazolli indicated dissent.

Professor Zugenmaier indicated dissent.

Q33 Dr Julian Lewis: Could I just ask you if I would be right to summarise 
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the situation with self-driving cars, for example, as follows? Is it basically 
the case that we are building new systems that are more and more 
dependent on a technology that cannot really be safeguarded? Would it 
be anyone’s role in society to ensure that, if we were involved in some 
sort of conflict with an adversary that was able to exploit those 
vulnerabilities and close down those systems, we would have some sort 
of fall-back so that, if we did not have self-driving cars, we could still 
drive cars ourselves?

Professor Martin: Guided by the previous comment, I think we should be 
careful about using cars as an example. Indeed, my colleagues who work 
on autonomous cars say that they certainly need to design the safety so 
that the car is actually autonomous and not reliant on the network. But to 
the general point, yes, we are building a society that is more and more 
dependent on network functions. If we were ever in a situation of conflict, 
we might discover that all sorts of unexpected things stopped working.

Q34 Dr Julian Lewis: Whose responsibility is it to plan for that?

Professor Martin: I think it falls on a lot of people, but ultimately is it a 
matter of critical national infrastructure, I suppose, and for those who take 
responsibility for such things.

Q35 Dr Julian Lewis: I would have thought it was a Government 
responsibility rather than one of private companies. Talking of private 
companies, if we were in a conflict with an adversary, would there be any 
greater danger arising from our dealing with a firm like Huawei, for 
example, than from our dealing with a firm from another country with 
which we were in a less adversarial relationship? Or would the 
vulnerabilities be the same irrespective?

Professor Martin: That has a very complex set of answers, because we 
are talking about global supply chains. We may be dealing with one 
vendor, but they may get their components from another place. Indeed, 
the vulnerabilities within any particular piece of equipment may not be 
under the control of the management of the vendor in question anyway; 
there may be some other party who wants to sell them to a third party. It 
is going to be a very complex picture behind the scenes.

Q36 Dr Julian Lewis: Let me give one final example. We have just been 
talking about backdoors dressed up to look like vulnerabilities. Would 
there be a greater chance of an adversary knowing where these 
backdoors or exploitable vulnerabilities were if they had been involved in 
constructing the system than if they had not?

Professor Martin: The designer and constructor of a system is always in 
a much better position, yes.

Chair: Professor Zugenmaier, do you have any comments on that?

Professor Zugenmaier: Yes. In this discussion about 5G, people are 
ignoring that it is all happening on top of IP technology—the technology 
we use for internet routing, so you also have all the IP routers in your 
network, even in the core. So if you think of 5G as what is defined by the 
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3GPP, a lot of the functions are not really visible because they are 
underlying.

Another thing that needs to be considered when discussing this, especially 
when looking at the complex supply chains, is that your supply chain is not 
just linear; you need all the compilers and so on and libraries at many 
different stages. So if you really wanted to subvert some function, there 
are many places where you could do so.

There is also the question whether the label on the top of the box and the 
country of origin will give you assurance that what you are getting is 
actually what you hoped for—namely, a reliable product. Very often, it is 
also a matter of how much money you are willing to spend on your 
security functions and features. If you tell a manufacturer, “I would like to 
have a product which is next to free,” maybe you can get some 
functionality, but you have to ask yourself: what quality are you getting? 
Security is a quality of product. So if you are trying to save money, you 
have to consider where money can be saved.

Q37 Chair: I should have said that we are pleased to have Julian, the Chair of 
the Defence Select Committee, with us for this session. I apologise; I 
should have introduced you at the start, Julian.

On Julian’s point about it ultimately being Government’s responsibility to 
protect the state from attack, should the Government require networks to 
exclude providers and suppliers from the core in 5G to improve protection 
in terms of national security?

Professor Zugenmaier: It depends. First, why would you have that only 
for the 5G core and not other places as well?

Q38 Chair: Potentially other places as well, but should Government play a 
stronger role in requiring networks to act in a way consistent with 
national security?

Professor Zugenmaier: I would take the stance that if there are smoking 
guns or evidence that certain products do not fulfil the requirements, it 
does not help you if you have bought something from, say, a US vendor 
and you find there is a hard-coded password in it as a backdoor as 
opposed to getting something from another country. So if Governments 
are worried about the security of networks, it would make more sense for 
them to have requirements on the quality of security than on a label on a 
box that says “shipped from”.

Chair: Understood. Thank you.

Q39 Bill Grant: I am very much a layperson, but I am sensing that somebody 
has to take responsibility for identifying the risks that will be known and 
the perceived risk. When you put out the specification to a contractor, 
and I believe there may be only three contractors capable of fulfilling the 
5G roll-out, is it clearly the Government’s responsibility to identify the 
risk to the system and embed that in the specification put out to tender 
for the persons to install it? Is it wholly a Government responsibility?
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Professor Martin: Wholly is a strong word but, certainly, Government 
sets regulations to make sure we cannot blow ourselves up with badly 
made engines. I do not see any reason why Government should not make 
similar regulations to make sure that someone else cannot blow us up with 
badly made networks.

Q40 Bill Grant: It seems to me that amount of traffic that would flow in 5G is 
far more significant than in 4G, and therefore the risks of being able to 
interfere with or damage that system rise in line with the traffic that 
flows.

Professor Martin: Yes. On one level, it is merely a commercial contract 
between the user and their network provider, but if we are going to rely 
on that network for all manner of public goods, as we seem to be, it surely 
is part of the function of Government to protect us all.

Bill Grant: To identify the risk and engineer that risk out in the 
specification.

Professor Martin: Yes.

Q41 Darren Jones: I want to go back a little to when we were talking about 
core and edge, to explore a little what weight would be given in a risk 
assessment to the physical security of a base station. My understanding 
is that in previous iterations in 2G, 3G and perhaps 4G, the base station 
might be physically secure in a locked exchange that someone such as 
Openreach might manage, and the access points will be external to that 
and connecting in. I think that we heard earlier is that in 5G capabilities, 
that base station technology is moving out towards the edge, into 
locations that might not be physically secure in the traditional sense of an 
exchange. If that is the case, what is the weight of a risk assessment of 
tampering access if the base station is somewhere else, compared with 
just the interface between the two?

Professor Zugenmaier: I think it is the other way around. In 4G, the 
base stations were moved out to the cell site, closer to the antenna, while 
in 5G there is the possibility of having a distributed central unit split where 
the distributed unit would be closer to the antenna, and the central unit 
can be moved further towards physically protected processing sites. We 
are slowly moving that point further in again. The interesting part is that 
the way that the encryption is specified is that it starts at the mobile and 
at least for the encryption that is specified for the 5G system, if you were 
to use it without anything on top, your encryption would terminate in the 
central unit of the radio access network. Afterwards, you would re-encrypt 
and have hop-by-hop security, as was mentioned earlier, to have an IP set 
connection to the core network. Within the core network, you can have 
those IP set connections. That is deployment-specific, whether you do that 
within one data centre or not. If it leaves your network, it is without any 
protection, unless the communicating party puts in a layer of encryption 
on top.

Professor Tafazolli: Bear in mind that there are two major parts to the 
edge. One is just the antenna—for us an amplifier—because we need more 
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of those for the purpose of coverage. There is no intelligence there and 
each covers an area of 200 or 300 metres. If one of them goes down, only 
the coverage for about 200 or 300 metres goes down. Most of the 
intelligence aspect goes on inside the network. That could be in an area 
that manages a number of remote radio heads, which were referred to. 
Each of them cannot be responsible for all the network. There are many of 
them inside the network, and each of them is responsible for a 
geographical area. If there is an attack, it will knock down the coverage in 
a small area.

Q42 Darren Jones: That already happens in 4G, so we already have this—
they are not all locked up in our exchange building.

Professor Tafazolli: Yes.

Q43 Darren Jones: You will have read and heard that a lot of the political 
concern is about the Chinese state’s ability to influence or direct Chinese-
owned companies. Do we know whether the supply chains of non-Huawei 
competitors—Ericsson, Nokia and others—are free of any other Chinese 
companies?

Professor Tafazolli: It does not matter who the vendor is; most of the 
equipment comes from China on the hardware side. The supply chain 
comes from China, India and other countries where the human resources 
are not that expensive. It is a global business. It is not that vendor A only 
makes the products in their own country. That is why the supply chain is 
quite sophisticated and complicated. When everything is put together, 
which is the responsibility of the vendor, with their own brand on it, it 
needs to go through the process of security assurance as a whole. Once it 
meets the certificate, it can go to the next step. It does not matter what 
the supply chain that puts everything together do. That process of 
certification is being defined which will be in place before the end of this 
year.

Q44 Darren Jones: If our concern is that there could be interference at some 
point in the supply chain, it does not actually matter whether you end up 
going with Huawei, Nokia or Ericsson, because at some point, from the 
bottom to the top, that risk exists between all three.

Professor Tafazolli indicated assent.

Professor Martin: I think it might be an overstatement to say that it 
doesn’t matter, in that, each of those vendors is ultimately responsible for 
the products that they sell and they are supposed to assure their supply 
chain. The question comes back to how much assurance you have that 
they are indeed exploring their supply chain correctly.

Q45 Darren Jones: Can you illustrate what that looks like?

Professor Martin: Hundreds of components or thousands of components.

Professor Zugenmaier: If you think about compilers, maybe it goes back 
50 years, because one compiler is used to build the next one, which is 
used to build the next one. This is what I was alluding to earlier. It is not 
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just a linear supply chain in which you extract ore, make chips and so on, 
but you somehow have to build on something that allows you to create a 
chip. You have to use development tools to create software, so your 
supply chain becomes more like a tree than a simple chain.

In theory—it gets more difficult to put something in the further you are 
from the finished products—you could have problems anywhere along 
there. You may have heard that when Huawei was put on to the list of 
companies you could no longer export US technology to, people started 
saying, “Oh it could be that Huawei phones are now becoming less 
secure,” because they couldn’t get the software updates from Google 
anymore, to update the software that was on the phone—just to make 
clear how complicated the supply chains are these days. As you said, at 
the end the person who puts the label on at least they should stand for the 
quality with their name.

Darren Jones: It is hundreds of companies and it is built on legacy 
technology, so it is quite complicated, I suppose.

All witnesses indicated assent.

Q46 Darren Jones: My last question for this section is trying to understand 
the difference between an unlawful interception from a technology 
company and a third-party attacker, whether a state or a terrorist group, 
whatever it might be. Is there any significant difference in terms of an 
attacker’s ability to interfere with the network, based on the fact that 
they have provided an aerial or a bit of technology, compared to a 
country, for example?

Professor Tafazolli: In the mobile networks, most of the cyber-security 
threats are denial of service attacks. It is not so much about stealing 
people’s information or whatever. They try to bring down the network by 
stealing some of the services. I think that amounts to about 70% of the 
total cyber-attacks—at least, a couple of years ago those were the sorts of 
numbers.

The user data security is quite robust. It goes through encryption and 
different security mechanisms, which are managed by the network 
operators, because at the end of the day it is extremely important to the 
operator’s business to keep that security and the privacy of customers’ 
information. Attacks happen—we have seen attacks on the internet, for 
the denial of service. We saw the attacks to the NHS, because a different 
version of the software was not upgraded in time. That sort of thing is 
quite common. To minimise these attacks in 5G or 4G+, whatever is 
distributed, the functionality is not all in one place—not geographically and 
not even logically. There is a separation between the service architecture 
and network function architecture and between the core network and radio 
access network. In a way, it is security by isolation; and it is better in 5G 
than 4G was.

Q47 Chair: Do you conclude from that that the risks of using Huawei, in a 
controlled way, are manageable? That’s the critical question.
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Professor Tafazolli: Everything is manageable, provided that the actors 
in the chain—the supply chain, the vendors and the operators—do their 
job properly.

Q48 Chair: Do you agree with that, Professor Zugenmaier?

Professor Zugenmaier: I think we are missing whoever is relying on the 
application. If our application relies on 100% availability of the network or 
on any sort of quality that the network does not provide, we will run into 
difficulties. If you think of this as network operations, we sort of 
understand where we are, but people may believe that the network has 
different qualities from what is actually in the contract and they may not 
provide for contingencies or for problems that can occur anytime. You 
could have major flooding somewhere and have a major power outage. It 
doesn’t matter what the availability was supposed to be before; suddenly 
it’s not there because there is no power. There are lots of other things that 
you may need to consider when society starts to depend on an 
infrastructure. The network may work as designed, yes, but in terms of 
the applications, society depends on the network in various ways. In terms 
of the resilience of the society, you would always have to think, “What 
would we do if this didn’t work?”

Q49 Chair: Taking all that into account, and given that in this country at the 
moment there is a big debate about whether we should follow what the 
Americans are arguing that we should do—exclude Huawei—or include 
them but manage the risk, what is your conclusion?

Professor Zugenmaier: I would always argue for trying to manage the 
risk, and if the outcome of the risk management study is to exclude 
certain vendors from certain points, that’s it, but I am more of a 
technologist; I’m not a politician, so I can’t really say that because there is 
a country of origin—

Q50 Chair: But your understanding of technology allows you to understand 
whether there is a threat to national security.

Professor Zugenmaier: There are threats to national security that are 
beyond technology. As long as it’s within the realm of technology, I think I 
can understand, but when it goes beyond that, it’s outside my area of 
expertise.

Q51 Chair: But your view overall is: manage the risk.

Professor Zugenmaier: Yes.

Q52 Chair: Professor Martin, you wanted to comment on the question that 
Darren had asked.

Professor Martin: Yes. This is an evolving situation. Historically, 
telecoms operators have been a little bit separate from the rest of the 
internet security cabal. Relatively few people—academics or hackers—have 
looked at the security of telecom networks, because the equipment is 
expensive and it’s just hard to get your hands on things. That is evolving 
very quickly, partly because these new technologies are much more 
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software based, cloud based and so on and partly because more people 
are paying attention. It’s clear that when you do pay attention, you find all 
sorts of nasties in many products. That is perhaps a cause for alarm.

On the question “Who should you trust?”, I was quite shocked by reading 
the report of the security evaluation centre and the rather damning words 
there about the quality of the software engineering in the products, 
because if you do expose those to a large number of hackers you will get a 
large number of vulnerabilities found by who knows whom. That may 
apply to other vendors, and you would have to ask those who do 
evaluations to comment on those vendors, but I would tread very 
carefully.

Martin Whitfield: I just want to explore another aspect of the 
transparency in this image of a tree that you have given, which is really 
about funding and the input of funding into academic research in the UK. 
I know that Oxford University expressed concern at the beginning of this 
year; they were not going to pursue new funding opportunities with 
Huawei and gave reason for it, principally over public concerns. So my 
opening question is this: how significant is Huawei’s funding to academic 
bodies with regard to 5G research in the UK?

Professor Martin: Well, it is not significant to us at the moment.

Professor Tafazolli: In the 5G Innovation Centre, Huawei is one of the 
industry partners among many; I believe that there are 25 different global 
industry partners. All the UK operators are investing in this; all of them 
are here. They are investing in research on 5G, together with Huawei, 
Samsung, Sony, Fujitsu and many other companies. So that money—the 
funding—is important and we use it not only for us to do research but to 
support UK small and medium-sized companies to come and use our test-
bed that we have developed, in order for their product to be 
internationally competitive. This is extremely important; we have more 
than 55 UK SMEs that utilise the facility that we have to advance their 
products. So I would say research and innovation, short and medium term 
to long term, is extremely important for our own prosperity.

Q53 Martin Whitfield: It makes sense that the companies that are most 
interested in 5G are the ones that will invest in the academic research to 
drive their research and development.

Professor Tafazolli: On R&D, we have many good UK SMEs that are 
developing games or applications, or simply making a beautiful antenna, 
for example, but they want us to test whether their solution actually works 
end-to-end for 5G and where they stand compared with other companies 
internationally. So from that point of view it is not just funding university 
research but many ecosystems within the country are important.

Q54 Martin Whitfield: I think it is right to say that Huawei, with regard to the 
University of Surrey, is a platinum-level funder, which I have read 
somewhere was $7.5 million. Would that figure be right?

Professor Tafazolli: Yes. It is £5 million sterling.
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Q55 Martin Whitfield: £5 million sterling? Oh, well, there we go.

Professor Tafazolli: And they are platinum members, the same as 
Vodafone and EE are platinum members, and they are among many 
different platinum members, and we have many different gold members.

Q56 Martin Whitfield: Would it be right to say that the platinum members 
are the biggest players in the field, because obviously—?

Professor Tafazolli: Because they give us more money.

Q57 Martin Whitfield: They give you more money—yes, absolutely. The 
question that follows from that is: is there any pressure on academics to 
downplay any aspect? Obviously the aspect we are looking at today is 
security. Because of the funding source, is there pressure on academics 
to change their view or defend a position that they may not otherwise 
support?

Professor Tafazolli: It is important—extremely important—for us as an 
academic institute to be impartial. I have been in advanced research for 
more than 30 years and I work with all the manufacturers—the old ones, 
as well as the new ones—and all the UK operators, not only within the 
country but also in Europe and elsewhere. One important aspect to realise, 
which I always tell our guys and friends and colleagues, is impartiality.

We are not religious about any particular technology. Our job in the 5G 
Innovation Centre is to tell the truth—the technical truth: what is the art 
of possibility? Then the industry will take it up, package it and shape it, 
decide whether it should be standardised or not. That is the mission that 
we cannot deviate from, and that requires funding.

Q58 Martin Whitfield: I presume, Professor Martin, that you would agree on 
academic independence—the right to say what is academically correct?

Professor Martin: Of course that is always our objective, but equally I 
am aware that there is nobody completely objective in this world. In other 
contexts, when I have had funding from vendors for particular work on 
particular technologies, I have become more familiar with their narrative 
around the technology, and that must affect the way I talk about it. Even 
if I am aiming to be objective, I can’t know that I am.

Martin Whitfield: I appreciate that.

Chair: Thank you all very much indeed for your time this afternoon; it is 
really appreciated.

Examination of witness
Witness: John Suffolk.

Q59 Chair: Welcome. Thank you very much. I think you were here from the 
start, so you probably heard that we have a routine of asking about any 
financial interests. Is there anything you want to declare beyond your 
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position representing Huawei?

John Suffolk: None whatsoever, Chair.

Q60 Chair: Thank you very much indeed. I will start the questions, if I may. 
What services are included in Huawei’s safe city projects?

John Suffolk: Safe city is just a generic term for cities in particular to 
look at how they can improve their efficiency or safety. It might include 
traffic light control or CCTV systems. It depends what the objectives of a 
particular city are. Safe city is not one standard set of tools, processes or 
outcomes; it is very variable, depending on what your objective is.

Q61 Chair: You will be aware of the Australian Strategic Policy Institute report, 
which suggested that Huawei’s products have often been deployed in 
countries with poor records of political stability, rule of law and 
corruption. It also stated that in some countries, public security 
technologies have “created a range of political and capacity problems, 
including alleged corruption; missing money and opaque deals; 
operational and ongoing maintenance problems; and alleged national 
security concerns.” Do you accept that?

John Suffolk: No. Our point on this is really quite simple. Our starting 
point in the 170 countries in which we operate is: what is the law, and 
what does the law define as acceptable and unacceptable? I think it is 
right for Governments to determine, in essence, their objectives and 
enshrine that in law.

Q62 Chair: So if it is a dodgy regime, you will go with it?

John Suffolk: I don’t think it matters whether it is a dodgy regime; it 
matters what is in the law. We do not create any moral judgments on 
what we think is right or wrong. That is for lawmakers to do. We execute 
within the law in 170 countries.

Q63 Chair: On that point about moral judgment, what products and services 
do you provide for local government in Xinjiang province?

John Suffolk: That is not actually one of our projects; it is done via a 
third party. Typically, what we would provide is a range of data centres or 
storage, and then it is for that third party to put that into whatever the 
package is that they are trying to offer for their particular customer.

Q64 Chair: But do you have products and services in Xinjiang province in 
terms of some sort of contractual relationship with the provincial 
government?

John Suffolk: Our contracts are with the third parties. It is not something 
we do directly.

Q65 Chair: I see. So there is an intermediary, but your products and services 
end up there?

John Suffolk: Yes. Typically on a safe city, as I said earlier, it is not one 
thing. You might find there are 100 or 200 different vendors in, all 
providing a little bit. While Huawei appears to be quite a large company, it 
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is not possible for us to provide 100% of all technology solutions for all 
situations.

Q66 Chair: I understand, but I am interested in your involvement in Xinjiang 
at the moment. The Australian Strategic Policy Institute report alleged 
that Huawei supplies and assists the Public Security Bureau in Xinjiang, 
which has, in turn, been accused of surveillance and of human rights 
abuses, including, according to the report, “an estimated 1.5 million 
Chinese citizens and foreign citizens” being detained. How do you 
respond to those allegations?

John Suffolk: As I said, our job is to provide technology and services to 
partners. In this instance, that is what we have done. The—

Q67 Chair: Do you have no concern about being, in a sense, complicit with 
such outrageous human rights abuses?

John Suffolk: I do not think it is for us to make such judgments. Our 
judgment is: is it legal within the countries in which we operate? That is 
our criterion. It is for others—predominantly the Government—to make 
judgments about whether they think it is right or wrong.

Q68 Chair: But we are faced with a situation in which Huawei is involved in the 
provision of technology and services that has led to significant human 
rights abuses. Is that not something that concerns you?

John Suffolk: I do not know the specifics of whether they have or they 
have not, based on one report but—

Q69 Chair: Do you condemn those human rights abuses?

John Suffolk: We always condemn human rights abuse in any country in 
which it occurs.

Q70 Chair: Even where it involves your equipment and services.

John Suffolk: In any country in which it occurs. We believe, in essence, 
that our objective is to understand the law in the 170 countries in which 
we operate, and to operate within the law as defined by those 
Governments.

Q71 Chair: If Huawei co-operates with the Chinese Government on state 
surveillance in China, particularly in Xinjiang province, to what extent can 
it resist pressure from the Chinese Government to enable surveillance 
abroad? You have demonstrated a willingness to work with the Chinese 
Government in a province where there are, allegedly, gross human rights 
abuses, and that suggests a close working relationship with the Chinese 
Government. Should that cause us concern in terms of your work here?

John Suffolk: I would not accept that characterisation. I would say that, 
in essence, we understand the law. It is the Government’s role to set the 
law, whether in the East or the West, and it is our job as a supplier to 
work within that law. It does not matter to us what the name of the 
country is; it is whether it is lawful.
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Coming back to your question about whether we could be put under 
influence, we are quite clear, and it is quite proven, that we are an 
independent company. No one can put us under pressure. We have made 
it very clear that, regardless of the country, if we were to be put under 
any pressure by any country that we felt was wrong, we would prefer to 
close the business.

Q72 Chair: Should we do business with a company that is complicit in human 
rights abuses?

John Suffolk: I think you should do business with all companies that stick 
to the law.

Q73 Dr Lewis: There is a lot of law in China, isn’t there? Just like there was a 
lot of law in Nazi Germany. Some laws are good laws and some laws are 
bad. Some countries are totalitarian, repressive one-party states, and 
that includes communist China, doesn’t it?

John Suffolk: We do not make judgments about whether laws are right 
or wrong. It is for others to make those judgments.

Q74 Dr Lewis: Do you have a view as to whether China is a one-party state?

John Suffolk: China is a one-party state, yes.

Q75 Dr Lewis: Do you have a view as to whether that Chinese one-party state 
is repressive of human rights?

John Suffolk: I don’t have a view on that, no.

Q76 Dr Lewis: You don’t have a personal view on that.

John Suffolk: I don’t have a personal view on that.

Q77 Dr Lewis: You are a moral vacuum.

John Suffolk: I don’t believe so, no.

Q78 Dr Lewis: Is there any country in the world with a repressive 
Government that you would be unwilling to take a job from if you were 
offered it?

John Suffolk: I have never given that any thought, so I cannot answer 
that question.

Q79 Dr Lewis: Well, here’s an opportunity—give it some thought. Is there any 
regime in the world that you would not be prepared to work for, as long 
as your work involved observing the laws in that country?

John Suffolk: As I said, I have not given that any thought. If you want 
me to answer the question with some thought, I cannot do that now.

Chair: That is a remarkable position you have stated.

Q80 Darren Jones: Mr Suffolk, you agree that there is a difference between 
ethics and law, correct?

John Suffolk: Yes I do.
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Q81 Darren Jones: Does Huawei have any ethics regarding who it supplies 
to?

John Suffolk: Our starting point is always, in essence, that the law 
defines the ethics as far as we are concerned, because it is for 
Governments to define what is right and wrong, just as the UK defines 
what is right and wrong or what it will and will not allow. That is enshrined 
in law. That is our starting point.

Q82 Darren Jones: Companies are an entity in their own right, aren’t they, Mr 
Suffolk? They can make decisions about whether they want to do 
business with certain customers. Following on from Dr Lewis, have there 
ever been any customers that you have chosen not to supply to?

John Suffolk: I don’t think we do it on customers; we do it on products. 
We stay in the commercial space, for example. We don’t—

Q83 Darren Jones: But you do have customers.

John Suffolk: We have customers, but the customers—

Q84 Darren Jones: Can you answer my question, Mr Suffolk? Have you ever 
declined to supply to a certain customer?

John Suffolk: I am not in the sales, so I couldn’t answer that.

Q85 Darren Jones: If you could write to us with that answer that would be 
great.

John Suffolk: I am very happy to do that.

Q86 Darren Jones: My second question is about the third party in Xinjiang 
province. Do you have any controls over that third party’s behaviour with 
the Chinese state?

John Suffolk: Not that I am aware of, no.

Q87 Darren Jones: So, if the Chinese state asked that third party to interfere 
with equipment that you supplied to it with what we have understood to 
be poor quality programming, they could go ahead and do that without 
any oversight or control from you as a supplier. Is that correct?

John Suffolk: I have no knowledge of whether that is right or wrong.

Q88 Darren Jones: If you could write to us with the answer, Mr Suffolk, we 
would be obliged.

John Suffolk indicated assent.

Q89 Carol Monaghan: I want to ask some more about the law in different 
countries. We are looking at a situation where the 5G network could be 
provided by Huawei. Would that be operating under the laws of China or 
the laws of the UK?

John Suffolk: Any operation of a network is always operating under the 
local law where it is deployed. In that context, it would be operating under 
UK law.
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Q90 Carol Monaghan: So what access would your 5G equipment have to data 
that was being sent? In other words, would it be able to see the 
communications?

John Suffolk: We do not run networks; we provide equipment to 
telecommunications operators. They run the network. We have no access 
to any of the data that are running across that network.

Q91 Carol Monaghan: What about your equipment? Would it be able to track 
the motions of a certain individual?

John Suffolk: As I said, because we do not run the network, we have no 
access to the network. Whatever capability the operators are building in is 
purely under the control of the operator.

Q92 Carol Monaghan: What about the equipment itself? Would it be able to 
access the movements of a particular individual?

John Suffolk: Let us take, for example, mobile phones. If you turn on 
GPS on your mobile phone because you are using something like Google 
Maps, that sort of product can track where you are. Generally speaking, 
that information is then sent to the central telecommunications network.

Q93 Carol Monaghan: But that is my choice, whether I turn that on or not.

John Suffolk: That is your choice.

Q94 Carol Monaghan: If I decide to turn that off, will your equipment have 
the ability to track my movements?

John Suffolk: If you think about what telecommunications does, it tries 
to connect you with a base station, wherever you are, in order to connect 
you to the network. It therefore does know where you are, because it 
knows where the information is coming from. In that context, 
telecommunications networks from all vendors know where you are, so as 
to connect you to those networks. Huawei’s equipment is no different from 
anyone else’s equipment.

Q95 Carol Monaghan: Would Huawei be able to remotely access equipment 
that was supplied to the UK?

John Suffolk: We have no ability to remotely access anyone’s equipment 
unless the operators have granted that permission or even have that 
capability. Different operators around the world have different ways of 
accessing. Sometimes they want people physically on site, and sometimes 
they will ask for controlled remote access, but that is under the full control 
of the operator.

Q96 Carol Monaghan: So you would be able to remotely access if the 
operator gave you that permission.

John Suffolk: Only from Europe. We have a support centre in Romania, 
and that connection is turned on or off via the operators.

Q97 Carol Monaghan: So Huawei has an operations centre in Romania, so 
people in Romania would be able to access that?
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John Suffolk: If the operators granted that from the UK, yes.

Q98 Martin Whitfield: To pursue that, if we look at the current 4G network 
that Huawei supports, also from Romania, the software in essence is 
updated from Romania remotely with the consent of the operators who 
grant that. Is that the same model that you expect or hope to use with 
5G as well, so that you would have remote access from Romania for 
updates, rather than physically having to visit everywhere?

John Suffolk: That is not actually the way it happens. The upgrade of any 
software is under the control of the operator, and operators have different 
policies. Most will do it on site for the big central data. Where you tend to 
use somewhere like Romania, which is a pretty standard model around the 
world, is for fault identification, where you say, “We have a bit of problem. 
Can you look at what the data is telling us?” Once you have identified the 
problem, it might mean some upgrade, but that upgrade is done in situ. 
Typically, it is not Huawei employees who are involved in that upgrade. 
Again, that is down to the operators’ choice. They control all of that.

Q99 Martin Whitfield: But on the current 4G, it is Romania that monitors for 
the faults. That is where the little light goes on to say there is something 
wrong in the system. Would that be Huawei’s intention with the 5G, if the 
operators agree to that?

John Suffolk: The use of Romania is at the operator’s discretion, but as 
the previous panel said, 5G is building on 4G, so our plan would be to use 
broadly the same models unless the technology or the customer 
demanded something different.

Q100 Bill Grant: I am trying to understand Huawei. Who are the key 
shareholders or stakeholders in the company? Is it operated by a board? 
Can you pop along and put your hand on its ethical policy?

John Suffolk: It is employee-owned—it is owned by about 96,000 
shareholders. There is a full governance structure, which we have 
published for many, many years, from the board down to all the 
supervisory committees. We have what we call a business conduct 
guideline, which I am very happy to send to the Committee if it would like 
to see it.

Q101 Chair: But you claim that you have no links to the Chinese state.

John Suffolk: That is true.

Q102 Bill Grant: One of your key themes is that you would enter into 170 or 
171 countries and you make the clear statement that you would obey 
their laws. Would you turn a blind eye if they had wicked and bad laws in 
those countries? Is it simply that whatever their law says, you are happy 
to work with them?

John Suffolk: Our starting point and our end point—I am sorry to repeat 
this—is that we understand the laws in the country. That can be a difficult 
thing to do, but once we understand the law, we will operate within the 
law. We do not make judgments.
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Q103 Vicky Ford: Before I ask my question, I have to make two declarations of 
interest. First, I co-chair PICTFOR with Darren; Huawei is one of a 
number of tech companies that are members of that organisation. 
Secondly, I am a PPS in the Foreign Office, so I will not ask any questions 
related to foreign policy.

I want to ask a question about technology. An article in the Financial 
Times suggests that “Huawei could…use software updates to inject 
vulnerabilities between source code inspections.” Why would a company 
want to do that? More specifically, what safeguards are there to prevent 
that from happening?

John Suffolk: The whole debate that we saw in the first panel about 
vulnerabilities, patching and injection is an interesting one. Many of you 
have technology on your table here, and you will all be aware of the 
WannaCry ransomware last year and its significant impact on the health 
service, for example. That had nothing to do with the telecommunications 
vendors at all; in essence, it was about a faulty piece of software that had 
not been patched for the right period of time. The reality is that all 
software, regardless of whether it is new or old, has the likelihood of some 
vulnerability, and therefore everybody is going through a patching 
exercise.

Let me give you an example. Mr Metcalfe, I think you asked about the 
value of the UK CSEC. The UK CSEC is there to find whether there are 
vulnerabilities that people can spot. We can argue about whether that is a 
good thing or a bad thing, but our model is quite simply this: we allow any 
country and any company to review and inspect our products. That is not 
because we expect them to find 100% of the issues—if we did that, we 
would be in the software engineering business, not the 
telecommunications business—but because we believe passionately that 
the more people you have looking, inspecting, poking and prodding, the 
more chance you have of finding something.

Going back to your question, I would say that there is no point in anyone 
trying to inject something into software when, in essence, every week 
somebody is doing an announcement for a Microsoft Word patch or a 
Google patch. As you will know, you in Parliament have been subject to 
phishing attacks coming in through your email inboxes. That is a different 
way of breaking into software. As a good burglar would tell you, why 
break into a house with all the lights on, security and a dog barking, when 
you can go next door where no one is looking at you?

Security is more than what people think. It is very hard to inject. From our 
perspective, we believe in full openness and transparency. We want people 
to find things—whether they find one or 100, we do not care. We are not 
embarrassed by what people find. People have talked about poor coding or 
poor engineering. We stand naked in front of the world; it may not be a 
pretty sight all the time, but we prefer to do that, because it enables us to 
improve our products, and we all benefit from that.

Q104 Vicky Ford: So no safeguards?
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John Suffolk: We believe you have to put safeguards all the way along 
the line. We mentioned the supply chain earlier. In Huawei products, only 
about 30% of the components are Huawei’s; the rest come from a global 
supply chain. We inspect that global supply chain by taking apart and 
checking things coming in from manufacturing. We are building in 
segregation of duties so that one person does not have access to all of the 
products. We limit what engineers can do. So wherever we have a part of 
a process, we look to build a control into it. CSEC is one of those controls.

Q105 Stephen Metcalfe: Good afternoon. You talk about the CSEC set-up. It 
has an oversight board, and for the second year running it has 
commented on the poor cyber-security in your products as well as the 
lack of action being taken to address that. Can you expand on what the 
plan is to address those concerns? Perhaps you can take us through what 
that process is and how transparent it will be.

John Suffolk: The first thing to say is that we conform to all of the 
Government’s published standards and policies on security. We also 
conform—you can check with our customers later—to all their bid 
documents and contracts on security. So whatever we have been asked to 
do from Government policy to a security requirement in a customer’s 
perspective, we have fulfilled.

The CSEC report has required that we do better in many areas. We accept 
that. I think, as was said earlier by one of the professional speakers, some 
of the software is quite old, and what was in our view good five years ago 
is not what we think is good today. I guarantee that if we are sitting here 
in five years’ time, we will not think that what is good today is still good.

On what we are going to be doing, first, we have built up a lot of clutter in 
some of the code. We have multiple versions of the same piece of code. 
You might ask, “Why do you do that?” Let me explain. One thing we are 
incredibly proud of is that some of the countries we operate in are not rich 
countries, and they do not have rich customers. They do not have the 
ability to buy the latest shiny bit of tin; they want to sweat the asset and 
keep their equipment going for 10 or 15 years. One of the routes we have 
taken is always to ensure that we maintain code that we know will run on 
10 or 15-year-old equipment. It is a bit like me saying, “Can you take your 
modern equipment here, take what is on there and make it run on 
something from 10 or 15 years ago?” Typically, that is not possible.

We have to simplify that, but do so in a way that does not cause a 
resilience issue. We were talking about autonomous vehicles earlier. I 
think I would be sitting here for another reason if we ran too fast to 
change the software and the networks kept going down. So resilience for 
us is the No. 1 priority—keep those networks up. That means we have to 
be cautious. Any fool can drive at speed; it is whether they can do it 
safely. We are taking our time to get it right so that we do not affect 
carriers around the world who are supporting more than 3 billion of the 
world’s population.

Q106 Stephen Metcalfe: You are drawing up a plan about how to do that, and 
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you will do that at a pace that maintains resilience so that you do not 
damage the system already in place, but when will that plan be in place? 
Will you share it with the oversight board to demonstrate how you will 
move from the current situation—I understand about the clutter in the 
code—to a simplified, easier set of commands to understand and spot 
where there may be any issues?

John Suffolk: First of all, we have already taken UK customers and the 
oversight board through the plan, and we have already agreed what is the 
first set of products to go through the upgrade process. Those products 
have gone through the upgrade process, and they are going through 
evaluation at the evaluation centre now. We do not determine the 
sequence of the upgrades; that is done via the oversight board.

So some of the work has already been done. It is done on a priority basis 
set by the oversight board—the CSEC and the UK operators—and the first 
products are already in there.

Q107 Stephen Metcalfe: So the board, if we got them in front of us, would feel 
involved in this process?

John Suffolk: Yes, in essence, they are setting the agenda in terms of 
what the sequence will be.

Q108 Stephen Metcalfe: Finally, Ryan Ding, who I presume you are aware of—

John Suffolk: Yes.

Q109 Stephen Metcalfe: He told us that, in his view, this transformation 
process will take three to five years to see tangible results. First, do you 
accept that that is an accurate evaluation of how long this will take? 
Secondly, does that mean that equipment will continue to be potentially 
vulnerable and there will be no improvement in cyber-security on 
equipment until 2022?

John Suffolk: Where Ryan Ding was coming from was that to do all of the 
products that operate within the UK will take three to five years. As you 
can imagine, some products are really very important from an 
infrastructure perspective.

Q110 Stephen Metcalfe: Are they being prioritised?

John Suffolk: They are being prioritised. So the oversight board, with the 
UK operators, has set the priority. It is on the big projects that have the 
big difference. The ones that you sold only 500 of are at the back of the 
queue. To do the whole lot will take three to five years. But progress has 
already been made because the first set of products are already going 
through the evaluation centre.

Q111 Stephen Metcalfe: So it is slightly unfair of him to make that comment. 
Is that right? You have challenged it. It will be five years before we see 
any improvement in cyber-security.
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John Suffolk: You will see improvements before five years, definitely. I 
am not sure whether the NCSC would be even less complimentary if it was 
going to take three to five years.

Q112 Chair: Why do you think the oversight board, two years running, has 
raised, in effect, the same concern? They are quoted as saying, “Huawei’s 
transformation plan could in principle be successful”. The board, however, 
“currently has not seen anything to give it confidence in Huawei’s ability 
to bring about change via its transformation programme and will require 
sustained evidence of better software engineering and cyber security 
quality verified by HCSEC and NCSC.” Why are they reaching that 
conclusion that no progress has been made?

John Suffolk: I think it is fair to say, Chairman, that we—Huawei—could 
have done a better job on communications.

Q113 Chair: Did you take your eye off the ball?

John Suffolk: No, I don’t think it is about taking your eye off the ball. It’s 
about talking to our other customers around the world. Our products are 
shared by all countries. While we are taking on board the ideas and 
suggestions from the oversight board, we need to go back and check with 
other customers whether those changes in some way have a negative 
impact on the other customers and countries. I don’t think we have done a 
particularly good job of explaining ourselves to the oversight board in 
terms of where we have got to in that thinking. It is not just about solving 
today’s problem. We have talked about autonomous vehicles; we have not 
really talked about autonomous robots. You have talked about, in essence, 
artificial intelligence. The issue for us is not just thinking about looking 
back and how we can improve to get ourselves to a reasonable position 
today. It’s about looking forward to understand how the technology and 
the threats might change, and to try to cater for some of those.

Q114 Chair: Are you saying it has just been your failure in communicating all 
the progress you have made to the oversight board, or that you have not 
made sufficient progress and you need to up your game?

John Suffolk: I think it is both, Chairman.

Q115 Damien Moore: In a previous answer, you said that Huawei did not have 
any links with the Chinese state. Has there been an opportunity when it 
has failed to comply with a request from the Chinese Government?

John Suffolk: We have never had a request from the Chinese 
Government to do anything untoward.

Q116 Damien Moore: Anything at all.

John Suffolk: Anything. Let me be honest here. We have to pay our 
taxes, so I want to be clear. They never speak to us, but in terms of the 
purpose of this Committee, we have never been asked by the Chinese 
Government, or any other Government, I might add, to do anything that 
would weaken security.

Q117 Damien Moore: Would there be anything for any other Committee that 
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might give a different answer to that question?

John Suffolk: Our answer would be the same. Are we asked to do things 
or build things into our products? Our answer would be: we have never 
been asked to do those things.

Q118 Damien Moore: Liang Hua, Huawei’s chairman, has reportedly said that 
Huawei “are willing to sign no-spy agreements with governments, 
including the UK government, to commit ourselves to making our 
equipment meet the no-spy, no-backdoors standard.” What is that 
standard, and how would such an agreement work?

John Suffolk: There isn’t an international standard on this. It’s a request 
we received from one mainland European Government: would we consider 
signing a no-spy deal? It is fair to say that different Governments have 
different approaches to how they want to deal with security. If it is 
relevant for a Government to sign a no-spy deal, then we are happy to do 
that, but at the moment you would need to craft a deal. Our view would 
be that to make it worth while, you would need to link it to the contract of 
the operators that you are serving.

Q119 Damien Moore: To the best of your knowledge, do you know of any 
other provider that has had to commit to doing this?

John Suffolk: I am not aware of any, no.

Q120 Dr Lewis: You said the Chinese Government has never asked you to put 
any weaknesses in the system. Does that mean that you are saying that 
the Chinese intelligence and security agencies couldn’t get into your 
systems if they wanted to?

John Suffolk: If we remember Edward Snowden a few years ago, he 
amply demonstrated that Governments of capability can break into most 
things, including Huawei servers, so you can never say that a 
Government, whoever they are, if they have the capability, cannot break 
into systems. That is what Governments do.

Q121 Dr Lewis: But surely there is a law in China that requires Chinese 
companies to co-operate actively with the intelligence services, and 
surely that applies to Huawei in China, doesn’t it?

John Suffolk: Well, all laws in China apply to all companies in China, not 
just Huawei. That is point No. 1. Secondly—

Q122 Dr Lewis: Yes, but Huawei is the company we are considering. Why don’t 
you just admit the fact that Huawei is obligated to co-operate with the 
Chinese intelligence services in China?

John Suffolk: There are no laws in China that obligate us to work with 
the Chinese Government on anything whatsoever. We have looked at all of 
the Chinese laws. We have taken on board professors in Chinese law and 
we have had their views validated via Clifford Chance in London, and there 
is no requirement on us or any other company to undertake what you are 
suggesting.
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Q123 Dr Lewis: So the law of 2017 doesn’t exist.

John Suffolk: No, the laws do exist, but it is the scope and context of 
what those laws enable you to do.

Q124 Dr Lewis: That law states very clearly that Chinese organisations and 
individuals are required to co-operate with the Chinese intelligence 
services, and you are saying that Huawei isn’t required to do that.

John Suffolk: I am saying our legal advice is that is not the case. That is 
not their interpretation, and it is not our interpretation.

Q125 Chair: When your company wrote to me, you focused on the fact that it 
didn’t have extraterritorial effect. Julian is asking about inside China. 
China’s national intelligence law appears to be very clear on its 
requirement on individuals and organisations.

John Suffolk: I think it is fair to say, Chairman, that many countries 
produce laws that are unclear, and we have had to go through a period of 
clarification with the Chinese Government, who have come out and made 
it quite clear that that is not the requirement on any company. We have 
had that validated by our lawyers and revalidated again by Clifford 
Chance. I believe there is no such obligation.

Q126 Dr Lewis: So you are saying that article 14 of China’s national 
intelligence law, passed in June 2017, empowering the agencies of the 
Chinese state to “request the relevant organs, organisations and civilians 
to provide necessary support, assistance and co-operation” to those 
intelligence agencies does not apply to Huawei.

John Suffolk: I am saying that what that means, according to our legal 
advice, is that it does not require Huawei to undertake anything that 
weakens Huawei’s position in terms of security.

Q127 Dr Lewis: And I am saying that that is entirely unbelievable. Can you tell 
us whether firms like Nokia and Ericsson are given the sort of access to 
Chinese critical national infrastructure that Huawei would like to have in 
the west?

John Suffolk: They follow me, but I will give my view and you can clarify 
with my friends. The telecommunications market in China is a very vibrant 
market, and Ericsson and Nokia have very good market share, and they 
compete with us head on in terms of China, so to answer your question, 
yes they do.

Q128 Dr Lewis: Finally, on 4 June it was the 30th anniversary of the 
Tiananmen Square massacre. How would you feel about equipment 
supplied by your firm enabling a similar exercise in suppression by a 
future Chinese Government?

John Suffolk: I am sorry. I didn’t quite understand the question.

Dr Lewis: How would you feel about equipment supplied by your firm 
enabling the Chinese Government, which is the direct descendant of, and 
absolutely continuously linked, in a linear fashion, with, the regime that 
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killed thousands of people 30 years ago on 4 June in Tiananmen Square—
how do you feel about being complicit in repressive actions of that sort?

John Suffolk: I do not think we are complicit in anything. I believe that 
our objective is to understand the law and comply with the law. It is for 
others to make judgments.

Q129 Dr Lewis: Like the people who manufactured the gas chambers, no 
doubt, in Nazi Germany.

John Suffolk: We comply with the law.

Dr Lewis: And so did they.

Q130 Graham Stringer: I was going to ask a similar question, actually. I 
listened carefully to your answers about following the laws. Do you think 
that when we come to write our report, it would be fair to compare your 
company with IG Farben, who manufactured Zyklon B and sold it to the 
German Government during the second world war?

John Suffolk: I would paint a different picture. If you are asking us, 
“Should we ignore the law?”, I am sure you would say, “No, you must not 
ignore the law.”

Q131 Chair: Basically, what you are saying is, “As long as we comply with the 
law, that is fine. We are amoral; we have no interest in what is 
happening”, like the one and a half million Chinese people who have been 
incarcerated in Xinjiang, for goodness’ sake. You do not care.

John Suffolk: It is not that we care or do not care; that is not our 
starting or end position.

Q132 Chair: Yes, but you continue to provide equipment and supplies to 
facilitate that surveillance state.

John Suffolk: I think it is for Governments to determine what is right and 
wrong. That is their sovereign duty.

Q133 Chair: But you will make money out of it.

John Suffolk: We are a commercial organisation.

Chair: Right, you would. Okay.

Q134 Graham Stringer: Can I have an answer to my question?

John Suffolk: My answer to the question is still the same as it was 
earlier: that, in essence—

Graham Stringer: Is it fair to compare you to IG Farben?

John Suffolk: I do not know the circumstances around that.

Q135 Graham Stringer: Are you technically qualified in the kit that we have 
been talking about in the systems, and if so, can you tell us your 
technical qualifications in that kit?
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John Suffolk: My background, Chairman, is predominantly in technology, 
since the late 1970s; I have come through all kinds of technology. I am 
not a telecommunications expert, but I am a secure business expert—i.e. 
how you secure the whole of a supply chain, how you secure a business. 
What I am employed to do is look at everything from HR to supply chain 
to R&D on how we can build in the internal and external validation to 
improve security. We have teams of technical experts, internal and 
external, who will do things like cryptography, for example.

Q136 Graham Stringer: It is not a trick question of any sort. You understand 
the systems and the processes leading up to the systems, but not the kit 
itself.

John Suffolk: I do understand what the kit is, I understand how it works, 
and I understand the security risks of those kits. My objective is what goes 
in and what comes out, and how we protect that. If I want deep technical 
experts to explain how something like how cryptography works in 5G, then 
I will call in a cryptography expert, and that is the same model that 
everybody else uses.

Q137 Graham Stringer: My final question is this: your company has grown 
very quickly, and it is a sort-of co-operative—I mean, the way you 
describe it, it is on the model of John Lewis. How is the capital being 
raised for growth of that speed?

John Suffolk: Most of the capital comes from the growth of the business. 
We have grown from about $30 billion turnover in 2010 to over $100 
billion in 2018, so most of the capital is raised through the business. The 
employees buy shares—they are not given shares—so we raise capital as 
well through the shareholders, and then we use banks for the remainder of 
the capital that we need to raise.

Q138 Darren Jones: You mentioned just now that your role is to secure 
resilience and security in the supply chain. We heard on the earlier 
panel—I think you were here to listen to it—

John Suffolk: Yes, I was.

Darren Jones: About how supply chains are very complicated. How do 
you secure that position when there are apparently so many suppliers and 
legacy technologies in the supply chain?

John Suffolk: We were the first company, I think, to identify all our high-
risk suppliers. We went to all the suppliers and got them to work with us 
to sign what we call cyber-security agreements. Part of that is about the 
education and training of the people, and part of that is about 
understanding how they protect their own environment, because if their 
own environment is not protected, someone can break in and pass 
something to Huawei.

We then make sure that we are using secure suppliers; there are certain 
companies in the world that handle secure delivery of components around 
the world. When components come into our manufacturing centres—some 
of the manufacturing is also outsourced—we look at all those components 
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and their specifications. Much of that is automated; we have digital 
images, and we are scanning the image of the component coming in 
compared with the stored image is, but we also take a sample apart to see 
whether there is anything wrong in terms of what goes on there. We are 
looking at whether the soldering is right. We look at it from working with 
the suppliers through every stage to breaking some apart to see whether 
they conform to the standards we would expect.

Q139 Darren Jones: Could you give me a ballpark figure on the depth of your 
supply chain? How many companies are you working with?

John Suffolk: In terms of high-technology companies, just under 2,000.

Q140 Darren Jones: So a piece of kit from Huawei might have somewhere 
around 2,000 companies involved?

John Suffolk: No, not necessarily; it depends on the equipment. For a 
very simple product, you might not have that. I would need to give that 
information broadly by product. There is not an average of 57 or an 
average of 200. It is very different depending on the product.

Q141 Darren Jones: It would be useful to see that, because we have been 
having a conversation about core and edge and the different exposures 
around kit, so it would be interesting to see the supply chain for those, if 
you could write to us about that. My last question is this: you were asked 
just now about your work with government, and you said you had never 
been asked to do anything untoward. How would Huawei define 
“untoward” in the 170 jurisdictions that I think you said you work in?

John Suffolk: If they were asking us to break the law.

Q142 Darren Jones: If the law in that country allows them to request 
something of you, you will comply with it, because that is the law and 
you follow the law in that country?

John Suffolk: The challenge always comes in instances where the law is 
silent on matters, doesn’t it? For example, most laws don’t say, “Do not 
build in backdoors.” Of course, from a security perspective, we would look 
at what we were being asked to do, but our belief is, in essence, that we 
as a vendor have never been asked to do anything that weakens the 
security of our product for any of our customers in any country.

Q143 Darren Jones: If a certain country had, for example, powers to request 
access to information that might fall within their geographical boundaries, 
you would comply with that, because that was the law?

John Suffolk: I would not speculate on something that is hypothetical.

Q144 Darren Jones: That is not a hypothetical question, Mr Suffolk; that 
happens all the time, in this country as well as others.

John Suffolk: I am not aware of that, and I am not aware of any 
situation where we have been put in that position.

Q145 Darren Jones: You are in charge of privacy for Huawei. What geography 
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are you responsible for?

John Suffolk: Global.

Q146 Darren Jones: Global—and you don’t know of any situation in which a 
Government has asked Huawei about lawful interception?

John Suffolk: Lawful intercept is lawful.

Q147 Darren Jones: Yes, based on the law. I am just asking whether you 
would comply with that. Yes or no?

John Suffolk: Yes, of course we comply with lawful intercept.

Q148 Darren Jones: You just said you didn’t know whether you did, Mr Suffolk.

John Suffolk: I’m sorry; we weren’t talking about lawful interception.

Q149 Darren Jones: No, I asked you whether, if there was a law, you would 
comply with it. Lawful interception implies that there is a law.

John Suffolk: If we were talking specifically about lawful interception, I 
would have given you that answer.

Darren Jones: Mr Suffolk, with the greatest of respect, your inability to 
answer questions directly on this inquiry builds an element of distrust in 
the way we are having this conversation with you. If I am asking a very 
simple question, I would quite like a simple answer. I’m afraid you have 
not been able to deliver that today, but we will look forward to your 
written answers.

Q150 Chair: Finally from me, could you confirm a report that said that Huawei’s 
chairwoman, Sun Yafang, has a background in the Ministry of State 
Security, China’s intelligence agency and—on Graham’s point about 
where the money comes from—that Huawei has been loaned a total of 
$40 billion by the state-owned China Development Bank? I don’t think 
you mentioned that.

John Suffolk: On the first point, Madam Sun did have a role, I think, in 
that Ministry. On the second point, we have not been loaned $40 billion.

Q151 Chair: How much have you been loaned?

John Suffolk: The facility that I think you are referring to, the China 
Development Bank facility, is available to customers of Huawei if they 
want funding for their products. It is done directly with the customer to 
the bank, not through Huawei.

Q152 Chair: But it facilitates your business.

John Suffolk: They could take that loan from any bank they wished.

Q153 Chair: Is it to the tune of $40 billion?

John Suffolk: No. My understanding is that less than 10% of $30 billion 
has been used in the past 10 years.

Q154 Bill Grant: I recall the company’s pride in the fact that they operate 
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within the law in 170 countries throughout the world, yet in your base 
country, China, you saw fit to challenge the espionage laws by seeking 
legal advice, first in China and, I believe, in London, via an international 
lawyer, probably at great expense. What caused you to seek that advice? 
What was the doubt in the mind of Huawei? And this is bearing in mind 
that when you get advice from a QC, it may not be accurate, because 
they might have another one.

John Suffolk: There was doubt in our mind because the law was unclear, 
and the doubt was also in our customers’ mind, so our customers asked us 
to clarify this law as well. So we went back to the Chinese Government to 
provide clarity, and we went to lawyers to provide clarity, as did some of 
our customers.

Q155 Bill Grant: So the clarity from the Government of your home base was 
not sufficient. You questioned that, so there were doubts in your mind.

John Suffolk: We did not understand the scope, and that’s what we went 
back to the Chinese Government for—to define the scope, which they did 
publicly.

Q156 Bill Grant: But that has never been tested globally—the advice you have 
got. It’s what you are saying is there, but that advice has never been 
tested.

John Suffolk: It has never been tested in a court, no.

Q157 Dr Lewis: Is it possible to have an independent company the size of 
Huawei in a one-party, communist, totalitarian state?

John Suffolk: Well, we believe we are an independent company.

Chair: Thank you very much. Could we have the next panel, please?

Examination of witnesses
Witnesses: Mikko Karikytö and Steve Sampson.

Q158 Chair: Welcome to both of you. I will make the same point to each of you 
before you introduce yourselves: if you have any financial interests you 
want to declare, please do that now. May I start with you, Mikko? Can 
you introduce yourself?

Mikko Karikytö: Of course, Chair. My name is Mikko Karikytö. I am head 
of network security at Ericsson. Ericsson delivers all the products needed 
for a functional 5G network. My responsibility, with my unit, is the security 
and privacy of all of the Ericsson portfolio. I have nothing to declare.

Steve Sampson: I am Steve Sampson, head of technology for Nokia UK 
and Ireland. Nokia is a supplier of all the equipment in the telecoms 
sphere, through fixed and mobile and home and enterprise. I have nothing 
to declare, either.

Q159 Darren Jones: One of my colleagues asked Huawei this question earlier 
and we are just going to ask the same of you guys. In terms of your 5G 
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equipment, are you able to illustrate for us what type of information you 
might have access to by having access to your own equipment?

Mikko Karikytö: That of course depends on the situation. As you have 
been discussing today, 5G is way ahead on security, as per the definition 
of the standards, already. I would say that, as in any security situation 
and in this one, it is a layered approach, actually. It starts with the global 
standards, obviously: we have a common agreement about the 
interoperability, the security and the protocols. Then comes our part, 
which is the hardware and software. That is secure: it is developed in a 
secure environment; it includes all the functions that are needed for a 
secure operation; and it is tested and assured that it remains secure. Then 
the deployment architecture—configuration and parameters—is critical, 
obviously. That’s the third layer. And then there are the operations. The 
operations need to have all the global best practices, like segregation of 
duties, segmentation, least privilege—all those principles of security—to 
actually maintain a secure posture regardless of what has happened 
before.

Q160 Darren Jones: Presumably it is the same for Nokia.

Steve Sampson: It is the same. I would also say that the equipment that 
we supply is given over into the hands of the operators. We have access to 
any information that goes through that only at the direct request of those 
operators. All interactions are fully auditable and authenticated by those 
operators. We have no continuous access.

Q161 Darren Jones: If you were providing an ongoing maintenance service, for 
example, would they be able to give you access?

Steve Sampson: Yes. There is a relationship whereby, if there were a 
problem in the network, they would contact us. We would step in as 
requested. We would analyse the situation and provide the necessary 
software correction or hardware correction, and it would go to the 
operators for them to implement it in all cases.

Q162 Darren Jones: I don’t know whether you heard the answer earlier, but 
we were trying to decipher the information that is available in the kind of 
edge bit of the kit compared to the core part of the kit. We had an 
answer about encryption and communication between the different 
technologies. Our constituents will want to know things such as how you 
track my location, whether you can see what I am doing and whether you 
can read messages. Of the equipment that you supply for the edge of the 
network—the access equipment—can you see any of that type of personal 
information of users of the network, or do you have to wait until it gets to 
the core before you start to see it, because of encryption?

Steve Sampson: As was discussed earlier by the academic community, 
the standards in 5G are disaggregating the network components, and 
there are functions that will be placed closer to the antenna system. In the 
future, those core functions—they are mostly associated with the data 
paths or the user plane—would be in the mobile edge computing area and 
could have direct connectivity to other networks from that point, to limit 
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the latency and reduce the latency for critical services. That is one the 
main tenets of the 5G service.

The control plane functions will remain mostly in the core of the network 
and are highly robust. One aspect of moving to this core edge component 
is that there will be core components, but there will also be virtualised 
RAN as we discussed. That means that the distinction between core and 
RAN is no longer so simple. It is not a physical box anymore. It is layered 
on top of commodity-off-the-shelf hardware with open source software 
providing a resource that is used by all of the network functions, which 
make up the 5G network, and everything sits on top of everything else, 
and all of the security measures need to be built in at every one of the 
layers, as my colleague here mentioned, so there is no one fit.

Q163 Darren Jones: So you cannot just say, “Edge, intelligent, core.”

Steve Sampson: No.

Q164 Darren Jones: Is there anything you would like to add?

Mikko Karikytö: I would just add that 5G is a tremendous opportunity for 
the whole society, and if we really want to benefit on all the services and 
qualities that it brings to us, it is exactly as my colleague has said: some 
of what we have known as core functions will move closer to the edge, 
which means that they will be faster and there will be less latency in the 
service to the edge, so that is definitely the case. Then the barrier 
between core and edge will be blurred.

Q165 Graham Stringer: Do you think you are on a level playing field with 
Huawei?

Mikko Karikytö: When it comes to security, which is my responsibility in 
Ericsson—ensuring that all our portfolio delivers on the security and 
privacy promise, which is what we want to do—I think that, following the 
best practices, everyone can be on the same playing field.

Q166 Graham Stringer: Sorry, I might not have made the question clear 
enough. You are saying that your project is as good. I am asking whether 
you think they are involved in unfair competition by being subsidised by 
the Chinese Government.

Mikko Karikytö: That is not my speciality. I concentrate on the security 
and privacy of our products.

Steve Sampson: I am afraid I cannot comment on what our competitors 
do or don’t do. All I can say is that Nokia is a global, multinational 
organisation. It is quoted on stock exchanges and is subject to all the rules 
of those stock exchanges, and it has a truly international board of 
directors. We compete in the market as the market is and we make 
decisions accordingly.

Q167 Graham Stringer: Can you explain to the Committee how you co-operate 
with the UK Government?
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Steve Sampson: We have strong co-operation with the UK Government, 
both through NCSC and DCMS. We have regular meetings with NTAC in 
order to ensure that we understand the requirements, and of course we 
follow all the regulatory requirements that our operators in the UK impose 
upon us through the contracts that we sign with them.

Q168 Graham Stringer: Are there any particular problems that you come 
across in co-operation with the UK Government?

Steve Sampson: I am not aware of any.

Q169 Graham Stringer: Can I ask you the same questions?

Mikko Karikytö: Certainly. We basically have the same answer. We 
definitely co-ordinate with all the Governments where we do business. 
Also, if we go back to the global standardisation, I believe that UK 
personnel will also be representing us in the standardisation, so that would 
be one way of collaboration also. We also want to understand the 
requirements and want to be able to deliver as best as possible in those, 
so that is why we also regularly meet with Government organisations.

Q170 Graham Stringer: Would you be willing to enter into a similar scrutiny of 
your products as the Huawei cyber-security evaluation centre? Would you 
be willing to follow that model?

Mikko Karikytö: Until today, our model that we have been pushing 
forward—it has been mentioned earlier in this room, I believe—the global 
3rd Generation Partnership Project system and Global System for Mobile 
communication models, where we try to find a global standard for how to 
assure the security and privacy of these devices. We believe that we need 
to have a common agreed model, whereby we all know then that when we 
go through this process and when our development environments are 
certified according to those standards we can be sure that what we deliver 
is as it should be.

Q171 Graham Stringer: Sorry—I am not clear from that answer whether you 
would be willing to follow a similar model.

Mikko Karikytö: Of course we need to follow whatever model is put on us 
in the markets.

Steve Sampson: I have a very similar answer to Mikko. We haven’t been 
asked to do that yet. In all the countries we supply to, all of our 
equipment is tested by the operators in conjunction with the requirements 
of their regulatory commitments, and if we are required to do more as a 
result of any jurisdiction that we operate in, then we would do that.

Q172 Damien Moore: Just looking at supply chains, which we have learned 
throughout the course of today are a bit more complicated than we 
perhaps anticipated, what oversight do you have of your supply chains, 
and are any part of that supply chain based in China or any other non-
western country?

Mikko Karikytö: In Ericsson, we have a whole model around making sure 
that the portfolio is secure. We call it the security reliability model. That is 
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also something that we commonly get asked about publicly; you can find it 
on our web page, too.

We put all those controls to all of our organisations, regardless of what 
place on the Earth they are. We are a completely global company, with 
more than 180 countries represented, and we have research and 
development all over the globe. All those organisations will follow the 
same requirements that we set down.

We don’t differentiate or give any leeway in that way with suppliers to us. 
We think that in the end our products have to be delivered into the 
customer networks as secure and protected as possible.

Q173 Damien Moore: Is it the same in any country that you would be 
operating in?

Mikko Karikytö: Yes.

Steve Sampson: From a Nokia perspective, our supply chain again is 
secured at a global level. We have very diverse R&D, manufacturing—all 
aspects of the business are separated in different geographies. And we 
have a central organisation that oversees all of the partnering and all of 
the contracting with any other partners and any other customers that we 
have, to ensure that we are happy that we are complying as necessary.

We have a zero tolerance practice towards any non-compliance, and from 
an ethics perspective we are regularly in the most ethical companies 
global list, and we are very proud of that and we would look to maintain 
that above all else.

Q174 Damien Moore: That is quite refreshing to hear. Looking at security 
vetting procedures, what do you have in place to protect your products 
from potential vulnerabilities and from those who might seek to do 
damage to them?

Mikko Karikytö: In Ericsson, we have a long history of protecting our 
products. It goes back to the establishment of the product security instant 
response team, for example, where we have a continuous active process 
of looking for new vulnerabilities across our portfolio, and mitigating them 
as soon as possible. We do that globally and in collaboration with the 
security industry and all the other players, obviously, to always stay on 
top of the current situation.

Q175 Damien Moore: And what do you do when you do find something there?

Mikko Karikytö: We have a very well-functioning R&D engine that is 
working, agile and continuous in the creation and continuous deployment, 
where we take these findings into the back-up directly and then fix them 
in the development, and deliver patches to our customers. If need be, an 
emergency patch would be released in a case of severe vulnerability.

Q176 Damien Moore: And is there any particular part that you have found to 
be more vulnerable than another?
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Mikko Karikytö: It all depends on the software type. I tend to think that 
the more mature software usually has been tested quite a few times more. 
But I think we treat them all the same and expect the same high quality 
from all the bits and pieces.

Q177 Damien Moore: Do these employees tend to have the same background 
in terms of which part of the business they are from, and do they have, 
potentially, the same nationality background?

Mikko Karikytö: When it comes to the competence of our personnel, we 
have mandatory security and privacy training for all employees. We also 
have specialised training for engineering, product security and privacy for 
example, and we also have a certification model in the company. We can 
promote the importance of security even further among the employees 
and increase it further.

Steve Sampson: In Nokia, we have a design for security process, which 
underpins our whole product development, right from the concept through 
the whole lifecycle of any solution. As with my colleague here, everything 
is tested in every phase. Vulnerabilities are checked for, and any that are 
found in any phase are corrected and we move forward with the agile 
approach. When it comes to faults found in the field or monitored 
vulnerabilities that are seen globally, we react to and deal with those, 
either through immediate mitigation or follow-up with permanent fixes as 
soon as possible.

Q178 Damien Moore: Do you identify people who are trying to do this, and 
how early? With people working within your company, or within your 
supply chains, how early can you recognise that they are trying to do 
something?

Steve Sampson: I won’t be able to answer that one. I will take it away 
and we will write to you with an answer, if that is acceptable.

Chair: It would be very good if you could do that.

Thank you both very much indeed. That completes our questioning with 
you.

Examination of witnesses
Witnesses:, Alex Towers, Brendan O’Reilly, Patrick Binchy and Scott Petty.

Q179 Chair: Welcome. You have probably all been here for most of the session, 
so you will have heard that we are asking for any declarations of financial 
interest while you introduce yourselves, if that’s okay. I have another 
cautionary note. There are four of you on this panel, which means that if 
you all answer every question we could be here for a very long time, and 
it’s been a long afternoon, so just respond if you feel that others haven’t 
said what needs to be said.

Patrick Binchy: I am Patrick Binchy, CTO for Three—one of the UK 
networks.
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Q180 Chair: Any declarations?

Patrick Binchy: No.

Alex Towers: I am Alex Towers. I am Director of Policy and Public Affairs 
for BT Group and I have no declarations.

Scott Petty: I am Scott Petty. I am Chief Technology Officer for Vodafone 
in the UK and I have no declarations.

Brendan O'Reilly: Brendan O’Reilly. I am Chief Technology Officer for O2 
in the UK and I have no declarations.

Q181 Carol Monaghan: We have been hearing about the vast array of 
applications for 5G technology. What would be the impact of a major 
disruption, such as a technical fault or a cyber-attack, on the 5G 
network?

Scott Petty: I guess it would very much depend on what the nature of 
the attack was and where it was focused. Part of the debate on this topic 
has been about which suppliers are using which different parts of the 
network and what security protections are appropriate in which places. 
The capacity to do damage is much more limited in what we call the 
access layer—the transmitters at the very outer edge of the network. The 
core of the network does all the sensitive business.

Q182 Carol Monaghan: In December last year, there was an attack on the O2 
network. Is that correct?

Brendan O'Reilly: It was a disruption—it was not an attack.

Q183 Carol Monaghan: Apologies. There was a disruption on the O2 network, 
which caused some issues. May I ask you all whether there are back-up 
measures in place to ensure continuity of essential services in the event 
of such a disruption?

Brendan O'Reilly: The disruption that we saw on 6 December happened 
to a number of networks around the world at the same time—that is worth 
pointing out. We have measures in place. We have policies that we follow 
to try to recover service as quickly as possible and then regain service for 
our customers. We communicate with our customers throughout the 
period that we have that disruption, but obviously our focus is on fixing 
any issue that we find and then bringing service back as quickly as 
possible.

Q184 Carol Monaghan: What about essential services such as police or 
emergency services?

Brendan O'Reilly: We work on resolving all of our services. What we saw 
on 6 December was a data issue that affected all services, so bringing it 
back for one customer meant bringing it back for all.

Q185 Carol Monaghan: May I ask the other witnesses the same question, 
although I do not believe that similar disruptions have been experienced?
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Scott Petty: There are two key elements. The first is designing the 
security of the network to ensure that it is secure at all times and that we 
trust nobody, regardless of where they come from. The second is the 
resiliency of those services and making sure that we have the resiliency 
we need in our network. If those services are critical national 
infrastructure, we build additional layers of resiliency into our network to 
give us greater certainty that those services will continue to run or will be 
restored more quickly. That enables us to get critical services back 
potentially faster than others.

Alex Towers: There is not a huge amount to add. I think we all design 
the networks in very similar ways. To go back to my earlier point, around 
the core of the network there is effectively a very large firewall to make 
sure that those things carry on going, whereas at the outer edge we do a 
lot of regular monitoring to see what the activity is. It is much more 
predictable to see what you would expect to see, but if it becomes obvious 
that something is happening in a particular location, you can isolate that, 
switch it off and do something about it on an individual basis.

Patrick Binchy: It is very similar. As Brendan said, it depends on the 
nature of the issue, but yes, it is the same answer for Three.

Q186 Carol Monaghan: Some of our concerns are about things like driverless 
cars, which have been mentioned this afternoon, but maybe we could talk 
about health applications as well. If health data has been sent or has 
somehow been impacted, who would have responsibility to ensure that 
that sort of information is going to be readily available?

Scott Petty: It is really important that in the architecture of the network 
you have layers of security that protect all the elements of the network 
from each other. When I say that we trust no one, I mean nobody—none 
of the nodes, none of the elements of the network, none of the people who 
operate it. The separation of duties is very important in the security 
architecture to create that level of certainty within our network.

That is equally true of the device that is connecting to our network. Each, 
equally, should apply a lack of trust when connecting to it. If it is a health 
device, it should be applying the appropriate levels of encryption and 
security so that that data can be encrypted end to end. If it is an 
autonomous vehicle, it would never depend on network connectivity—that 
is not the design of autonomous vehicles—but the transport of its data 
would always be encrypted across that network. We have multiple layers 
of security at all elements of the network that protect all the elements of 
the network from each other.

Q187 Carol Monaghan: I suppose the concern that the public would have is 
that if the network goes down, it does not matter if I can text my 
husband to say that I have landed at City airport, but something more 
crucial probably does matter. I am trying to figure out how your network 
separates what is just chit-chat from information that is crucial and has 
to be sent.
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Scott Petty: Again, we separate those through the layers of security. 
However, if that service was critical, we would highly recommend to those 
customers that they consume at least two—and potentially all four—of the 
networks available in the UK, to build an additional level of resiliency so 
that if one of our networks failed, hopefully the other three would continue 
to function and those services would continue to operate.

Q188 Carol Monaghan: How dependent are network operators on the 
equipment suppliers to restore functionality if there is a network 
disruption?

Brendan O'Reilly: We work with equipment suppliers when we find any 
issues—not just in terms of disruption, but issues as we find them through 
testing. We work with the equipment suppliers, looking at both their 
hardware and their software, to resolve them—as the two previous 
panellists talked through—in terms of how they do patching and how they 
regularly look at the software that they are putting into the network. We 
work with them to be able to fix any issues that we find and restore 
disruption, but for each element of the network, it will be slightly different 
reliance, dependent on the type of contract that is in place for each one.

Q189 Carol Monaghan: So if there were a disruption to a critical 5G network, 
you would have to work with the equipment suppliers in order to resolve 
that.

Brendan O'Reilly: It would depend on the type of contract that was in 
place and the part of the network that it was in. Without having that in 
place, it is hard to say, but you can see a situation where—at least for 
information about the criticality of certain natures and parameters—you 
would work with the equipment suppliers to find out what that meant. 
Dependent on the commercial contract that was in place with that 
supplier, it would mean how far that would extend in terms of support.

Q190 Carol Monaghan: In terms of the equipment that we have providing our 
5G network, if the network goes down, you have to work with the 
supplier of the network equipment. What happens if the supplier of the 
network equipment is awkward at that point?

Brendan O'Reilly: Help me clarify what you mean by “awkward”.

Q191 Carol Monaghan: Well, what if they do not want to work with you at that 
point? What if they have the ability to switch off the network? You, as 
operators, are trying to get the 5G network up and running; the 
equipment suppliers won’t talk to you.

Scott Petty: There are a couple of key points to remember. First of all, 
we would not have a single vendor in any of our networks running the 
entire 5G network. That is poor network design. The faults would probably 
fall into two categories: first, a hardware fault, where we would need to 
replace the equipment. We hold our own spares and we have our own 
maintenance contracts for that.

If the vulnerability was software-related, if we found a bug that needed to 
be fixed and the vendor chose to be difficult, I am pretty sure we would all 
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take the same decision: we would swap that vendor out for one of the 
other vendors that we already have in our networks to support that 
particular function. That is good network design—having resiliency of 
vendors and a healthy ecosystem of vendors that you use to always have 
the flexibility to replace components if need be, because it is not 
performing well or you are not happy with the vendor.

Q192 Carol Monaghan: Would an equipment supplier be able to switch off a 
network?

Scott Petty: The job of our security is to protect our network from all 
external sources, regardless of those external sources. We have large 
perimeter defences and a lot of security inside our network to monitor the 
traffic and elements that sit around that. If an external source was able to 
get access to a device and do something to it, then our security layers 
have failed; we would detect that and we would replace it. It is always 
technically possible: all software has vulnerabilities, and it is possible for 
all software to be broken into. Our job is to build the security layers 
around that to minimise the impact and be able to restore that server 
quickly.

Alex Towers: It is also worth pointing out—this is probably one of the 
reasons why we are here today—that different types of risk apply to 
different types of suppliers, and we have taken different approaches to 
how we manage the relationship with some of the different suppliers that 
are in place. For our fixed network, for example, we work with Huawei. It 
has been very important to us and to the security services to have access 
to the source code that would allow us, if we needed to, to step in and run 
the network ourselves, were there to be any sort of disruption that we 
could not handle any other way. It is very unlikely, I think, that we would 
end up in that position, but we take special measures in order to be in that 
position.

Q193 Graham Stringer: I am trying to get some insight into how you assure 
the security of your networks. Do you have different concerns and 
different tests for different suppliers? Are you more concerned about 
some suppliers than others? Would you know if a supplier was 
introducing vulnerabilities into the equipment, and how do you secure 
against that?

Alex Towers: Yes, we have taken different approaches to different 
suppliers. The obvious example, as I was just saying, is we have taken a 
somewhat different approach to Huawei as a supplier, working very closely 
with the UK Government, who assess the degree of risk attached to any 
particular supplier, but there is a different structure and system in place 
for them. That involves in the first place some important principles about 
where we use the equipment—whether that is in the core or in the 
access—the sort of testing that goes on for hardware and for software, 
and access to the source code, as I mentioned. Then we have a 
continuing, ongoing programme of monitoring, although to be fair we 
would have that in place for any given supplier. There is a different 
approach taken, yes.
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Scott Petty: It is very similar. All our procurement decisions are based 
around the technical capabilities of the product, for which we use the 
NCSC’s risk assessment framework. There is also the commercial offer and 
the balancing of the market share for those particular vendors of those 
components. Depending on the location of that equipment in the network, 
the security scores may be way larger for a core network node than they 
would be for a remote access antenna node, where the potential damage 
is much lower. Again, that aligns with the NCSC’s security profile.

Patrick Binchy: The only thing to add to that is that we all do 
independent testing on our components as we are putting them in, and 
then regularly thereafter.

Q194 Graham Stringer: How frequently do you update your security, and how 
long can you spend examining each update before it is rolled out? 
Basically, how long does it take? How do you manage those security 
updates? How involved are the suppliers in those updates?

Scott Petty: It is a constant process. We find tens of thousands of 
vulnerabilities every month in all elements of the technology that we run. 
Either they will be provided by the industry itself if a vulnerability has been 
discovered, or a vendor will notify us that someone else has discovered a 
vulnerability and released a patch, or we have found those vulnerabilities 
ourselves and asked the vendor to fix that. It is a continuous process. 
Every day we are making our security patches and deploying software and 
updates to network and IT infrastructure to keep it secure.

Alex Towers: We have 3,000 people in the cyber-security part of our 
business working 24/7 to try to detect and deal with attacks and 
vulnerabilities. There are something like 4,000 attacks a day on the 
network in some way, shape or form. It is an endless and ongoing 
process.

Q195 Graham Stringer: How often will you do these updates and checks? Do 
the bells ring and the red lights come on and you find that something has 
gone terribly wrong?

Scott Petty: If you are asking whether we have outages related to 
security patches and change, then, yes, of course. The biggest cause of 
network outages for any operator would be change-related incidents, 
where we have upgraded software or made changes to a very complex 
environment. We work very hard to test that and mitigate those changes 
to constrain them to one component or element of the network. We do not 
upgrade all elements of the network at the same time. We do them in 
steps to ensure that we are validating that. It is a very complex process to 
maintain all those elements and keep them up to date.

Brendan O'Reilly: I think it is good industry practice to have roll-back, so 
that if you find an issue, you can move back to the previous software 
release.

Q196 Bill Grant: In a previous life in procurement, I was familiar with BSI, the 
German DIN standards and EN—the European norm. In your procurement 
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process, is there a standard set globally, or do you just specify for a 
particular component for a particular task, or is there a standard across 
the board?

Scott Petty: The basis for our standards—as you heard from the 
academics earlier, the GSMA standards are part of 3GPP. We work very 
hard to ensure that those standards are maintained, and we test that they 
are implemented effectively. One of the benefits of our industry 
maintaining a healthy ecosystem of vendors is that we get to test that 
those standards actually work in the field in engineering and that we can 
swap vendors efficiently across those particular standards.

Q197 Bill Grant: Are you confident that your spec is being met?

Scott Petty: All networks in the UK have gone through swap processes or 
the replacement of one vendor for another fairly constantly over the past 
four to five years.

Q198 Martin Whitfield: We heard before, and it must be right, that access to 
your system from the vendors and manufacturers is only with your 
consent, but we did not get really get very much evidence of how 
frequently that happens. Given the thousands who have worked for you 
in security, is it a daily event that the manufacturers are in and out of 
systems remotely or physically, or is it weekly or annually? What is the 
frequency of them coming into your system with your consent?

Scott Petty: It is probably important to separate: there is the production 
network and then there are our test and development networks, for which 
we validate issues that we find in the network environment. It is quite rare 
for a third party to have access to the production network. It would need 
to be a fairly extreme case. In all cases, our network operations centre 
and secure operations centre monitor every keystroke that they are 
providing. It is more frequent for them to have access to our test networks 
to validate new versions of software, to run logs and tests and so on, but 
that is a test network that has no customer information. It is not 
connected to the live environment. It runs a set of test data so that we 
can validate the production environment.

Q199 Martin Whitfield: Would that be weekly?

Scott Petty: It depends. Probably weekly. In IT a little more often; in 
network a little less.

Q200 Stephen Metcalfe: Before I ask about your relationship with HCSEC, can 
I check whether all of you operate only in the UK?

Alex Towers: No, we operate in 180 countries.

Scott Petty: The same.

Brendan O'Reilly indicated assent.

Q201 Stephen Metcalfe: So which set of ethics do you apply as an 
organisation? Do you apply UK ethics and only deal with those who share 
those ethics, or do you deal with the law as it stands in that country? I 

Exhibit FF
Page 51



just want to be fair to our previous witness about whether or not it was 
right to mention gas chambers and collaboration with oppressive 
regimes. Presumably you operate in China, do you?

Alex Towers: We have some operations in China. Mostly they are about 
supporting multinational companies who want to operate in China.

Q202 Stephen Metcalfe: Fine. I just want to make sure that we are being fair. 
There are a lot of companies that operate in China in the telecoms 
market, and we have to be consistent in our approach to how we 
challenge where companies operate around the world.

Can I ask about the HCSEC? Do you have all the products that you use 
from Huawei reviewed by the HCSEC?

Alex Towers: Yes, I believe so.

Scott Petty: No.

Q203 Stephen Metcalfe: Why not?

Scott Petty: In Vodafone’s case we use Huawei in our radio access 
network. They review the framework and the development frameworks for 
the development of those products, but it is possible for an individual 
version of a product or an individual version of software to be deployed in 
our network that has not been evaluated by HCSEC. The reason for that is 
that there are constant revisions to products and software, so we rely on 
NCSC’s analysis of the framework, but it is possible for a particular card or 
business software to be deployed that has not yet been evaluated by 
NCSC.

Q204 Stephen Metcalfe: Do you think that that is a manageable risk? Do you 
approach it on that basis?

Scott Petty: The security and assurance of our network is our 
responsibility. We really welcome the work with NCSC. We think it is 
leading on a world basis. We wish other countries had the same 
framework and forward-looking security organisation that we have in the 
UK. They give us an additional level of assurance, but we do not outsource 
our assurance to NCSC. The security of the products is our job. They give 
us an additional level of capability and resource. We would also, frankly, 
like to see that across all vendors that we run within our network. That 
degree of visibility that NCSC provides through HCSEC is welcome for the 
industry. It gives us an additional level of assurance.

Q205 Stephen Metcalfe: Does anyone else want to add to that? Are the 
products that you use to maintain your network evaluated by the HCSEC?

Patrick Binchy: Similar to Scott, the software is evaluated but if there 
are changes there may be some replacements that are not.

Q206 Stephen Metcalfe: And O2?

Brendan O'Reilly: It has been judged that part of critical infrastructure 
has been through, but, similar to Scott’s answer, there are—
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Alex Towers: I should probably clarify that there may well be a 
distinction to be made between the critical components and other 
components.

Q207 Stephen Metcalfe: I think you might have touched on this, but how 
central, in your assessment, is the work that the HCSEC does in 
mitigation of risk? Do they add to your evaluation of the products? As we 
have heard, there are three suppliers effectively in the UK supplying 
some of this core technology, so presumably Huawei is a key supplier of 
yours.

Scott Petty: Huawei is one of the leading radio manufacturers in mobile. 
You are right: there are only three major radio manufacturers, along with 
Ericsson and Nokia. There is a little bit more choice in their core, but five 
vendors, not three vendors. They are a key supplier to our industry, both 
in the UK and across the world. They are one of the leading contributors to 
the development of standards and the development of the industry as a 
whole. Again, we really welcome the work that we do with NCSC to give us 
the insight and assurance that we need to place that equipment in the 
parts of the network that we believe are appropriate.

Q208 Stephen Metcalfe: You refer to the NCSC more than to the HCSEC. Is 
that right?

Scott Petty: NCSC is a much broader framework of risk assessment that 
we apply to the entire technology set. HCSEC is just related to Huawei 
equipment and Huawei products in that area, but it derives from the same 
framework and gives an additional level of assurance. All of the broad 
work of the NCSC is welcomed by us.

Q209 Stephen Metcalfe: And if the HCSEC did not exist, would that change 
your view of their equipment?

Patrick Binchy: I don’t believe so. We think that the equipment is some 
of the best in the industry. Certainly, the technology is leading.

Q210 Stephen Metcalfe: So you don’t share the security risks that have been 
highlighted elsewhere in the run-up to this inquiry?

Patrick Binchy: We haven’t had any evidence of security risks as yet. We 
have evidence of coding practices that need to be improved, and we are 
working with the NCSC and with Huawei to do that.

Alex Towers: I think if it did not exist we would want something to exist 
that carried out the sorts of functions that it carries out. Indeed, before it 
existed, when BT first introduced Huawei into its fixed network, we 
developed something akin to the HCSEC approach with the Cabinet Office 
and the relevant bits of Government at the time, because it provides that 
additional layer of security.

There is absolutely, as Patrick says, no evidence of any direct security 
threat that has ever been posed by Huawei—certainly not to our network 
nor, I believe, to any of them—but there is clearly a different profile of risk 
involved. That is the reason why HCSEC is a good thing to have.
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Q211 Stephen Metcalfe: And you feel the same way?

Brendan O'Reilly: Yes. I think it is worth saying that we take all the 
vendors through a similar security framework. We have a security 
framework that we make them all work to, and we welcome any additional 
insight that allows us to make our networks more secure on a day-to-day 
basis.

Q212 Stephen Metcalfe: On that basis, do you think that there could be an 
argument to set up similar centres to review other manufacturers’ 
products?

Brendan O'Reilly: I think there is huge validity in the fact that we take 
one vendor through a framework and testing. Actually, for something this 
critical it would be good to take more vendors through it and give more 
certainty in the security that we are putting into our network. It is 
something that would be welcomed.

Scott Petty: Vodafone’s position is the same. The oversight board 
highlighted software engineering deficiencies in Huawei that were found 
because of the HCSEC model. They would be difficult to find in other 
vendors’ products through testing, so we would like to see that regime 
deployed more widely to give us further assurance and trust for all the 
technologies that we use for 5G.

Q213 Chair: How concerned are you about the conclusions of the oversight 
board about Huawei’s apparent slow progress in sorting out the technical 
issues that might undermine national security?

Alex Towers: Both BT and Vodafone sit on the oversight board and we 
were part of that process, so we share the concern about the technical 
issues. It is really important to pick it apart a little bit, because the 
technical issues could create a vulnerability, not necessarily through 
Huawei or China but to any third party potentially to cause an issue in the 
network.

They also, through the process that we go through, allow all the 
companies to know what those issues are and to go away and fix them, so 
it is not a real and live pressing set of issues, but we do expect to see 
them fixed. It would be a major concern for us if Huawei do not respond 
positively to that report, both on the technical software issues and on the 
question of access to the source code for 5G.

Scott Petty: I fully agree with Alex. We fully expect them to meet the 
commitments that they are making to the board. If they do not, we will 
apply normal commercial pressure and hope that they take that step 
forward.

Q214 Chair: Is it you two in the middle that contract with Huawei and use 
Huawei equipment, or do you all?

Brendan O'Reilly: We all use Huawei, but to different extents.

Q215 Chair: Do you all reach the conclusion that the risk can be managed and 
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that they should not be excluded from the UK, or do you have a different 
view?

Scott Petty: Our view is that the risk can be managed in certain elements 
of the network, and we choose not to use them in other elements of the 
network.

Alex Towers: Yes, the same.

Brendan O'Reilly: We will work to the guidelines that are set out, as 
Scott said, through the NCSC, and we will work to deliver the best service 
that we can for our customers based on those guidelines.

Q216 Darren Jones: I want to understand the exposure that your organisations 
have to Huawei equipment, so that we can get a feel for what it would 
mean if the Government took a particular decision. I will go to each of 
you. Could you illustrate for us what exposure you have from Huawei 
technology in your network?

Patrick Binchy: We have recently signed a contract for a 5G RAN with 
Huawei. We are currently rolling that out and setting that up. Beyond that, 
we have some very small components in some aspects of our existing 
network.

Q217 Darren Jones: As a percentage—edge versus core?

Patrick Binchy: I am not sure a percentage would give an accurate 
answer, because of the different commercial values associated with them. 
At the moment, we are just putting it in the edge—in the RAN. We do not 
have Huawei—

Q218 Chair: You say “at the moment”. Is that all you will do? Are you clear that 
you will exclude them from the core?

Patrick Binchy: Yes. We have signed a contract with Nokia for the core.

Q219 Darren Jones: Have you worked out how much it would cost if you had 
to take out the Huawei kit from your network?

Patrick Binchy: Yes, and we have sent some figures through to the 
NCSC, but obviously they are confidential.

Q220 Darren Jones: Subject to the review. Alex?

Alex Towers: In the fixed broadband network, there is no Huawei 
equipment anywhere in the core of that network, but it is in the access 
networks. For superfast broadband—fibre to those green cabinets you see 
on the streets—many of those have Huawei equipment in. We always 
operate a multi-vendor approach in every part of the network, so there is 
never purely one vendor, but they are present there. They are also part of 
the roll-out of the next generation of fibre broadband to premises that is 
just taking off now. We are aiming to get to 4 million households with that 
by March 2021.

For mobile, when BT bought EE, Huawei were part of the core of that for 
the 4G mobile network. They are still there now, but we are in the process 
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of moving them out of the core, so that when we come to the new 5G 
core, it will not have any Huawei equipment in it. Huawei are present in 
the mobile access network—the transmitter sites—for 4G as it stands and, 
indeed, now for 5G, which launched just a couple of weeks ago, they 
would also be in that deployment.

Q221 Darren Jones: EE runs the emergency services network for our police 
forces. Is there any difference in the approach to the ESN and your 
general offer?

Alex Towers: No, that is part of the 4G network and it is the same sort of 
mix.

Scott Petty: One third of our 4G base stations use Huawei radio access 
equipment. As we are deploying 5G in non-standalone mode, any site that 
we want to deploy 5G in, about one third of our network, requires Huawei 
5G equipment. We do not use Huawei in the core network.

Q222 Chair: On 4 or 5G?

Scott Petty: On 4G, 5G or 3G.

Brendan O'Reilly: It is about 5% of our network overall, mainly 
microwave equipment. There is nothing in the core, so we do not have 
Huawei in the core now. It is 5%—there or thereabouts.

Q223 Chair: Is it only EE that had Huawei equipment in the core?

Alex Towers: For 4G, we do. I do not know about Three.

Patrick Binchy: Our core is Samsung at the moment and our future core 
will be Nokia.

Q224 Chair: So it is only EE that has Huawei in the core. Is that right?

Alex Towers: Yes, and we are taking that out for 5G.

Q225 Darren Jones: Do any of you, with your current Huawei equipment, pay 
for the service or maintenance services, where they are able to remotely 
access your current kit?

Patrick Binchy: Similar to the answer earlier, you have the production 
network and your testing network, so not in live production, no.

Q226 Darren Jones: So you do not have them providing remote access 
maintenance to kit that is being used in the Three network.

Patrick Binchy: Monitoring they will do, going forward, but not access.

Q227 Darren Jones: What does monitoring mean?

Patrick Binchy: They will get the alarms, so they can tell us that we have 
a problem or we have an issue.

Darren Jones: And then you deal with it yourselves, or with other 
suppliers.
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Patrick Binchy: Yes.

Q228 Darren Jones: Okay. BT?

Alex Towers: No, that would be under our management.

Scott Petty: We run our own network operation centres.

Brendan O'Reilly: Same.

Q229 Darren Jones: It has been clear today that the distinction between core 
and edge is merging and becoming a bit greyer, certainly in the run up to 
5G. Will you be taking any different approaches from your organisation’s 
current position as that trend continues?

Scott Petty: Can I take the chance to clarify that? I think physically it is 
true that the core network of cloud-based infrastructure can be more 
distributed. The logical construct of the network does not change. There is 
a separation between the radio base station and any core network 
element, including mobile edge computing via an IP security gateway, and 
that gateway maintains the security separation between the core network 
and the edge network. That does not change—in our design, would never 
change—in versions of 5G. While it would be technically possible to 
remove that IPsec gateway, that would be removing an important layer of 
security that we would never do.

Alex Towers: That is a really important point. In the way we are 
designing 5G, we will put the firewall around all the edge computing so 
that when we talk about edge or access, we really just mean that outer 
layer of base stations that can only perform very simple functions and do 
not have any of the sensitive information going through them.

Patrick Binchy: It is the same for Three.

Q230 Darren Jones: In line with Stephen’s request, can each of you tell me 
whether you have an ethical policy about customers you will not work 
with and whether you have declined to work with certain customers, 
whether they be countries, organisations or Government Departments?

Patrick Binchy: We operate within the UK on an autonomous basis. We 
operate with UK policy, UK rules, and we’ve got our own governance 
across that.

Alex Towers: We operate to a pretty clear set of UK base ethics. We have 
a human rights policy in place that we publish and abide by.

Scott Petty: Yes, we do have programmes run by our general counsel, 
and we publish a report every year.

Brendan O'Reilly: A similar answer: we also have a global business 
principles policy, which we will happily send to you afterwards, just as part 
of the Telefónica global piece.

Darren Jones: Full house—very good.
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Q231 Carol Monaghan: The Secretary of State for DCMS has said that there 
are essentially only three players in terms of future supply of 5G 
equipment. Do you agree with that statement?

Scott Petty: For the radio access part of 5G, yes, I agree with that 
statement. For the core network, no; there are some additional suppliers 
as well.

Q232 Carol Monaghan: Who would they be?

Scott Petty: Namely Cisco Systems, Affirmed Networks, Mavenir—smaller 
vendors that make components of the 5G network. For the radio access 
components, there are only three: Huawei, Ericsson and Nokia.

Q233 Carol Monaghan: So Samsung wouldn’t figure in that.

Scott Petty: Samsung are attempting to move into that market. They are 
fairly weak in 3G capability and 4G capability, which makes it difficult for 
us to swap our existing equipment for Samsung, because we still maintain 
3G networks.

Q234 Carol Monaghan: Samsung have written to us, saying that they have 
provided commercial 5G solutions in the USA. Would that not make them 
a player here?

Alex Towers: There may be an evolution, as Scott is saying. I suppose 
different markets have different characteristics. In the way that we are 
launching 5G in the UK, in its very first phase which has already begun, 
this is really about much greater capacity and speed for consumers to 
start with. We are effectively attaching 5G equipment on to 4G equipment 
that we already have, so we can really only use the suppliers we’ve 
already got to make that happen.

That is why it would be very difficult to impose something like a ban on 
Huawei in 5G, because it would require us to take out all of the 4G 
equipment as well. It is not simple to introduce a whole new supplier from 
this point. As the market evolves, I guess that might change, but not at 
the minute.

Q235 Carol Monaghan: If there were to be a ban on Huawei here in the UK, 
what impact might that have on future 5G?

Scott Petty: It would slow down our 5G deployments.

Q236 Chair: By how long?

Scott Petty: A number of years. It depends on how many base stations 
you have today, but in our case, everywhere we wanted to deploy 5G in 
the part of the country that runs Huawei equipment, we would first have 
to replace the existing base stations with new 4G base stations and then 
deploy 5G on top of that. Deploying a base station takes many months; it 
requires us to remove equipment and would consume capital that we 
would have otherwise spent on building more 5G nodes.

Q237 Chair: So we are talking about a delay in some parts of the country of, 
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what, two or three years?

Scott Petty: Yes, potentially.

Q238 Carol Monaghan: How many base stations would there be? How many 
times would you need to do this?

Scott Petty: In the UK, 18,200, of which 6,000 use Huawei equipment.

Q239 Carol Monaghan: When you talk about putting the 5G equipment on to a 
4G station, physically, what does that mean?

Scott Petty: We deploy a new antenna panel; it is a square box, this big. 
We may deploy two or four or six, depending on the particular site, and 
then we leverage the rest of the equipment that is already in that base 
station—the power, the transmission, the space that we have in that 
environment—and we make an update to a baseband unit that is in the 
box. It is an update to the network that we already have.

Q240 Carol Monaghan: So if it was a Huawei base station, it would have to 
be—

Scott Petty: We would have to remove all the equipment.

Q241 Carol Monaghan: Yes, but if we were keeping that base station, would it 
still need to be Huawei’s updated equipment?

Scott Petty: If we were keeping it as a Huawei 4G base station to deploy 
5G, yes, we would keep the Huawei equipment. You can’t have a Huawei 
4G base station with someone else’s 5G technology on top. That hasn’t 
been tested at scale or in the field to find out whether we could ever get it 
to work.

Q242 Carol Monaghan: Would a ban on certain suppliers actually reduce our 
security or have an adverse effect on our security?

Scott Petty: I think it would create challenges for the ecosystem of 
vendors, and potentially that could reduce security because vendors need 
competition. Security is a difficult topic for everyone in the industry. It 
costs money to make your product secure, but you can rarely charge more 
money for making those products secure. The smaller the ecosystem is, 
the less commercial leverage we have to make sure they are doing the 
things we would like to see them do in security. Generally, the bigger the 
ecosystem, the better it is for us to be able to maintain security.

Q243 Carol Monaghan: What is the likely impact on the UK’s 5G network of 
the US Executive order that has added Huawei to the export 
administration regulations list?

Alex Towers: The short answer is that it remains to be seen, because we 
are still trying to understand the intent, the implications and the long-term 
policy position that will be reached on that. They have been listed and a 
temporary licence has been provided. We are talking a lot to the UK 
Government to try to understand better where that process will end up. 
Importantly, it has quite significant implications, if unamended, for 
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existing networks with Huawei equipment in them, including the fixed 
broadband network, as well as for any future deployment.

Q244 Carol Monaghan: How does it have implications here in the UK?

Alex Towers: Let’s see where the position ends up, but Huawei may be 
prevented from interacting with any US companies as they go about their 
business. Mostly, we need them to be able to do that, because we are 
using equipment that may be supplied by Huawei but will have a lot of US 
IP involved in it. The ongoing patching and updating of networks that have 
already been built requires, to some extent, the interaction of companies 
across the world.

Scott Petty: A simple example is that the software code itself may have 
been written by Huawei, but the compiler that they used to compile that 
code is a US product. If they were no longer able to use that compiler, 
they would no longer be able to update their software, and that 
vulnerability would take much longer to be fixed than would otherwise be 
the case.

Q245 Carol Monaghan: Finally, how urgently do you need a decision from the 
Government’s telecoms supply chain review? What is the impact of the 
current delay?

Alex Towers: We would like some clarity as soon as we can have it. In 
the meantime, we have taken the decision—as others have—that we need 
to press ahead and launch 5G for the benefit of our customers, in the 
knowledge that we may have to come back and adjust how we do that if 
the Government come to a different view and want to impose new rules or 
restrictions. Clearly it would be good to have some certainty about what 
their position is as soon as we can manage that. Equally, we respect that 
it is their right to manage the process in the way that they see fit. They 
have to make the judgments about national security, and they are best 
placed to do that.

Q246 Carol Monaghan: Everyone happy? Does anyone want to add anything to 
that?

Scott Petty: It is important that it is a fact-based, risk-based discussion, 
using the guidance from NCSC to come to that decision. If that takes 
longer, so be it. It is important that it is based on those facts.

Q247 Graham Stringer: I think understand Scott’s answer to Carol: you are 
saying that if there are three competitors, you are likely to get a better 
product because the competition will help them afford security. Do you 
believe that the competition from Huawei is fair?

Scott Petty: Yes, I do. Even though we don’t have Huawei in the core, we 
have invited them to bid on pieces of business and they haven’t been 
successful for a broad range of reasons—sometimes because of technical 
capability, sometimes for not meeting the security requirements, and 
sometimes for the commercial offer not being valid. It is a very 
competitive industry, and both Nokia and Ericsson win significant pieces of 
business in a fair commercial RFP, so I do think it is fair.
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Q248 Graham Stringer: Do you think they are operating on the same financing 
basis as Ericsson and Nokia?

Scott Petty: Clearly they are based in China, so they have access to 
resources and talent at a scale that is very difficult for western countries 
to mimic. If you ever have the chance to go to their R&D centre, you will 
see tens of thousands of incredibly well-educated employees with 
incredible skills who enable them to develop products quickly and 
effectively. In that sense, yes, they have an advantage over any other 
individual country. However, they still lose business and are still out-
competed by leading vendors in the industry. It is our job as operators to 
make sure the ecosystem is balanced and fair. It is in nobody’s interest for 
any vendor, regardless of country of origin, to have a significant market 
share over any other vendor. We would then have lost our commercial 
leverage and our ability to ensure that the industry moves forward 
together.

Alex Towers: It wouldn’t be fair to say that they have an advantage 
based on the price point. If there is a distinction, it is probably in the 
extent of R&D spending that they put in, which is probably more than their 
nearest rivals combined. That is what makes them stand out and gives 
them scale and readiness in a different sort of way in different parts of the 
market.

Chair: We have reached the end of the session. We are really grateful to 
you all for coming in this afternoon. Thank you for your time.
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Dear Norman, 
 
Thank you for your letter of 10 July, addressed to my predecessor, regarding the Telecoms 
Supply Chain Review. 
 
I am grateful to you for writing to outline the findings and recommendations of the Science and 
Technology Committee’s investigation into the telecoms supply chain. The Government considers 
the security and resilience of our telecoms critical national infrastructure to be of paramount 
importance, and I am grateful for the work of your committee. 
 
As you know, the Government published the Telecoms Supply Chain Review on 22 July. It 
outlines the Government’s three priorities for the future of telecommunications: (i) stronger cyber 
security practices among operators; (ii) greater resilience in telecommunications networks; and 
(iii) diversity in the market. The Review proposes the introduction of a new, robust 
telecommunications security framework - with new Telecoms Security Requirements (TSRs) at its 
core - that will meet the security challenges both now and in the future, whilst ensuring the timely 
rollout of our critical digital infrastructure. 
 
The Review noted that we plan to establish an enhanced legislative and regulatory framework for 
security, to provide Ofcom with stronger powers to allow for the effective enforcement of the new 
telecoms security requirements and to establish stronger national security powers for 
Government. We will also pursue a targeted diversification strategy for the telecoms supply chain 
over the longer-term. 
 
The Review also looked at how to mitigate the risks from high risk vendors. The Government is 
still considering its position relating to high risk vendors, following action by the US Department of 
Commerce which impacted on the review’s analysis in this area. Decisions in this area will be 
made in due course. The Review can be found online at: 
https://www.gov.uk/government/publications/telecoms-supply-chain-review-terms-of-reference 
 
I hope this letter provides a helpful overview of the Government’s position on this area. I have 
also set out responses to the Committee’s findings and recommendations in turn below. 
 

● “We have found no evidence from our work to suggest that the complete exclusion 
of Huawei from the UK’s telecommunications networks would, from a technical 
point of view, constitute a proportionate response to the potential security threat 
posed by foreign suppliers.” 
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Department for Digital, Culture, Media & Sport 

 
 

 

 

 

The UK currently uses a risk-based approach to vendors as some vendors pose greater risks 
than others - this is a fundamental part of our overall mitigation model. As I noted previously, the 
findings of the Telecoms Supply Chain Review include proposals for a new, more robust 
telecoms security framework that will raise the bar to meet security challenges now and in the 
future. The new telecoms security framework will apply to all UK telecoms providers and their 
suppliers. 

 
● “The Government must ensure that it has the measures in place to guarantee that 

all essential services that make use of communications networks are able to 
operate safely in the event of network disruption.” 

 

The Government considers the security and resilience of our telecoms networks to be of 
paramount importance. As risks, threats and technology change it is important that we are able to 
respond, and that is why we undertook a review of the supply chain to ensure the secure and 
resilient rollout of 5G and full fibre. 
 
The Communications Act 2003 requires service providers to take appropriate measures to 
manage risks to the security of public networks and services. The Government therefore expects 
UK telecoms providers to factor appropriate business continuity and risk management 
procedures into their operations. The findings of the Supply Chain Review will build on this 
legislation via the new TSRs, to ensure our new strengthened security framework is sufficient to 
meet security challenges for now and in the future. 
 

● “The Government should mandate the exclusion of Huawei from the core of UK 
telecommunications networks.” 

 

For the last 10 years, we have had an active mitigation strategy to manage the perceived national 
security risk of Huawei in the UK’s telecommunications networks. We have a deep understanding 
of Huawei’s products and networks, because of our unique arrangement through the Huawei 
Cyber Security Evaluation Centre and Oversight Board.  
 
The new telecoms security framework proposed in the Review will apply to all UK telecoms 
providers and through them to suppliers. You will have also been aware that the Review 
considered how to mitigate risks from high risk vendors. We are still considering our position in 
this area following action by the US Department of Commerce which impacted on the review’s 
analysis. Decisions on this will be made in due course. 
  

● “The Government should monitor Huawei’s response to the issues raised by the 
Huawei Cyber Security Centre’s (HCSEC) Oversight Board and be prepared to act 
to restrict the use of Huawei equipment if progress is unsatisfactory.” 

 
We expect industry to take appropriate account of the advice and guidance issued by NCSC, 
including the HCSEC Oversight Board Annual Reports. The government will use its membership 
of the HCSEC Oversight Board to continue to monitor Huawei’s response to the findings of 
successive Oversight Board Annual Reports. The Government will continue to work in close 
cooperation with industry to ensure the UK’s telecommunications systems are appropriately 
secure and cyber risks are being managed properly, regardless of the vendor used to build the 
networks. 
 

● “The Government should also consult Ofcom on strengthening its powers in order 
to help improve cyber security in telecommunications networks, and support any 
changes that are deemed necessary.” 
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Department for Digital, Culture, Media & Sport 

 
 

 

 

 
As I previously noted, the Telecoms Supply Chain Review notes that we will establish an 
enhanced legislative and regulatory framework for security, to provide Ofcom with stronger 
powers to allow for the effective enforcement of the new telecoms security requirements. The 
Government and Ofcom are committed to working with telecoms companies to develop the safest 
and most sensible approach to implementing the new security framework. 
 

● “The Government should consult the National Cyber Security Centre on the merit of 
establishing equivalent cyber security evaluation centres for 5G equipment 
vendors other than Huawei.” 

 
Government has worked closely with the NCSC throughout the formulation of the Review, and 
will continue to do so as we work to implement the new security framework for telecoms. We 
currently adopt a risk-based approach to vendors as some vendors pose greater risks than 
others, and this is a fundamental part of our overall mitigation model. The new framework will 
raise the security bar for all vendors, and the new TSRs will require telecoms operators to design 
and manage their networks to meet the new, strengthened framework. 
 

● “The Government must publish the outcome of its Telecoms Supply Chain Review 
by the end of August 2019.” 

 
The Government published the Telecoms Supply Chain Review on 22 July. We are still 
considering our position on high risk vendors due to action by the US Department of Commerce 
which will have implications for telecoms markets globally, and a decision will be made in due 
course. 
 
Thank you again for your work, and that of your fellow members of the Science and Technology 
Committee. I am grateful for your continued interest in this area, and I look forward to working 
with you in the future. 
 
 

 
 
 

 
 
 

 
 

Rt Hon Nicky Morgan MP 
Secretary of State for Digital, Culture, Media and Sport 
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reuters.com

Reuters Editorial

2 minutes

FILE PHOTO: A Huawei company logo is pictured at the Shenzhen

International Airport in Shenzhen, Guangdong province, China July

22, 2019. REUTERS/Aly Song/File Photo

PARIS (Reuters) - France will not follow the United States and

exclude China’s Huawei from its next-generation 5G network, but

will have the power to vet all equipment makers for any potential

1 of 2 1/24/2020, 4:57 PM
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security threat, a minister said on Monday.

French telecoms regulator Arcep kicked off the long-awaited sale of

5G spectrum on Thursday, ending months of intense debate

between the country’s telecoms operators and authorities on how to

best deploy the new ultra-fast mobile internet technology.

“We do not target one equipment maker,” Junior Economy Minister

Agnes Pannier-Runacher told BFM Business television on Monday.

“There is no exclusion.”

“There are three equipment makers active in France. Huawei has a

25% market share, there is also Nokia and Ericsson. Samsung is

not active yet in France but is interested by 5G,” said Pannier-

Runacher.

“The government will not exclude anyone. We are not following the

position of the United States,” she added. “We will proceed on a

case by case basis

Telecoms operators will have to seek permission from the prime

minister for their 5G network projects, and receive clearance based

on national security considerations.

Reporting by Dominique Vidalon; Editing by Pravin Char

2 of 2 1/24/2020, 4:57 PM
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reuters.com

Reuters Editorial

4-5 minutes

BUDAPEST (Reuters) - Hungary’s foreign minister opened the way

on Tuesday for Chinese telecoms giant Huawei [HWT.UL] to be

involved in the rollout of the country’s high-speed 5G network.

FILE PHOTO: A Huawei logo and a 5G sign are pictured at Mobile

World Congress (MWC) in Shanghai, China June 28, 2019.

REUTERS/Aly Song

1 of 4 1/24/2020, 4:53 PM
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The United States has piled pressure on its allies, including

Hungary, to shut out Huawei Technologies, the leading telecoms

equipment vendor with a global market share of 28%, saying its

gear contained “back doors” that would enable China to spy on

other countries. Huawei has denied the accusations.

Hungary has said however it had no evidence that Huawei

equipment would pose a security threat and Foreign Minister Peter

Szijjarto announced at an event in China on Tuesday that Hungary

would involve Huawei in the 5G rollout.

Szijjarto said Huawei would cooperate with Vodafone and Deutsche

Telekom in the Hungarian build-up according to an emailed Foreign

Ministry statement.

Deutsche Telekom’s Hungarian unit said Huawei was just one of

the suppliers tested for the 5G technology.

Hungarian Prime Minister Viktor Orban’s government has forged

closer ties with China in government finance, banking and

infrastructure, including a flagship high-speed railway project under

Beijing’s Belt and Road infrastructure initiative.

Hungary published the draft documentation for the sale of more

than 400 megahertz of 5G spectrum in June, aiming for a

commercial start of the service at main industrial facilities next year.

Magyar Telekom said Hungarian telecoms regulator NMHH had

registered it as a participant in the 5G tender. It added however that

the regulator had scrapped the previously announced bidding dates

and had not yet published new dates.

“Magyar Telekom is currently testing 5G technology with several

suppliers, including Huawei’s Hungarian unit,” the company’s press

2 of 4 1/24/2020, 4:53 PM
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office said in an emailed response to questions.

“However, it has not entered into an agreement with Huawei to

build up its entire Hungarian 5G network.”

Vodafone’s Hungarian unit, which launched a commercial 5G

service in central Budapest last month on a spectrum acquired in

2016, declined to comment on the current tender, but confirmed

that regulator had suspended the process.

Hungary had planned to wrap up the 5G tenders by October. The

regulator could not comment immediately on the reasons for the

delay.

During a visit to Budapest in February, U.S. Secretary of State Mike

Pompeo cautioned allies against deploying equipment from the

Chinese company, saying it would make it more difficult for

Washington to “partner alongside them”.

Hungary’s Szijjarto then brushed off U.S. concerns over Russia and

China, saying Budapest was fulfilling its obligations to Western

allies as a member of the NATO military alliance.

The European Union, of which Hungary is a member, has warned

of the risk of increased cyber attacks by state-backed entities but

refrained from singling out China and Huawei as threats.

Hungarian Innovation and Technology Minister Laszlo Palkovics

told Reuters in June that Budapest was studying the example of

Germany, its biggest foreign investor, where he said an assessment

system was developed to precisely identify possible security

threats.

German regulation had initially not excluded Huawei from the build-

out of 5G mobile networks. However, Foreign Minister Heiko Maas

3 of 4 1/24/2020, 4:53 PM
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on Monday cast doubt on whether the company could participate in

the development and construction of the country’s fifth-generation

data network.

Reporting by Gergely Szakacs and Krisztina Than; Editing by

Alison Williams
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reuters.com

Reuters Editorial

2 minutes

FILE PHOTO: A Huawei logo and a 5G sign are pictured at Mobile

World Congress (MWC) in Shanghai, China June 28, 2019.

REUTERS/Aly Song/File Photo

AMSTERDAM (Reuters) - The Dutch government will force

telecoms companies to vet their equipment suppliers more

thoroughly as they roll out 5G mobile networks, but made no

1 of 2 1/24/2020, 4:54 PM
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mention of banning China’s Huawei or any other supplier over

spying fears.

In a letter to parliament, Justice Minister Ferd Grapperhaus said a

task force set up to examine the threat from state-backed spying in

5G networks had concluded that was a “sufficient answer to the

threat”.

While the Dutch intelligence agency AIVD has issued several

warnings this year about Chinese and Russian spying, a key

advisory body last week said the Dutch should follow Britain and

Germany’s lead and not exclude Huawei completely.

Grapperhaus said the task force carried out a risk assessment with

the three big Dutch telecommunications providers, KPN, T-Mobile

and VodafoneZiggo.

Dutch telecoms companies will now have “extra high standards” for

equipment suppliers, he said.

Grapperhaus ordered an inquiry last week when telecoms company

KPN suffered a nationwide network outage that knocked out

emergency service numbers for nearly four hours.

Reporting by Toby Sterling; Editing by Keith Weir

2 of 2 1/24/2020, 4:54 PM
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apnews.com

By BARRY HATTON and KELVIN CHAN

4 minutes

LISBON, Portugal (AP) — Portugal won’t exclude Chinese

companies from supplying technology for the country’s next-

generation 5G wireless network, senior Portuguese officials told

U.S. Secretary of State Mike Pompeo on Thursday.

Portugal is the latest European Union country to resist U.S. efforts

to persuade allies they should shun Huawei’s bids to provide the

hardware that operators will use for the new ultra-fast 5G networks.

The Chinese government “won’t hesitate” to use Huawei as a back

door to sensitive data, Pompeo warned at a news conference with

Portuguese Foreign Minister Augusto Santos Silva.

He said each country has to make its own decision about such

issues.

“But we have tried for these past couple of years to make clear to

our friends all around the world of the attendant risks,” Pompeo

said.

Santos Silva said bids from 5G operators will be assessed in the

light of strict Portuguese and EU regulations. Market-leading

wireless carrier Altice Portugal partnered last year with Huawei to

1 of 3 1/24/2020, 4:57 PM
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develop 5G technology as it prepares to launch service in 2020.

European countries have been caught in the middle of a

geopolitical battle over 5G networks, as Washington lobbies its

allies to avoid Huawei because of suspicions the company could be

used by Beijing for cyberespionage - allegations the company has

denied.

Other EU countries, including key markets Germany and the United

Kingdom, have also resisted Washington’s entreaties to block

Huawei, though they have yet to make a final decision. Hungary

announced last month that Huawei will take part in the construction

of its 5G wireless network.

Those decisions have contributed to at times strained relations

between Washington and the EU, though there are signs that

Europe is starting to take the U.S concerns more seriously.

The Dutch government said Thursday in its plans to auction 5G

frequencies that wireless companies could ban equipment suppliers

with connections to foreign governments or intelligence agencies

involved in spying.

British Prime Minister Boris Johnson hinted at a tougher stance

Wednesday, saying he didn’t want to compromise security and

intelligence cooperation in any decision on 5G suppliers.

The EU Council adopted 5G conclusions this week stressing that

cybersecurity should consider “non-technical factors including the

legal and policy framework” suppliers may face in third countries,

an apparent reference to communist-ruled China.

Robert Strayer, a cybersecurity official with the U.S. State

Department, said he was pleased with the council’s position,

2 of 3 1/24/2020, 4:57 PM
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because it’s in line with what Washington has lobbied other

governments to adopt: “a set of principles to protect the whole of

the network from untrusted vendors.”

Santos Silva said that all foreign investment is welcome.

Portugal is one of the EU’s, and NATO’s, smaller members and

keen to attract investors. Chinese companies already own

significant assets in the energy, banking and insurance sectors in

Portugal.

Portugal has challenged critics of its China policy to compete with

Beijing on Portuguese investments.

Santos Silva noted that a public tender is to open soon for a

container terminal at the country’s biggest Atlantic deepwater port,

in Sines. China is expected to table a strong bid, but Santos Silva

said he hoped U.S. companies would compete, too.

Pompeo also met privately with Portuguese Prime Minister Antonio

Costa.

___

Chan reported from London.
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Polish govt won't exclude Huawei from 5G
deployment
Monday 23 September 2019 | 15:04 CET | News

Polish government doesn‘t plan to exclude any specific company from the deployment of 5G infrastructure,
reports PAP citing Marek Zagorski, the minister of digitalisation. 

PAP asked Zagorski whether the Ministry plans to exclude Huawei from 5G networks in the country after
pressure on the issue from the US government. Zagorski denied any decision would exclude a particular
company, saying the Ministry plans to define criteria for network security prior to auctioning off 5G spectrum. 

https://www.telecompaper.com/news/polish-govt-wont-exclude-huawei-from-5g-
deployment--1309205
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According to Zagorski, such a strategically important network requires a broader context to be taken into
account alongside purely technological issues.

"We will want to know who is the equipment supplier, who is the owner of this company, what are obligations
the of this company towards third states," Zagorski said. 

A US-Poland declaration on 5G was signed on 02 September. The declaration includes a statement that the US
and Poland believe suppliers of 5G network equipment should be rigorously evaluated for foreign
government control, as Washington pressures allies to exclude Chinese suppliers from 5G networks due to
security concerns. 
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Polish operators continue cooperation with Huawei despite govt position

Published 31 Dec 2019 10:33 CET | Poland
Poland mobile operator P4, which trades under the Play brand, will officially announce the launch of tests of its
5G network in ...
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forbes.com

David Nikel

3-4 minutes

Huawei's Cyber Security Lab at the company's production campus

in Dongguan, near Shenzhen, China.

Getty Images

A government minister has confirmed that Norway has no plans to

block China’s Huawei from supplying parts of the country’s

upcoming 5G infrastructure. Telenor is in process of selecting
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suppliers for the 5G network and will have no supplier restrictions

imposed on them.

Nikolai Astrup, Norway’s Minister of Digitalization, said that the

Scandinavian nation does not ban suppliers: “We impose general

security requirements on telecommunications companies and not

on individual suppliers, and therefore it is not a current issue to

exclude individual suppliers. We have a good dialogue with

telecommunications companies about security requirements. The

companies will make risk assessments and choose their own

equipment suppliers,” he told Norwegian business website e24.

Despite Astrup’s comments it does mark a change in direction from

Norway. Less than one year ago, then Minister of Justice Tor Mikkel

Wara said publicly that banning Huawei was under consideration.

It’s a decision that’s likely to anger the U.S. following President

Donald Trump’s decision to effectively ban the Chinese firm from

trading with American companies earlier this year. Concerns have

been expressed in the U.S. and many NATO countries about the

security level of Huawei’s 5G equipment and the company’s alleged

links to the Chinese government.

U.S. allies, including Norway, have come under intense pressure

from President Trump and Vice-President Mike Pence to implement

similar bans. However, more European countries seem to be

warming to Huawei. According to the South China Morning Post,

more than half of Huawei’s commercial 5G contracts that it signed

globally are with European operators.

Despite Britain’s National Security Council announcing an “in-

2 of 3 1/24/2020, 4:58 PM
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principle block” against Huawei accessing critical parts of the

country’s network infrastructure, Huawei founder and chief

executive has said Britain “won’t say no to us” ahead of the

country’s upcoming choice of 5G infrastructure suppliers.

Norway’s Police Security Service has previously taken a skeptical

view of allowing Huawei to develop electronic infrastructure in

Norway, due to there being no security policy cooperation in place

between Norway and China. However, the Chinese firm is already

present on Norwegian soil. Huawei has an existing relationship with

Norway’s state-owned telecoms giant Telenor that dates back to

2009.

Telenor has already begun 5G tests in parts of Norway. While

Ericsson is the supplier for the pilots in Elverum and Trondheim,

Huawei delivers the equipment for other test networks, including

one as part of the EU’s 5G-VINNI research project.

The company will pick 5G technology suppliers later this year

ahead of a planned 2020 rollout, and a spokesperson told Reuters

that the process is open to all.

“We are talking to everybody. Everyone is in the process and we

will have to see what we choose in the end. We continue to have a

good dialogue with the government,” said Petter-Boerre Furberg,

CEO of Telenor’s Norway operations.
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bloomberg.com

By Patrick Donahue and Stefan Nicola

4-5 minutes

A Huawei Technologies Co. logo sits on display as customers

browse inside a Media Markt electronic goods store in Berlin.

Photographer: Krisztian Bocsi/Bloomberg

Photographer: Krisztian Bocsi/Bloomberg

President Donald Trump’s ambassador to Germany called

comments by officials in Berlin who compared the threat of U.S.

and Chinese espionage an “insult” to American troops stationed in

the country.

The volley by U.S. Ambassador Richard Grenell, a Trump loyalist

who has stoked trans-Atlantic tensions with pointed comments on

German-U.S. divisions, is likely to compound controversy over the

participation of China’s Huawei Technologies Co. in Germany’s

fifth-generation mobile technology.

“The recent claims by senior German officials that the United States

is equivalent to the Chinese Communist Party are an insult to the

thousands of American troops who help ensure Germany’s
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security,” Grenell said in a statement distributed by the embassy

Monday.

The U.S. envoy didn’t identify specific officials. But the statement

comes a day after Economy Minister Peter Altmaier defended the

government’s decision not to impose a ban on Huawei, saying it

didn’t issue a “boycott” of U.S. companies in the wake of espionage

accusations by the U.S. National Security Agency dating to 2013.

“The U.S. also demands from its companies that they pass on

certain information that are needed to fight terrorism,” Altmaier said

during a talk show on ARD television late Sunday that focused on

whether China can be trusted.

Peter Altmaier

Altmaier’s press office wasn’t immediately able to comment for this

story.

Along with trade, defense spending and Russian gas, Huawei’s role

in Germany’s 5G networks has been a source of increasing

contention between Berlin and Washington. U.S. officials have

stressed the risks of Huawei’s ties to Chinese intelligence.

Read More:

Huawei Makes Case for Avoiding German 5G Network Ban in

Advert

Merkel’s CDU Party Calls for Huawei Restriction From 5G Network

Merkel also faced pressure from her intelligence services and from
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within her own party to keep Huawei out. The German chancellor

has insisted, however, that individual companies won’t be banned

from Germany’s roll-out.

Brush Fires

The Chinese company has repeatedly denied the allegations,

saying it would never do something to hurt its business.Grenell, a

one-time Fox News contributor with a penchant for getting involved

in political brush fires, invoked the U.S. and Germany’s post-World

War II history and the American military presence in the country.

The 50,000 U.S. military personnel “understand that we are always

a generation away from losing our freedoms,” the ambassador said.

“There is no moral equivalency between China and the United

States and anyone suggesting it ignores history -- and is bound to

repeat it,” Grenell said.

Altmaier said that Germany’s cybersecurity legislation is aimed at

ensuring the software and devices built into the country’s mobile

phone network are safe. Telecom companies should choose the

suppliers for the country’s network, not the government, Altmaier

said.

“It must be demonstrably ensured that the Chinese state has no

influence, and every single component must be certified to ensure it

hasn’t been manipulated in any way,” Altmaier said on the talk

show. “That of course also applies to European and U.S. suppliers.”

(Updates with response from U.S. ambassador in first paragraph)
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11/20/2019 - 4:05 a.m. •  Comment •  

INTERVIEW

CSU digital minister Bär criticizes
"hypocritical" Huawei debate

The digital minister of state about the dispute over the
Chinese network supplier Huawei and the digitization

backlog in Germany.
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Berlin.  Digital Minister of State Dorothee Bär (CSU) has criticized the
debate about the possible exclusion of the Chinese network equipment
supplier Huawei when setting up the 5G mobile network. Many
companies worldwide have already installed Huawei components. "That's
why I think we're having a bit of a hypocritical discussion here," Bär told
Handelsblatt. "It will be crucial that we use IT experts to ensure that we
are on safe ground and that the back doors of the software may not be
installed."

Bär emphasized that in coordination with the Federal Office for
Information Security (BSI) it would be determined how the security of 5G
networks had to be guaranteed. "We do not exclude any particular
country or company from the outset," said the CSU politician. It is rather
about demanding certain security standards. "Those who meet these
standards can take part in the expansion of mobile communications."

Bär reacted with misunderstanding to the reservations of the USA against
Huawei. “The United States has started several trade wars. You can do
that. I leave it open whether that makes sense, ”said the Minister of
State. "In any case, I think complete isolation is a more dangerous
development than interdependence."

Read the full interview here:

Ms. Bär, long decisions, outdated IT structures, skepticism about
technology: the Federal Foreign Office has questioned Germany's ability
to digitize. Can we still keep up internationally? 

Dorothee Bär

The digital minister of state is concerned with calling for certain security standards. "Those who meet these standards can take part in
the expansion of mobile communications."
(Photo: Getty Images; Per-Anders Pettersson)
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We are definitely competitive. Of course, every deadlock is one too many,
and of course we still have to make broadband expansion. But in
research, especially in key technologies such as artificial intelligence or
robotics, we are among the leading group internationally. What worries
me more is skepticism, or at least the lack of joy in new technologies. We
are a country of engineers.

Dorothee Bär
 

United States
 

Christian Social Union
 

digitalization
 

Huawei
 

Ministry of Defense
 

What can the federal government do? 
Many people are afraid of radiation, especially now when building the
new 5G network. At our retreat in Meseberg, I therefore agreed with the
Federal Minister for the Environment that we need to spread the word
with a public awareness campaign to alleviate these fears. Our good work
is still too much under the radar.

Radiation concerns are one thing, the other is the well-founded fear that
digitization will damage democracy. 
This concern is not without foundation. Our democracy is a plant that we
have to take care of every day. However, we have to be particularly careful
in some areas. That is why we have now dealt with deep fakes in the
cabinet for the first time, i.e. manipulated videos that can hardly be
recognized as fakes. On this topic in Germany worked with great
seriousness and high ethical standards. For example, AI solutions that
can unmask deep fakes. Blockchain technology can also help to detect
counterfeits directly in the future.

Is the federal government preparing concrete measures? Research
funding programs? 
Money is often not the main problem. Rather, we should try to fill the 100
AI professorships that we have set ourselves even faster. At the same
time, the existing funding programs should become more accessible, less
bureaucratic.

Should the spread of deep fakes be punished? 
I would be careful. There are also positive application examples for deep
fakes, for example in certain application areas of the film industry.
California has passed a law against disinformation with deep fakes. But
that alone is not enough, because we are dealing with an international
phenomenon in disinformation campaigns. It would be important first of
all to make the programs for detecting deep fakes accessible, for
example for journalists.

TOPICS OF THE ARTICLE
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When it comes to digitalization, we feel that there are many
commissions in Germany, but little progress is being made. 
This is not the case at all. That is why we decided on our implementation
strategy last year and are now setting up a dashboard through which the
population can clearly and unambiguously recognize which goals we have
achieved and which have not yet been achieved. We are making
ourselves publicly measurable and will be in a pioneering role worldwide
as soon as it is online. Transparency pioneers, so to speak.

Let's take an example: The Data Ethics Committee recently submitted
its report to the government. This speaks of a ban on algorithms. That of
course worries the digital economy. 
It is important that we also deal with ethics. But we should not simply
choke off debates about future issues by saying that this violates data
protection or fundamental ethical values. Rather, we have to look at how
we are promoting new, ethically justifiable technologies that are possible
under data protection law.

Is data protection a brake on innovation for data-driven business
models? 
You have to weigh it up carefully. I am very skeptical about terms such as
data economy. You cannot drive autonomously while saving data. The
question is always: when and for what purpose does who have the
opportunity to access data? It is therefore right to regulate data usage
instead of restricting it from the outset. We need a positive data strategy.
We decided the key points in Meseberg.

The General Data Protection Regulation emphasizes data economy.
Does the GDPR have to be put to the test? 
The GDPR attaches particular importance to data security. And even if
many companies initially complained, I firmly believe that the regulation
will be easier for companies to comply with once all their processes are
digital.

Do you really believe that it will be possible to offer all administrative
services digitally in the federal, state and local governments by 2022 as
planned? 
Yes, we will do it. The most important prerequisite is that we as a federal
government set a good example. Of the 575 administrative services that
are to be digitized by 2022, 115 are purely federal services. We have to
do that. But I also experience at the local level that there is a will to get
there quickly.

At the digital retreat in Meseberg, the focus was also on expanding
mobile communications. 1.1 billion euros are to be provided for
measures to combat dead spots. Is that enough? 
We not only invest money, we also have the promise from the mobile
network operators to set up up to 6000 new mobile phone locations - and
to close dead spots in Germany. That means: With our cell phone strategy
we will get a nationwide coverage. In order for all of this to be accelerated,
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we naturally need the help of our local politicians. It is less pleasant when
calls are made for a faster Internet and, at the same time, support for
citizens' initiatives that are against the construction of cell towers. We are
making too slow progress.

And what about the participation of the controversial Chinese network
supplier Huawei? 
In coordination with the Federal Office for Information Security, we
determine how the security of 5G networks must be guaranteed. We do
not exclude any particular country or company from the outset. Rather, it
is about calling for certain security standards. Anyone who meets these
standards can participate in the expansion of mobile communications.

 particular says: Without Huawei, we will not be
able to achieve the network expansion goals. But is it responsible to
grant this completely non-transparent Chinese company access to the
digital infrastructure of the Federal Republic? 
Many companies worldwide have already installed Huawei components.
That's why I think we're having a bit of a hypocritical discussion here. It
will be crucial that we use IT experts to make sure that we are on safe
ground and that maybe not in the software back doors.

Do you think that these technical controls are sufficient? 
You are not single, but in the end it is more important to know whether
someone else can access the network than to rely solely on political
commitments from the country of manufacture.

Deutsche Telekom in
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POCKET FLIPBOARD

However, the United States has considerable reservations about Huawei.
The United States has launched several trade wars. You can do that. I
leave it open whether that makes sense. In any case, I think complete
isolation is a more dangerous development than interdependence. To do
this, we have to do our part and become better ourselves.

If the digital challenges are so great, wouldn't Germany need a digital
ministry? 
For many it is easier to talk about structures than about content.
Therefore, a digital ministry will probably come sooner or later. However, it
is not clear to me how such a solution is to solve the multitude of
challenges that digitization poses.

What follows from this? 
I believe that we are well positioned with the central coordination of
digital questions in the Chancellery. Should the topic of electronic patient
records be taken from the Ministry of Health, for example, although it has
expertise in the health sector? Should the topic of cybersecurity be
viewed separately from the defense policy issues of the Ministry of
Defense? Unfortunately, it does not seem to have reached those who
demand a digital ministry that every area of   life is now inextricably linked
to digital issues. There will be fewer and fewer analogue areas.

Will that convince the advocates of a digital ministry? 
Anyone calling for a digital ministry would first have to demand a legal
ban on sensitivities and safeguarding the acquis. It is also hardly to be
assumed and our Basic Law does not provide that the individual
ministries will bow to instructions from a digital minister. Rather,
according to the Basic Law, the departmental principle applies to us,
which means that each Federal Minister manages his own business area
independently and under his own responsibility within the guidelines of
the Federal Chancellor, and only under his own responsibility. We would
first have to talk about the abolition of this principle before a digital
ministry would be built as a further silo next to the existing ones.
Ms. Bär, thank you for the interview.

More: Coalition politicians fear that mobile operators will expand their
networks with Huawei despite security concerns. They receive support
from Foreign Minister Maas.
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reuters.com

Reuters Editorial

2 minutes

FILE PHOTO: Huawei's first global flagship store is pictured in

Shenzhen, Guangdong province, China October 30, 2019.

REUTERS/Aly Song/File Photo

ROME (Reuters) - Chinese telecoms firm Huawei should be

allowed a role in Italy’s future 5G network, the Italian industry

minister said on Sunday after an influential parliamentary

1 of 2 1/24/2020, 5:01 PM
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committee called on Rome to block the company.

The United States has lobbied Italy and other European allies to

avoid using Huawei equipment in their next generation networks

and to closely scrutinize rival ZTE, saying the companies could

pose a security risk.

Both companies have strongly denied there is any such risk.

“We have passed legislation that guarantees national security. With

the right defenses, the possibility of (Huawei’s) access is not up for

debate,” minister Stefano Patuanelli, part of the ruling 5-Star

Movement, told La Stampa daily.

Last week, Italy’s parliamentary security committee Copasir said

the government should consider preventing Huawei and ZTE from

taking part in the development of 5G networks.

Italy’s biggest phone group Telecom Italia (TIM) is in the process of

choosing suppliers to upgrade its network infrastructure and

Huawei is among possible contenders.

Cabinet undersecretary Riccardo Fraccaro, also a 5-Star member,

said on Friday that the government would not be able to ignore the

opinion of Copasir.

But Patuanelli said on Sunday that “Huawei offers the best

solutions at the best prices”.

“One cannot fly the flag of the market with one hand and that of

protectionism with the other,” he added.

Reporting by Giselda Vagnoni; Editing by Kirsten Donovan
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Latin American governments are soon to decide if they will allow Huawei to participate in the rollout of 5G infrastructure in their countries against the
wishes of the US © Bloomberg

Andres Schipani in São Paulo, Jude Webber in Mexico City and Benedict Mander in Buenos Aires
JUNE 9 2019

Latin American is defying Trump administration efforts to turn the region against Huawei,
choosing to stay close to Beijing rather than join a US campaign to ban the Chinese company from
telecoms networks.

US officials have been pressing Latin American countries to replicate Washington’s decision to
exclude Huawei from its 5G networks, diplomats say, warning the company could be used by
Beijing in snooping activities.

But Brazil, under rightwing president Jair Bolsonaro, an ally of US counterpart Donald Trump, has
led the resistance. Hamilton Mourão, Brazil’s deputy president, said his government saw “Huawei
with good eyes” while visiting Beijing with a business delegation in late May.

“Huawei is established in Brazil and will make more investments,” he said, adding that Huawei
representatives had come to his Brasília office in May to present their expansion plans.

Brazil, Mexico and Argentina — Latin America’s three largest economies — are due to decide this
year or in early 2020 whether they will allow Huawei to participate in the rollout of 5G mobile
infrastructure in their countries.

In April, Wilbur Ross, US commerce secretary, left an audience of Mexican and US businessmen in
no doubt what the Trump administration thought of Huawei’s 5G expansion plans in Latin
America.

“We don’t want very active participation of Chinese investment in Mexico, especially not in
strategic projects,” said Mr Ross, according to Alfonso Romo, President Andrés Manuel López
Obrador’s chief of staff.

A senior South American diplomat said “there is a lot of pressure from the US not to let Huawei
in”, stressing that the anti-Huawei push was one reason for US secretary of state Mike Pompeo’s
visits to the region this year.

But the Trump administration’s efforts appear to have come to nothing — at least for now.

Sebastián Piñera, Chile’s president, met Huawei chairman Liang Hua in Shenzhen in April and said
“Huawei is welcome to participate in public tenders” in Chile for 5G and fibreoptic cable projects.

Ricardo Salinas, a media mogul close to Mr López Obrador in Mexico, said: “I have nothing but
good things to say about Huawei. I think it’s a disgrace what these Americans are doing to put them
down.”

Ernesto Piedras, head of the Competitive Intelligence Unit consultancy, said Mexico’s telecoms
networks were deeply dependent on Huawei. Mexico is dominated by América Móvil and US giant
AT&T, which entered the market by buying local networks that “six years ago were totally Huawei”.

“AT&T in Mexico has Chinese DNA,” Mr Piedras said.

The US ban would delay the worldwide rollout of 5G by 10 to 14 months, he added, making it
unlikely to arrive in Mexico before 2023.

Analysts say Huawei has the best equipment for 5G, adding there is no US supplier able to compete
with them in Latin America. The only other viable providers are Samsung, Ericsson and Nokia,
which would cost more.

The US campaign against Huawei has become bound up in President Donald Trump’s trade war
with China. Washington has unsuccessfully lobbied European governments to ban Huawei and is

Huawei Technologies

Latin America resists US pressure to exclude Huawei

Trump administration urges leaders to ban Chinese company from telecoms networks

https://www.ft.com/content/38257b66-83c5-11e9-b592-5fe435b57a3b
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threatening to limit intelligence sharing with the UK if it does not follow suit.

But for Latin America, where economic growth is faltering, the imperative to attract Chinese
investments and financing is strong.

In Beijing, Bruno Rodríguez Parrilla, foreign minister of communist-led Cuba, told China’s official
Xinhua news agency: “We have traditional business relationships with Huawei, and Cuba has all
the confidence in Chinese technology and in this company in particular.”

He said the US was “losing the technological contest” versus China and resorting to “crude tools,
typical of another era” to curb its expansion.

One executive at an international telecommunications company operating in Argentina said “there
is no way Huawei is going to be excluded” from the country. If the presidential candidate
handpicked by former leftist president Cristina Fernández de Kirchner wins an October election,
Buenos Aires is likely to become more closely aligned with Beijing.

Brazil’s opposition to a Huawei ban runs against the grain of Mr Bolsonaro’s broader political
affinity with Mr Trump. But it partly reflects the influence of the farming constituency that brought
him to power, which relies on China as a big buyer.

Larissa Wachholz, director at Vallya, a consultancy that brings Chinese investors to Brazil, said that
unless it was proved China had access to other countries’ data via 5G technology “Brazil will not
and should not, prevent Huawei from participating”.

European Financial
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reuters.com

Reuters Editorial

3 minutes

(Reuters) - Chilean President Sebastian Pinera kicked off an

investment forum in China on Thursday with an invitation for the

Asian giant to use Chile as a jumping off point to do business in

Latin America, even as Washington has warned Chile to proceed

with caution.

FILE PHOTO: Chile's President Sebastian Pinera and Chinese

1 of 3 1/24/2020, 4:53 PM
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President Xi Jinping attend the welcome ceremony at the Great

Hall of People in Beijing, China April 24, 2019. Kenzaburo

Fukuhara/Pool via REUTERS

Pinera told the forum that Chile’s objective was to attract more

investment from Chinese companies in technology, electric

vehicles, telecommunications, and e-commerce.

“We want to transform Chile into a business center for Chinese

companies, so that you can, from Chile, reach out to all of Latin

America,” Pinera told Chinese investors at an investment and

innovation forum in Beijing, according to a Chilean government

statement.

The Chilean president’s visit to China, the Andean nation’s top

trading partner, comes just weeks after U.S. Secretary of State

Mike Pompeo visited Chile and slammed China’s “nefarious”

actions and “predatory” lending practices, which critics say leave

borrowers beholden to Beijing.

China rejected Pompeo’s criticisms, calling them “slanderous” and

“irresponsible.”

Pinera has met with several Chinese electric vehicle makers during

his week-long visit to Asia, including BYD and Yutong. Chile is one

of the world’s largest producers of lithium, a key ingredient in

electric vehicle batteries.

He also met executives from ride-hailing giant Didi Chuxing, which

is planning to take on U.S. rival Uber in some of Latin America’s

fastest-growing markets, including Chile.

It was not immediately clear whether Pinera would meet with

Chinese telecommunications company Huawei during the visit.
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Chile has been in talks with Huawei since at least 2017 regarding a

possible trans-Pacific fiber optic cable, and other projects.

Pompeo earlier this month warned Chile that Chinese technology,

including equipment made by Huawei, poses a security risk that

could affect information sharing by the United States.

U.S. influence in Latin America has been increasingly challenged

by China, whose booming economy over the past two decades has

driven up demand for South America’s raw materials.

Chile, among Latin America’s most open economies and the

world’s top copper exporter, has sought to remain neutral amid the

growing tensions, promoting instead the need for open markets and

trade.

Reporting by Dave Sherwood and Natalia Ramos in Santiago,

writing by Dave Sherwood, Editing by Rosalba O'Brien
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reuters.com

Reuters Editorial

2 minutes

FILE PHOTO: The logo of Huawei Technologies is pictured in front

of the German headquarters of the Chinese telecommunications

giant in Duesseldorf, Germany, February 18, 2019.

REUTERS/Wolfgang Rattay/File Photo

(Reuters) - The Indian government has allowed Chinese telecom

company Huawei Technologies Co to participate in trials for 5G

1 of 2 1/24/2020, 5:01 PM

https://www.reuters.com/article/us-huawei-india/chinas-huawei-gets-india-nod-to-participate-in-5g-trials-idUSKBN1YY0TQ
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networks, a company spokesman said on Monday.

India’s nod to Huawei comes at a time when the global rollout of 5G

technology has been complicated by U.S. sanctions against the

company. The United States has been lobbying allies not to use

Huawei’s network equipment in their 5G networks.

Indian television channel CNBC-TV18 reported here the news first,

citing a senior official. The trials will be held in January, according to

the official, the channel reported.

India’s telecom department was not immediately available for

comment outside regular business hours.

The telecom department will meet operators on Dec. 31 to confirm

the timing for 5G trials, CNBC-TV18 reported, saying all wireless

operators in India had received in-principle approvals to conduct

the trials.

Reporting by Brenda Goh in Shanghai and Chris Thomas in

Bengaluru; Editing by Saumyadeb Chakrabarty
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TECHNOLOGY NEWS

FEBRUARY 23,  2018 / 2:32 AM / 2 YEARS AGO

China's Huawei set to lead global charge to 5G networks

Eric Auchard, Sijia Jiang

FRANKFURT/HONG KONG (Reuters) - China’s Huawei is forging closer commercial ties with
big telecom operators across Europe and Asia, putting the company in prime position to lead
the global race for next-generation 5G networks despite U.S. allegations it poses a security
threat.
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Huawei’s dominant position in China - set to become the world’s biggest 5G market by far - is
well-documented. However it has also been making in-roads in the rest of world to compete
with rivals Ericsson and Nokia in several lucrative markets, including countries that are
longstanding U.S. allies.

5G networks, now in the testing stage, will rely on denser arrays of small antennas and the
cloud to offer data speeds up to 50 or 100 times faster than current 4G networks and serve as
critical infrastructure for a range of industries.

Deals to start building 5G networks are still largely a year away, but Huawei has signed 25
Memorandums of Understanding (MoUs) with telecom operators to trial 5G equipment, a
Reuters review of company reports and announcements found.

These MoUs - pre-cursors to potential commercial contracts - include agreements with
Britain’s BT, Bell Canada (BCE), France’s Orange Germany’s Deutsche Telekom and global
player Vodafone.

Huawei [HWT.UL] lags behind Sweden’s Ericsson, with 38 MoUs, and Finland’s Nokia, with
31, according to the data, which does not include deals that have not been made public.

However, the Chinese company’s existing partnerships with operators could give it an extra
edge; as of 2016, Huawei said it had supplied more than half of the 537 4G networks globally
and 59 of the 90 4.5G networks - an intermediate step before 5G.

“Existing network footprint is important because operators still need to maintain their legacy
... networks and could save money by using the same vendors,” said Stefan Pongratz, a top
industry analyst with research firm Dell’Oro.

Huawei also has the home advantage: the firm and smaller, domestic-focused peer ZTE are
each guaranteed about a third of China’s 5G network contracts, under Beijing’s policy, while

FILE PHOTO - A man walks past a logo during the presentation the Huawei's new smartphone, the Ascend P7, launched
by China's Huawei Technologies in Paris, May 7, 2014. REUTERS/Philippe Wojazer/File Photo
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foreign players have to compete for slivers of the market.

By 2025, 1.2 billion people worldwide are set to have access to 5G networks - a third of them in
China, according to the GSMA, a global trade group of nearly 800 mobile operators.

There are however potential risks ahead; Huawei, like its rivals, has spent billions of dollars
developing 5G network technology, there are no guarantees about when operators around the
world will adopt the new technology.

Many cash-strapped operators want to see significant consumer and business demand before
allocating capital, something out of Huawei’s control. Some emerging markets have yet to
adopt 4G, putting major 5G moves at least a decade off. 

TRIPLE THE SIZE

Unlisted Huawei is triple the size of either Nokia and Ericsson in terms of its annual revenue,
which totaled about $92 billion last year, half of it from China. It sold 32 percent of global
mobile radio access gear - antennas and base stations - in the last quarter, against Ericsson’s 30
percent and Nokia’s 25 percent, according to market research firm Dell’Oro.

Ericsson has been under heavy pressure to cut costs in recent years at a time of dwindling
profits, while Nokia has had to integrate multiple acquisitions in its networks business.

Nokia said it was confident its broad 5G portfolio, which also includes software and services to
manage networks, would allow it to win a bigger slice of the telecoms market.

Ericsson said its longstanding ties with customers and advanced 5G patent portfolio would
keep it competitive. “All our customers are looking at 5G,” a spokesman said.

Huawei’s 5G MoUs include non-binding agreements with big telecom operators in South
Korea, Japan and Australia, Italy, Turkey and Saudi Arabia, on top of Britain, Germany, France
and Canada.
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Potential commercial benefits aside, these agreements indicate that many countries allied to
the United States do not share Washington’s security concerns.

A bill introduced in the U.S. Senate earlier this month would bar equipment from Huawei from
any U.S. government networks to prevent Chinese spying. A leaked presentation from a U.S.
National Security Council staffer earlier this year suggested the U.S. government build its own
5G network - a proposal that was widely ridiculed by industry experts.

Huawei categorically rejects U.S. spying concerns.

“Huawei is trusted by governments and customers in 170 countries worldwide and poses no
greater cyber-security risk than any (communications) vendor, sharing as we do common
global supply chains and production capabilities,” a spokesman said.

OPERATORS REJECT SPYING FEARS

Bruce Rodin, vice president of wireless networks for Bell Canada, said his company used an
external cyber-security firm to conduct extensive testing of Huawei products.

“We’ve been doing it for about 10 years and never seen malicious code or backdoors,” Rodin
told Reuters, characterizing the U.S. moves as an effort to protect American companies. “It’s a
commercial thing. They are protecting their industry,” he said.

Deutsche Telekom said it cooperates with Huawei on many levels and found no evidence of
security risks. “The hardware is built to Deutsche Telekom’s specifications and is examined by
our own security department,” a spokesman said. Orange told Reuters it is cautious with
Huawei “as with any supplier.”

Thomas Jarzombek, a member of the German parliament and digital spokesman for Angela
Merkel’s Christian Democrats, said that in the wake of revelations about U.S. spying by former
NSA contractor Edward Snowden, American tech companies were not necessarily to be trusted
either.
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This month, a trade mission by British Prime Minister Theresa May to China included a
glowing endorsement of Huawei for its commitment to Britain.

Debates over the timing of 5G deployment will top the agenda at Mobile World Congress,
Europe’s biggest annual technology conference taking place next week in Barcelona. The
industry is counting on the new technology to trigger a wave of growth in equipment sales and
mobile services starting in 2020.

Reporting by Eric Auchard in Franfurt and Sijia Jiang in Hong Kong; Additional reporting by Jim Finkle in

Toronto, Dustin Volz in Washington, Olof Swahnberg in Stockholm, Douglas Busvine in Frankfurt,

Mathieu Rosemain in Paris, Emma Thomasson in Berlin, Joyce Lee in Seoul, Jane Chung and Liana Baker

in Pyeongchang; Editing by Jonathan Weber and Pravin Char

Our Standards: The Thomson Reuters Trust Principles.
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Douglas Busvine

4-5 minutes

BERLIN (Reuters) - Deutsche Telekom has put all deals to buy 5G

network equipment on hold, it said on Wednesday, as it awaits the

resolution of a debate in Germany over whether to bar Chinese

vendor Huawei on security grounds.

FILE PHOTO: Signal strength of Deutsche Telekom 5G is displayed

on a mobile device at the IFA consumer tech fair in Berlin,

Germany, September 5, 2019. REUTERS/Hannibal Hanschke/File

Photo

1 of 4 1/24/2020, 5:04 PM

https://www.reuters.com/article/us-deutsche-telekom-germany-exclusive/exclusive-deutsche-telekom-freezes-5g-deals-pending-huawei-ban-decision-idUSKBN1Y81MI

Exhibit FF
Page 118



Europe’s largest telco finds itself in a tight spot after senior

lawmakers in Chancellor Angela Merkel’s coalition rebelled and

called for a ban on Huawei, which is a key vendor for its existing

mobile networks in Germany and Europe.

At the same time in the United States, a $26 billion deal for

Deutsche Telekom’s T-Mobile unit to merge with Sprint hangs in the

balance. More than a dozen U.S. states have sued to block the

merger and a New York judge will hear the case on Dec. 9.

Washington imposed an export ban on Huawei in May and called

on allies to follow suit, alleging the global network market leader’s

gear was insecure and that it was beholden to Beijing - concerns

highlighted by President Donald Trump on Wednesday at a NATO

summit in England.

While Huawei has denied the U.S. allegations, any sign that

Deutsche Telekom is doing fresh business with the Chinese

company risks undermining the U.S. deal’s chances of getting over

the finishing line.

“In light of the unclear political situation, we are not currently

entering into any 5G contracts - with any vendor,” Deutsche

Telekom said in response to a request for comment from Reuters.

“We are currently informing vendors of this.”

HIGH-LEVEL MEETING

According to one industry source, who requested anonymity,

Deutsche Telekom board member Claudia Nemat recently met

Huawei Deputy Chairman Eric Xu for talks on the business

relationship between the two companies.

Deutsche Telekom declined to comment on specific meetings, nor

2 of 4 1/24/2020, 5:04 PM
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would it say what share of its 5G investment budget Huawei could

count on in future. “It’s well known that Deutsche Telekom relies on

multiple vendors for reasons of security,” it said.

A Berlin-based spokesman for Huawei declined to comment.

Merkel had backed a proposed regulatory framework that would not

impose blanket bans on any one provider but instead subject the

technology and governance of all vendors to scrutiny.

She has estimated that Huawei accounts for 70% of Germany’s

existing mobile networks, a share that she expects to fall in future,

to the benefit of European competitors Nokia and Ericsson.

Senior lawmakers in Merkel’s Christian Democratic Union have

objected, however, pushing through a resolution at a recent party

conference to add some form of parliamentary scrutiny to the

oversight regime.

Merkel’s junior coalition allies, the Social Democrats, have also

backed calls for a tougher regime. Foreign Minister Heiko Maas is

now proposing legislation to create a “politically legitimated body” to

oversee 5G security, news weekly Die Zeit reported on Wednesday.

Super-fast 5G networks, just starting to be rolled out in Germany

and other European countries, are expected to run billions of

connected devices and sensors in homes, offices and factories.

That makes security and control over them far more critical than in

earlier iterations of the technology.

Deutsche Telekom has already launched 5G in a handful of

German cities, with its rollout in Berlin based on a pilot project there

with Huawei. It plans to expand coverage to 20 cities next year,

while warning of the impact of holdups.
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“We hope that we will get political clarity for Germany’s 5G buildout

as soon as possible, so that we do not fall behind,” Deutsche

Telekom said.

Additional reporting by Foo Yun Chee and Tarmo Virki; Editing by

David Goodman/Keith Weir
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5-6 minutes

Image copyright Reuters

Image caption Huawei and its rivals are competing to sell 5G

equipment to mobile phone networks

BT has said it will not use Huawei's equipment within the heart of its

5G mobile network when it is rolled out in the UK.

The British firm, however, still plans to use the Chinese company's

phone mast antennas and other products deemed not to be at the

"core" of the service.

BT also confirmed that it was stripping out Huawei equipment from
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the core of its existing 3G and 4G networks, as revealed by the

Financial Times (FT).

Huawei faces security concerns.

The US-China Economic and Security Review Commission recently

issued a report saying that Beijing could force Huawei and other

Chinese 5G equipment-makers to "modify products to perform

below expectations or fail, facilitate state or corporate espionage, or

otherwise compromise the confidentiality, integrity, or availability" of

networks that used them.

Last week, New Zealand became the latest country to bar a local

network from using Huawei's 5G gear.

And on Monday, intelligence service MI6's chief Alex Younger said

Britain needed to decide how comfortable it was using Chinese-

owned technologies within its communications infrastructure.

Huawei denies having any ties to the Chinese government beyond

those of being a law-abiding taxpayer.

However, critics point out that its founder, Ren Zhengfei, was a

former engineer in the country's army and joined the Communist

Party in 1978. There are also questions about how independent of

state influence any large Chinese company can be.

BT has has long made use of Huawei's equipment within its fixed-

line network, having signed a pioneering contract with the supplier

in 2005.

However, the BBC understands that BT introduced an internal

policy a year later that restricted use of Huawei's equipment to the
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"periphery" of its infrastructure.

This kit is sometimes referred within the industry to being "the dumb

stuff at the end of the pipes".

It meant in theory that were Huawei's equipment to be

compromised, some customers would be affected but the wider

network would not collapse.

Image copyright Reuters

Image caption Huawei can still bid to supply BT with phone mast

antennas and other equipment

In 2016, BT also acquired the mobile phone firm EE, which had

been using the Shenzhen-based firm's kit to push about its

customers' data.

Shortly after, BT began removing Huawei equipment that it

determined to be at the "control plane" - or core - of the network.

Although this has been going on for two years, it was only publicly

disclosed in response to a question by the FT.

"In 2016, following the acquisition of EE, we began a process to
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remove Huawei equipment from the core of our 3G and 4G

networks, as part of network architecture principles in place since

2006," said a spokesman for BT.

"We're applying these same principles to our current RFP [request-

for-proposal bid requests] for 5G core infrastructure.

"As a result, Huawei has not been included in vendor selection for

our 5G core. Huawei remains an important equipment provider

outside the core network, and a valued innovation partner."

One of the benefits to BT of having kept the restriction private until

now was that other equipment-makers might have been

encouraged to have tendered lower bids if they believed they were

competing against the Chinese firm.

Huawei has previously promoted its partnership with BT, and as

recently as February issued a press release that said the two were

working together on the "development and live trials" of 5G core

network technologies.

However, the BBC understands the Chinese firm did not expect to

win any such contracts from BT and had been focused instead on

selling 5G equipment for use elsewhere in its network.

"Since it acquired EE in 2016, the BT Group has been actively

bringing EE's legacy network architecture in line with this long-

standing agreement," said a spokesman for Huawei.

"This is a normal and expected activity, which we understand and

fully support.

"Working together, we have already completed a number of

successful 5G trials across different sites in London, and we will

continue to work with BT in the 5G era."
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reuters.com

Reuters Editorial

3 minutes

LONDON (Reuters) - Britain’s BT Group said on Wednesday it was

removing Huawei Technologies’ equipment from the core of its

existing 3G and 4G mobile operations and would not use the

Chinese company in central parts of the next network.

FILE PHOTO: People walk past a sign board of Huawei at CES

(Consumer Electronics Show) Asia 2018 in Shanghai, China June
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14, 2018. REUTERS/Aly Song/File Photo

New Zealand and Australia have stopped telecom operators using

Huawei’s equipment in new 5G networks because they are

concerned about possible Chinese government involvement in their

communications infrastructure.

Huawei, the world’s biggest network equipment maker ahead of

Ericsson and Nokia, has said Beijing has no influence over its

operations.

BT said Huawei’s equipment had not been used in the core of its

fixed-line network, and it was removing it from the core of the

mobile networks it acquired when it bought operator EE.

It said the process was to bring the EE networks into line with the

rest of its business rather than a change of policy.

“In 2016, following the acquisition of EE, we began a process to

remove Huawei equipment from the core of our 3G and 4G

networks, as part of network architecture principles in place since

2006,” a BT spokesman said.

He said the company would apply the same principles to its next-

generation mobile networks.  

“As a result, Huawei have not been included in vendor selection for

our 5G core,” he said. 

“Huawei remains an important equipment provider outside the core

network, and a valued innovation partner,” he added.

The chief of Britain’s foreign intelligence services said this week

that 5G reliance on Chinese technology was something Britain

needed to discuss.
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Huawei has been in Britain for more than 17 years, with its

equipment checked and monitored by a special company laboratory

overseen by government and intelligence operators.

Huawei said it had been working with BT for almost 15 years, and

since the beginning of its partnership, BT had been operating on a

principle of different vendors for different layers of its network.

“This is a normal and expected activity, which we understand and

fully support,” it said in a statement.

It said it began working with EE in 2012, and had supplied the

mobile operators with 3G and 4G network solutions, including core

network equipment.

“We have never had a cyber security-related incident,” it said.

“Huawei has a robust cyber security assurance system and a

proven track record.”

Reporting by Paul Sandle; Editing by Keith Weir
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UK telecoms CEO: We've seen 
no 'cause for concern' over 
Huawei 

By Charles Riley and Samuel Burke, CNN Business 
Updated 12:28 PM ET, Fri February 8, 2019 

London (CNN Business) – UK telecoms group BT has seen no evidence that 
technology from China's Huawei poses a security risk. 

"Over the years that we've worked with Huawei, we've not yet seen anything 
that gives us cause for concern," Marc Allera, the CEO of BT's consumer 
brands, told CNN on Friday. 

"We work closely with a large number of bodies — government and security," 
he added. "We continue to work with all of those relevant bodies to answer all 
the questions that are being asked right now." 

Huawei's business has come under threat in recent months as an increasing 
number of governments express concern that its technology could be used by 
Chinese spies. Yet no supporting evidence has been made public. 

https://www.cnn.com/2019/02/08/tech/huawei-bt/index.html
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Huawei has repeatedly denied that its products are a security risk. It maintains 
that it is a privately owned company with no ties to the Chinese government. 

"We work with the world's leading telecoms operators helping to deliver safe, 
secure and reliable networks to millions of customers around the world," a 
company spokesperson said Friday. "Cyber-security is our top concern and as 
an independent global company we are totally committed to supplying the 
best possible and safest technology to our clients." 

Journalists watch a trailer during a press conference about new 5G Huawei products. 

Huawei has spent decades building a strong presence in scores of markets 
around the world, including the United Kingdom, helped by reliable hardware 
and competitive pricing. 

It's now on the defensive after a number of countries including Australia 
blocked wireless carriers from using some of its products, citing national 
security concerns. 
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A British government oversight panel that monitors Huawei's activities in the 
United Kingdom warned last year that it can provide only "limited assurance" 
that its telecoms equipment poses no threat to national security. 

The supervisory panel also said that "technical issues" had been identified in 
Huawei's engineering processes, leading to "new risks in the UK 
telecommunications networks." 

Huawei defended itself in a letter to UK lawmakers made public this week, 
saying that it would take up to five years to see "tangible results" in upgrading 
its systems. 

"Enhancing our software engineering capabilities is like replacing components 
on a high-speed train in motion," the letter stated. "It is a complicated and 
involved process." 

BT said in December that it would not buy Huawei equipment for the core of 
its next generation 5G network, which launches this year in 16 UK cities. 

The company said at the time that it would keep Huawei as an "important 
equipment provider outside the core network," using its equipment in areas 
that are considered "benign," such as masts or towers. 

The big question now is whether Huawei will be shut out of additional Western 
5G networks, decisions that would risk inflaming tensions with Beijing. 

German Chancellor Angela Merkel said this week that "there are big 
discussions about Huawei" in her country. 

"We need to talk to China to ensure that companies do not simply give up all 
data that is used to the Chinese state," said Merkel. She added that 
"safeguards" were needed to protect data. 
Michael Kaplan and Ivana Kottasová contributed reporting. 
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reuters.com

Douglas Busvine

5-6 minutes

FRANKFURT/PARIS (Reuters) - Huawei [HWT.UL] faces fresh

challenges in Europe after Germany’s Deutsche Telekom

(DTEGn.DE) announced it would review its vendor strategy and

Orange (ORAN.PA) said it would not hire the Chinese firm to build

its next-generation network in France.

FILE PHOTO: The logo of German telecommunications giant
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Deutsche Telekom AG is seen at the company's headquarters in

Bonn February 25, 2016. REUTERS/Wolfgang Rattay

The shift by the national market leaders, both partly state owned,

follows Huawei’s exclusion on national security grounds by some

U.S. allies, led by Australia, from building their fifth-generation (5G)

mobile networks.

U.S. officials have briefed allies that Huawei is ultimately at the

beck and call of the Chinese state, while warning that its network

equipment may contain “back doors” that could open them up to

cyber espionage.

The Deutsche Telekom review comes as U.S. regulators scrutinize

the proposed $26 billion takeover by its T-Mobile US (TMUS.O) unit

of Sprint Corp (S.N), which is controlled by Japan’s Softbank

(9434.T).

Softbank, which is days away from listing its wireless unit in Tokyo,

plans to replace its 4G network equipment from Huawei, Nikkei has

reported.

Huawei says the security concerns are unfounded. Tensions have

been heightened by the arrest of Huawei’s chief financial officer in

Canada for possible extradition to the United States.

“We don’t foresee calling on Huawei for 5G,” Orange CEO

Stephane Richard told reporters in Paris. “We are working with our

traditional partners - they are Ericsson and Nokia.”

Richard said the security concerns were legitimate: “I absolutely

understand that all of our countries, and the French authorities, are

preoccupied. We are too.”

Responding, Huawei said it was not a supplier to Orange’s existing
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4G network in France and would not feature in the company’s 5G

plans in France. Huawei does supply Orange’s networks outside

France and expects to be involved in 5G there, it said.

U.S. EXPOSURE

Deutsche Telekom, Europe’s largest telecoms company, said it was

reviewing its vendor plans in Germany and the other European

markets where it operates, given the debate on the security of

Chinese network gear.

“Deutsche Telekom takes the global discussion about the security

of network equipment from Chinese vendors very seriously,” the

company said in response to a Reuters query.

Telekom already pursues a multi-vendor strategy, relying above all

on equipment from Ericsson (ERICb.ST), Nokia (NOKIA.HE), Cisco

(CSCO.O) and Huawei. “Nevertheless we are reassessing our

procurement strategy,” it said.

The shift is significant because, German officials have said they see

no legal basis to exclude any vendors from the buildout of fifth-

generation networks in response to the warnings from Washington.

Economy Minister Peter Altmaier, in an interview with Reuters on

Friday, confirmed that stance when asked about the prospect of

Huawei building 5G networks in Germany.

“There are no concerns about individual companies,” Altmaier said

in Berlin. “But each product, each device must be secure if it is

going to be used in Germany.”

Nearly half of the German company’s revenues come, however,

from its fast-growing U.S. unit T-Mobile which is hoping to win U.S.
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approval to take over Sprint in a deal that would create a close

challenger to leading duo Verizon (VZ.N) and AT&T (T.N).

A source at one competitor said: “This looks like an appeasement

strategy towards the U.S. government over the Sprint deal.”

Other German telecoms players say, meanwhile, that they are

continuing talks with Chinese vendors as they draw up proposals to

take part in Germany’s auction of 5G licenses in early 2019.

“We are watching the discussion very closely, but we will not

participate in the current speculation,” said Telefonica Deutschland

(O2Dn.DE), Germany’s No.3 operator that has existing

relationships with Huawei and ZTE (000063.SZ), another Chinese

vendor.

United Internet (UTDI.DE), a potential new entrant that is weighing

bidding for a 5G license, said it was in talks with two vendors on its

strategy - one of which is Chinese. A spokesman declined to

identify the vendor but according to media reports it is ZTE.

Analysts say German telecoms operators depend heavily on

Huawei, meaning it will be hard to rip out and replace its existing

gear or to cope without the Chinese company, the world’s top

network supplier, in building their 5G networks.
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People walk past a Huawei shop in Beijing, China, December 11,

2018. REUTERS/Thomas Peter

“If the Chinese companies are excluded, this would reduce the

number of vendors – and that could drive costs higher,” said Hans

Schotten of the Technical University in Kaiserslautern.

“For that reason, many operators would be reluctant to do without

Huawei.”

Additional reporting by Gwenaelle Barzic, Paul Carrel, Gernot

Heller and Nadine Schimroszik; Editing by Gopakumar Warrier,

Keith Weir and Kirsten Donovan
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reuters.com

Mathieu Rosemain

3-4 minutes

PARIS (Reuters) - Some fears surrounding Huawei Technologies

are unfounded, the chief executive of France’s leading telecoms

operator Orange said on Wednesday, as the concerns threaten to

delay the roll-out of 5G.

FILE PHOTO: A Huawei company logo is pictured at the Shenzhen
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International Airport in Shenzhen, Guangdong province, China July

22, 2019. REUTERS/Aly Song/File Photo

The United States has said that gear provided by Huawei, the

world’s biggest telecoms equipment maker, contains ‘back doors’

that would enable China to spy on other countries, and has been

pressing allies to block Huawei’s technology being used for fifth

generation mobile networks, or 5G.

The Chinese group, which denies the allegations, is now at risk of

losing ground against rivals Ericsson and Nokia in key European

markets like Germany and France, where political debates rage on

the suitability of deploying the next mobile networks with Huawei

equipment.

“This myth that (amounts to saying): I’ve got a China-made

antenna, so it must have a microphone that allows all my

conservations to be listened to by the Chinese communist party is

complete nonsense,” Orange’s boss Stéphane Richard said as he

was testifying in front of French lawmakers.

“It hasn’t been established anywhere.”

SPECTRUM SALE

Richard’s comments come a day after France’s telecoms regulator

Arcep formally launched the procedure for assigning 5G frequency

licences to Orange and local rivals Altice Europe’s SFR, Bouygues

Telecom and Iliad, in which the authority said the payments for

some of the 5G spectrum could staggered over 15 years.

Orange does not use Huawei equipment in France but does so in

other key markets such as Spain, Poland and Africa.
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The sale of France’s 5G spectrum, which will be made at a floor

price of 2.17 billion euros ($2.39 billion), will take a few months,

with a final distribution of the frequencies in Spring, several months

after the initial schedule.

The roll-out could be impacted by the uncertainty surrounding the

use of Huawei equipment in the country, especially for SFR and

Bouygues Telecom, the two biggest users of the Chinese group’s

equipment in France.

A recent decree aimed at screening all telecoms equipment to

prevent espionage did not offer enough clarity for France’s

telecoms lobby FFT, which insisted guarantees needed to be made

on the issue.

“We solemnly ask you to postpone the launch of tenders for 5G

frequencies until this situation regarding equipment

manufacturers... has been clarified,” the FFT president, Arthur

Dreyfuss, said on Monday.

For interactive graphic on 5G and security risks, click here.

tmsnrt.rs/32tVdMI

($1 = 0.9073 euros)

Reporting by Mathieu Rosemain; Editing by Elaine Hardcastle
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Technology

By Helene Fouquet and Natalia Drozdiak
January 20, 2020, 7:57 AM EST

EU Won’t Recommend Banning Huawei in
Upcoming 5G Risk Rules

An illuminated billboard displays Huawei Technologies Co. Kirin 990 flagship 5G integrated circuit as the company's
exhibition stand is prepared during a press preview day at the IFA consumer electronics show in Berlin,  on Sept. 5,
2019.  Photographer: Krisztian Bocsi/Bloomberg

Sign up for Next China, a weekly email on where the nation stands now and where it's going next.

The European Union won’t explicitly ban Huawei Technologies Co. or other 5G equipment
vendors when the bloc unveils guidelines for member states to mitigate security risks.

Bloc to unveil 5G risk measures for EU states end of January

EU states have ultimate say to ban Huawei from networks

https://www.bloomberg.com/news/articles/2020-01-20/eu-won-t-recommend-banning-huawei-in-upcoming-5g-risk-rules

Exhibit FF
Page 140

https://www.bloomberg.com/authors/AOT0oAxrRso/helene-fouquet
https://www.bloomberg.com/authors/ATrnTp-uSQ8/natalia-drozdiak
https://link.mail.bloombergbusiness.com/join/4wm/china-rising?source=article
https://www.bloomberg.com/quote/40978Z:CH


The EU will unveil a set of recommended measures that are “naturally strict and vigilant” at the
end of January, European Digital Commissioner Thierry Breton said at a news conference in
Paris on Monday. No companies will be explicitly excluded in the EU’s recommendations, he
said.

Thierry Breton on Jan. 20. Photographer: Eric Peirmont/AFP via Getty Images

U.S. officials have criss-crossed Europe over the past year, urging the EU and its members to
exclude the Chinese company from their networks. Washington argues Huawei poses a national
security risk while Huawei and Chinese officials deny the accusations.

The bloc has sought to coordinate the member states’ approach on 5G, in an effort to avoid
potential U.S. or Chinese retaliation targeting any individual European country. Last month, EU
countries agreed to use only trustworthy parties for infrastructure that’s critical to national
security, and pledged to consider the laws of a supplier’s home country before buying their
products.

The EU is limited in what it can tell its member states to do, however. Any decisions to ban
companies for national security reasons rest with member states, and many operators in various
European countries have already struck deals with Huawei on 5G.

https://www.bloomberg.com/news/articles/2020-01-20/eu-won-t-recommend-banning-huawei-in-upcoming-5g-risk-rules
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5G Battle

Europe has been caught between two major world powers, China and the U.S., over the question
of whether to include Huawei in its 5G roll-out. Many European countries are loath to incense
Beijing, a significant trading partner, while the U.S., an important security ally, has repeatedly
said it may reassess intelligence sharing with countries that use Huawei in their 5G networks.

Chinese ambassador Wu Ken in December warned that a Huawei ban in the German market
would result in “consequences” and cited German auto sales in the Asian giant’s market.

The comments came as German Chancellor Angela Merkel started facing intense pressure from
hardliners inside her governing coalition, who have criticized her opposition of a ban on Huawei.

The U.K. government is also weighing Huawei’s role in developing the country’s networks.
Culture Secretary Nicky Morgan in January said the U.K. would keep Huawei out of critical
national infrastructure.

https://www.bloomberg.com/news/articles/2020-01-20/eu-won-t-recommend-banning-huawei-in-upcoming-5g-risk-rules
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https://nyti.ms/2RRUYXa

E.U. Recommends Limiting, but Not Banning,
Huawei in 5G Rollout
The blocs̓ experts suggested members limit and monitor the involvement of “high-risk” vendors as they invest in next-generation
mobile communications infrastructure.

By Matina Stevis-Gridneff

Jan. 29, 2020

The European Union told its members on Wednesday that they should limit so-called high-risk 5G vendors, a category that includes the
Chinese tech giant Huawei, but stopped short of recommending a ban on the firm, despite a lengthy and aggressive campaign by the
Trump administration.

The recommendations are as far as the European Union can go in dictating policy to its member nations, whose governments will have the
final word on whether and how they want to let Huawei help build their next generation of wireless telecommunications networks.

The European Union guidance, referred to as the “5G toolbox,” is a key moment in the bloc’s intensive work to help its members decide
how to navigate fraught political and technical considerations as they and their wireless carriers prepare to invest billions of dollars in
telecommunications infrastructure.

“We can do great things with 5G,” said Margrethe Vestager, a top official of the European Commission, the European Union’s executive
body. “But only if we can make our networks secure.”

The United States maintains that Huawei poses an espionage threat, as it can be compelled by Chinese law to hand over data or spy on
behalf of the Chinese government, and some European officials have voiced similar concerns. The company vehemently rejects the
accusations and has repeatedly said it would never engage in espionage.

The British government said on Tuesday that it would permit Huawei to develop part of its own next-generation networks. Huawei,
considered a high-risk vendor under the British rules, would be limited to 35 percent of the network and would be kept at arm’s length
from some more strategically sensitive infrastructure, such as nuclear power and defense systems.

Secretary of State Mike Pompeo, commenting on the European Union’s announcement, said, “We’ll have to see what they actually do and,
importantly, how they implement what they’ve laid out.”

“There is also a chance for the United Kingdom to relook at this as implementation moves forward,” he added.

The European Commission experts recommended that national regulators should enforce some restrictions to protect so-called core parts
of their networks seen as particularly vulnerable to hacking or espionage.

Countries should “apply relevant restrictions for suppliers considered to be high risk, including necessary exclusions to effectively
mitigate risks for key assets,” the commission said.

The twin announcements, in Brussels on Wednesday and London on Tuesday, represent a victory for the Chinese tech giant, which has
launched a charm offensive in Europe after it was practically banned from doing business in the United States.

They also highlighted the limited impact of a monthslong, intensive and highly publicized lobbying effort by the Trump administration,
which pressured both the European Union as a whole and member countries individually to follow its lead and ban Huawei.

The campaign included multiple visits by senior United States officials to Brussels and other European capitals. Mr. Pompeo wrote an op-
ed, published last month in Politico Europe, that urged European leaders to keep Huawei out of their countries’ networks.

“China steals intellectual property for military purposes,” Mr. Pompeo said in May on a trip to London. “It wants to dominate A.I., space
technology, ballistic missiles and many other areas.”

Germany, the European Union’s biggest and most important economy, is due in the coming months to publish its own decision on how to
treat Huawei, a matter that has driven bitter internal debate in the main governing party.

The European Union recommendations also come ahead of trade negotiations with the United States that were already likely to be
fraught.

Exhibit FF
Page 143

https://www.nytimes.com/
https://www.nytimes.com/by/matina-stevis-gridneff
https://www.nytimes.com/by/matina-stevis-gridneff
https://www.nytimes.com/2020/01/28/technology/britain-huawei-5G.html
https://www.nytimes.com/2019/12/27/world/europe/huawei-EU-5G-Europe.html
https://www.nytimes.com/2019/05/16/technology/huawei-ban-president-trump.html
https://www.nytimes.com/2019/03/17/us/politics/huawei-ban.html
https://www.nytimes.com/2019/05/15/business/huawei-ban-trump.html
https://www.state.gov/europe-must-put-security-first-with-5g/
https://www.nytimes.com/2020/01/16/world/europe/huawei-germany-china-5g-automakers.html


Brussels has been treading a fine line between China and the United States, trying to balance and maintain both relationships despite
pressure from Washington to pick sides.

The treatment of Huawei also indicates that despite Brexit, which takes effect later this week, London and Brussels may remain largely
aligned on strategic issues, even in the face of pressure from the United States.

Still, experts warn that the battle for Huawei isn’t over. In the Czech Republic, for example, the cybersecurity authorities have warned
against using Huawei in their 5G rollout.

The European Commission guidance will permit outright bans of companies, if that’s what the national authorities prefer.

“The toolbox suggests we need to take strategic measures to mitigate these risks — and these strategic measures mention all approaches
currently on the table,” said Hosuk Lee-Makiyama, director of the European Center for International Political Economy, a research group
based in Brussels.

He added that, despite the European Union’s guidance, Britain’s decision to include Huawei was a reflection of the country’s large
cyberdefense abilities.

“Other countries may find it cheaper to just ʻrip and replace’ Chinese equipment, or they may have no state secrets to protect vis-à-vis
China,” he added.

Matina Stevis-Gridneff is the Brussels correspondent for The New York Times, covering the European Union. She joined The Times after covering East Africa for The Wall Street
Journal for five years. @MatinaStevis

A version of this article appears in print on Jan. 30, 2020, Section A, Page 5 of the New York edition with the headline: E.U. Recommends Limiting, but Not Banning, Huawei in the Rollout of 5G
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While the US has stepped up pressure on the Chinese technology giant and
called on its allies to do the same, even threatening to reduce intelligence
sharing, Germany has resisted and refused to drop Huawei from the list of
companies that can take part in the development of the next-generation Internet
infrastructure

Germany’s Interior Minister Horst Seehofer has warned that if the Chinese tech supplier Huawei is
excluded from the country’s 5G rollout project, it could be stalled for as long as five or even ten
years.

Germany Can’t Set Up 5G Network
Without China’s Huawei, Interior
Minister Says © REUTERS / Wolfgang Rattay

BUSINESS 17:24 GMT 18.01.2020

by Polina Strelnikova

Subscribe

https://sputniknews.com/business/202001181078072960-germany-5g-network-china-huawei/
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"I don't see that we can set up a 5G network in Germany at short notice
without Huawei's participation", the minister told Frankfurter
Allgemeine Zeitung, noting that Germany needs to develop capabilities
for it first.

Calling for Competitiveness

He also called on Europeans and his compatriots to make efforts to become more competitive in
this field, as no German company is currently able to build the 5G network and only two European
firms have that capability. At the same time, Seehofer noted that Germany does not want to block
the Chinese telecommunications giant from the market in general, as the US and several other
allies do because of its alleged ties with the Chinese government, while he went on to lambast
"global and general trade restrictions".

"I am against taking a product out of the market just because there is a
possibility that something could happen. I am against global and general
trade restrictions”, he said, adding that he fully agrees with Chancellor
Angela Merkel on the matter.

He noted that security is a priority, promising that if it is necessary, Germany could deploy
additional safety nets.

Setting Ground Rules

According to the German Interior Ministry’s earlier plans, it should be legally regulated that
components are only installed in the core network if they have been checked and certified.
Companies like Huawei must also assure the German government that none of its components
pose a security risk to the country. In addition, Seehofer has called for creating an option to
suspend the process if something changes.

"Then you have to intervene. We have to secure protection against
espionage and sabotage”, he concluded.

Clash With US Over Huawei
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Merkel to 'Navigate' Germany to Avoid Spat
With Both US, China Over Huawei 5G Issue
– Economist

Earlier this week, Reuters reported that Angela Merkel was about to meet with a group of top
conservative lawmakers from her CDU/CSU political alliance on Thursday to discuss whether the
Chinese tech-giant Huawei should be banned from participating in the national rollout of 5G
technology.

The proposal was put forward by Merkel’s junior coalition partners, the Social Democrats (SPD),
last year. It echoed Washington’s calls to bar the company over allegations that it poses a threat to
the national security of its European partners – which Huawei persistently denies. The chancellor,
however, argued that no company should be barred from Germany’s 5G network, with Foreign
Minister Heiko Maas insisting that Berlin can “never be blackmailed” by the US, which previously
threatened to reduce intelligence sharing between Berlin and Washington if Huawei is allowed in
the country.

For Whom the Phone Rings

The Trump administration went after Huawei – the world’s No. 1 supplier of telecom equipment and
No. 2 phone manufacturer – last year amid the escalating trade war with China. The president and
his administration cited yet-unverified claims that Huawei could help the Chinese government spy
on other countries and companies who use its devices. Huawei insists that it is independent of the
government and that its products pose no cybersecurity risk.

Apart from cutting Huawei’s access to the
American tech market, Trump has also
championed a global push to shut it out from
the ongoing roll-out of fifth-generation
networks. Some US allies, including Japan
and Australia, have caved in and banned the
use of Huawei equipment, but others like,
most recently, Brazil, have opposed the push.

Another country that, like Germany, is also
expected to make a final decision soon and is
facing pressure from the US is the UK.
Washington earlier warned Boris Johnson’s
government that granting Huawei technology
access to the UK’s 5G networks would jeopardise intelligence sharing between the Five Eyes
security alliance, which is comprised of the United Kingdom, Australia, Canada, New Zealand, and
the US.
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Deals

By Martha Viotti Beck and Simone Preissler Iglesias
January 8, 2020, 3:37 PM EST

Brazil to Reject U.S. Pressure on Huawei 5G
Bid, Minister Says

5G Coming Soon? Don't Hold Your Breath

Brazil will not accept any pressure from the U.S. over whether to allow the Chinese company
Huawei to bid for its 5G network, Marcos Pontes, the minister for science, technolo�y,
innovation and communications, said.

“A good partner always understands the needs of the other,” Pontes said in an interview in his
office in Brasilia. “Just as Brazil makes no claim over what business the U.S. does with China and
whether this affects or not our agribusiness.”

Pontes, responsible for establishing the criteria for the construction of the latest generation of
ultra-fast Internet, said that he would not veto any company from the bidding process and that

Science minister Pontes says decision to be based on merit

Auction for 5G network may now be pushed back until 2021
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the final decision would be based purely on merit.

“With technical criteria, it’s hard to see how some of these big companies won’t have the
capacity to participate,” he said.

Read more: Brazil Is Weighing 5G Risks Amid U.S�China Spat Over Huawei

More Delays

Scheduled initially for March this year and then postponed until the second half of 2020, the 5G
auction could be delayed until 2021, according to Pontes. That’s due to a technical problem as
the new network would interfere with the transmission from the satellite dishes that currently
relay TV signals in Brazil.

The government is currently studying two alternatives: putting filters on the satellite dishes, or
changing the transmission frequency used by the country’s TV providers.

On top of this, the agency which regulates the telecommunications sector was slow to publish
the official notice announcing the auction.

Pontes said he prefers to move forward cautiously anyway. The delay, in his opinion, benefits
Brazil by allowing it to learn from the mistakes and successes of other countries acquiring their
new 5G networks.

U.S. Cooperation

The proximity between the governments of Bolsonaro and U.S. President Donald Trump gives
Brazil much to gain in the area of science and technolo�y, according to Pontes. He is currently
seeking U.S. cooperation in the fields of artificial intelligence, biotechnolo�y, intelligent cities
and the use of advanced materials.

But there are also ongoing discussions on similar issues with China. “Science and technolo�y
works as an excellent component of diplomacy,” he said.

The minister, who is Brazil’s first and only astronaut, said that investment in science and
technolo�y in the country is still very low. Such paltry state spending justifies a policy of tax
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breaks to technolo�y companies, he argued, even if Economy Minister Paulo Guedes wants to
limit sectorial subsidies as far as possible.

“Israel spends 4% of its GDP on the sector. Brazil spends 1.1%,” he said.
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Lionel Barber and Guy Chazan in Berlin JANUARY 15 2020

It’s a grim winter’s day in Berlin, and the political climate matches the weather. Everywhere Angela
Merkel looks there are storm clouds, as the values she has upheld all her career come under
sustained attack. At the start of a new decade, Europe’s premier stateswoman suddenly seems to be
on the wrong side of history.

Shortly, the UK will leave the EU. A volatile US president is snubbing allies and going it alone in
the Middle East. Vladimir Putin is changing the Russian constitution and meddling in Libya and
sub-Saharan Africa. Trade tensions continue, threatening the open borders and globalised value
chains that are the cornerstones of Germany’s prosperity.

Ms Merkel, a former physicist renowned for her imperturbable, rational manner is a politician
programmed for compromise. But today she faces an uncompromising world where liberal
principles have been shoved aside by the law of the jungle.

Her solution is to double down on Europe, Germany’s anchor. “I see the European Union as our
life insurance,” she says. “Germany is far too small to exert geopolitical influence on its own, and
that’s why we need to make use of all the benefits of the single market.”

Speaking in the chancellery’s Small Cabinet Room, an imposing wood-panelled hall overlooking
Berlin’s Tiergarten park, Ms Merkel does not come across as under pressure. She is calm, if
somewhat cagey, weighing every word and seldom displaying emotion.

The Big Read Angela Merkel

Angela Merkel warns EU: ‘Brexit is a wake-up call’
In an exclusive FT interview, Germany’s chancellor says the bloc must be more competitive
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Party leader Helmut Kohl with
his representative Angela
Merkel and head of the party
Wolfgang Schäuble at a CDU
conference on December 21
1991 in Dresden © Thomas
Imo/Getty

But the message she
conveys in a rare
interview is
nonetheless urgent. In
the twilight of her
career — her fourth
and final term ends in
2021 — Ms Merkel is
determined to preserve
and defend

multilateralism, a concept that in the age of Trump, Brexit and a resurgent Russia has never
seemed so embattled.

This is the “firm conviction” that guides her: the pursuit of “the best win-win situations . . . when
partnerships of benefit to both sides are put into practice worldwide”.

She admits that this idea is coming “under increasing pressure”. The system of supranational
institutions like the EU and United Nations were, she says, “essentially a lesson learnt from the
second world war, and the preceding decades”. Now, with so few witnesses of the war still alive, the
importance of that lesson is fading.

Of course President Donald Trump is right that bodies like the World Trade Organization and the
UN require reform. “There is no doubt whatsoever about any of that,” she says. “But I do not call
the world’s multilateral structure into question.”

Germany has been the great beneficiary of Nato, an enlarged EU and globalisation. Free trade
has opened up vast new markets for its world-class cars, machines and chemicals. Sheltered under
the US nuclear umbrella, Germany has barely spared a thought for its own security. But the rise of
“Me First” nationalism threatens to leave it economically and politically unmoored. In this sense,
Europe is existential for German interests, as well as its identity.

Ms Merkel therefore wants to strengthen the EU — an institution that she, perhaps more than any
other living politician, has come to personify. She steered Europe through the eurozone debt crisis,
albeit somewhat tardily: she held Europe together as it imposed sanctions on Russia over the
annexation of Crimea; she maintained unity in response to the trauma of Brexit.
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The UK’s departure will continue to hang over Brussels and Berlin — the countdown for a trade
deal will coincide with Germany’s presidency of the EU in the second half of this year. Berlin
worries a post-Brexit UK that reserves the right to diverge from EU rules on goods, workers’ rights,
taxes and environmental standards could create a serious economic competitor on its doorstep.

But Ms Merkel remains a cautious optimist. Brexit is a “wake-up call” for the EU. Europe must, she
says, respond by upping its game, becoming “attractive, innovative, creative, a good place for
research and education . . . Competition can then be very productive.”

This is why the EU must continue to reform, completing the digital single market, progressing with
banking union — a plan to centralise the supervision and crisis management of European banks —
and advancing capital markets union to integrate Europe’s fragmented equity and debt markets.

Putin (R) and Merkel during a
meeting at the Kremlin on
January 11 © Pavel
Golovkin/AFP/Getty

In what sounds like a
new European
industrial policy, Ms
Merkel also says the
EU should identify the
technological
capabilities it lacks and
move fast to fill in the
gaps. “I believe that
chips should be
manufactured in the
European Union, that

Europe should have its own hyperscalers and that it should be possible to produce battery cells,”
she says.

It must also have the confidence to set the new global digital standards. She cites the example of
the General Data Protection Regulation, which supporters see as a gold standard for privacy and
proof that the EU can become a rulemaker, rather than a rule taker, when it comes to the digital
economy.

Europe can offer an alternative to the US and Chinese approach to data. “I firmly believe that
personal data does not belong to the state or to companies,” she says. “It must be ensured that the
individual has sovereignty over their own data and can decide with whom and for what purpose
they share it.”
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Macron (L), Merkel (R), and
Johnson (R) meet after the UN
climate summit in New York in
September © Hayoung
Jeon/EPA-EFE/Shutterstock

The continent’s
scale and
diversity also make it
hard to reach a
consensus on reform.
Europe is deeply split:
the migration crisis of
2015 opened up a
chasm between the
liberal west and
countries like Viktor
Orban’s Hungary

which has not healed. Even close allies like Germany and France have occasionally locked horns:
Berlin’s cool response to Emmanuel Macron’s reform initiatives back in 2017 triggered anger in
Paris, while the French president’s unilateral overture to Mr Putin last year provoked irritation in
Berlin.

And when it comes to reform of the eurozone, divisions still exist between fiscally challenged
southern Europeans and the fiscally orthodox new Hanseatic League of northern countries. Ms
Merkel remains to a degree hostage to German public opinion.

Germany, she admits, is still “slightly hesitant” on banking union, “because our principle is that
everyone first needs to reduce the risks in their own country today before we can mutualise the
risks”. And capital markets union might require member states to seek closer alignment on things
like insolvency law.

These divisions pale in comparison to the gulf between Europe and the US under president Donald
Trump. Germany has become the administration’s favourite punching bag, lambasted for its
relatively low defence spending, big current account surplus and imports of Russian gas. German
business dreads Mr Trump making good on his threat to impose tariffs on European cars.

It is painful for Ms Merkel, whose career took off after unification. In an interview last year she
described how, while coming of age in communist East Germany, she yearned to make a classic
American road trip: “See the Rocky Mountains, drive around and listen to Bruce Springsteen —
that was my dream,” she told Der Spiegel.

The poor chemistry between Ms Merkel and Mr Trump has been widely reported. But are the latest
tensions in the German-US relationship just personal — or is there more to it? “I think it has
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structural causes,” she says.

For years now, Europe and Germany have been slipping down the US’s list of priorities. “There’s
been a shift,” she says. “President Obama already spoke about the Asian century, as seen from the
US perspective. This also means that Europe is no longer, so to say, at the centre of world events.”

She adds: “The United States’ focus on Europe is declining — that will be the case under any
president.”

The answer? “We in Europe, and especially in Germany, need to take on more responsibility.”
Germany has vowed to meet the Nato target of spending 2 per cent of GDP on defence by the start
of the 2030s. Ms Merkel admits that for those alliance members which have already reached the 2
per cent goal, “naturally this is not enough”. But there’s no denying Germany has made substantial
progress on the issue: its defence budget has increased by 40 per cent since 2015, which is “a huge
step from Germany’s perspective”.

Merkel promised to strengthen
multilateral co-operation at the
G20 summit of world leaders
in 2017 © John
MacDougall/Reuters

Ms Merkel insists the
transatlantic
relationship “remains
crucial for me,
particularly as regards
fundamental questions
concerning values and
interests in the world”.

Yet Europe should also develop its own military capability. There may be regions outside Nato’s
primary focus where “Europe must — if necessary — be prepared to get involved. I see Africa as one
example,” she says.

Defence is hardly the sole bone of contention with the US. Trade is a constant irritation. Berlin
watched with alarm as the US and China descended into a bitter trade war in 2018: it still fears
becoming collateral damage. “Can the European Union come under pressure between America and
China? That can happen, but we can also try to prevent it.”

Germany has few illusions about China. German officials and businesspeople are just as incensed
as their US counterparts by China’s theft of intellectual property, its unfair investment practices,
state-sponsored cyber-hacking and human rights abuses in regions like Xinjiang. Once seen as a
strategic partner, China is increasingly viewed in Berlin as a systemic rival.
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But Berlin has no intention of emulating the US policy of “decoupling” — cutting its diplomatic,
commercial and financial ties with China. Instead, Ms Merkel has staunchly defended Berlin’s close
relationship with Beijing. She says she would “advise against regarding China as a threat simply
because it is economically successful”.

Trump and Merkel wait for
reporters before their meeting
in the Oval Office in 2017 ©
Jonathan Ernst/Reuters

“As was the case in
Germany, [China’s]
rise is largely based on
hard work, creativity
and technical skills,”
she says. Of course
there is a need to
“ensure that trade
relations are fair”.
China’s economic
strength and
geopolitical ambitions

mean it is a rival to the US and Europe. But the question is: “Do we in Germany and Europe want
to dismantle all interconnected global supply chains . . . because of this economic competition?”
She adds: “In my opinion, complete isolation from China cannot be the answer.”

Her plea for dialogue and co-operation has set her on a collision course with some in her own
party. China hawks in her Christian Democratic Union share US mistrust of Huawei, the Chinese
telecoms equipment group, fearing it could be used by Beijing to conduct cyber espionage or
sabotage.

Ms Merkel has pursued a more conciliatory line. Germany should tighten its security requirements
towards all telecoms providers and diversify suppliers “so that we never make ourselves dependent
on one firm” in 5G. But “I think it is wrong to simply exclude someone per se,” she says.

Merkel attends a football match to promote the integration of child migrants and refugees in Berlin in 2018 © Sean Gallup/Getty

The rise of China has triggered concern over Germany’s future competitiveness. And that economic
“angst” finds echoes in the febrile politics of Ms Merkel’s fourth term. Her “grand coalition” with
the Social Democrats is wracked by squabbling. The populist Alternative for Germany is now
established in all 16 of the country’s regional parliaments. A battle has broken out for the post-
Merkel succession, with a crop of CDU heavy-hitters auditioning for the top job. Many in the
political elite worry about waning international influence in the final months of the Merkel era.
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Press Release, Nokia, Nokia showcases its end-to-end 5G leadership with new 
Future X Lab in Finland (Sept. 24, 2019)



Nokia showcases its end-to-end 5G 
leadership with new Future X Lab in 
Finland 
Press Release 

24 September 2019 

Espoo, Finland – Nokia today opened a 5G Future X Lab at its global headquarters in 
Espoo, Finland, enabling customers to experience Nokia’s full end-to-end portfolio of 5G 
equipment, software and services. The Lab will enable communications service 
providers, enterprises and infrastructure providers to learn and understand the techno-
economic power of a 5G end-to-end network to better serve their customers and 
unleash new value. 

The Lab will showcase the strength of Nokia’s 5G end-to-end capabilities with live 
hardware, software and full network slicing, all under seamless digital operations 
control. The Lab will also include an “Experience Zone” where customers will see 
demonstrations of Nokia technologies and innovations. 

In addition to serving Nokia’s 5G customers, the Espoo Lab will also provide an 
innovation platform for internal Nokia research, prototype development and testing, as 
well as enable engagement with the wider research and innovation ecosystem. 

Marcus Weldon, Nokia’s Corporate Chief Technology Officer and President of Nokia 
Bell Labs, said: “The Future X Lab is an extensive build-out of a 5G end-to-end network, 
enabling customers to explore how a dynamically reconfigurable and automated 
network can increase network performance in areas of latency, capacity, reliability and 
security while reducing total cost of ownership. This new state-of-the-art facility is an 
extension of our Future X Lab in Murray Hill, NJ, and will enable us to better serve 
European customers and innovate with key industrial verticals. 

“We look forward to hosting customers from around the world at either Lab to 
experience network slicing and learn firsthand how our 5G end-to-end network 
architecture will help them create new economic value.” 

Nokia last year outlined its Future X network architecture for 5G, which includes 
products such as high-capacity 5G New Radio, core and SDN-controlled 'Anyhaul' 
transport, becoming the only 5G vendor with a truly end-to-end portfolio available 
globally. More than half of Nokia’s 48 commercial 5G contracts include more than radio 
access from the end-to-end portfolio. 

https://www.nokia.com/about-us/news/releases/2019/09/24/nokia-showcases-its-end-to-end-5g-leadership-with-new-future-x-lab-in-finland/



According to a study from Nokia Bell Labs Consulting, a 5G end-to-end network with an 
integrated solution from a single prime vendor can reduce total cost of ownership (TCO) 
by more than 20 percent and decrease time to market by at least 30 percent, compared 
to multi-vendor solutions. 

The Future X Lab in Espoo is a live end-to-end network and application lab for the 5G 
era where visitors can see real consumer, enterprise and industrial scenarios unfold in a 
myriad of simulated and physical environments, all orchestrated on a single network 
managing individual network slices. Visitors will be able to compare the performance of 
a Nokia end-to-end 5G network against existing networks, clearly demonstrating the 
advantages of the Future X network architecture in key performance and economic 
metrics such as latency, reliability, availability, security and TCO. 

Highlights of the Lab include:  

• Service and Slicing Operations Center: The center quantifies the value of Nokia’s 
end-to-end portfolio through live network configurations in different industrial 
automation and consumer use cases, and dynamically models resulting 
performance and TCO metrics in real time, revealing the clear operational and 
economic advantages. 

• Massive Scale Access: Massive throughput and capacity are the muscles behind 
5G era services, with 5G New Radio, Ultra-Reliable Low Latency Communication 
(URLLC) and massive Machine Type Communications complemented with fixed 
access solutions serving as the enabling forces behind the 4th industrial 
revolution. 

• Universal Adaptive Core: An agile, access technology-agnostic adaptive cloud-
native core for decentralized network architectures allows operators to deploy 
dynamic, on-demand high-bandwidth services across diverse access 
technologies. 

• Programmable Network Operating System: Manually configured, static and 
closed networks have run their course. The new network operating system will 
create, optimize and maintain end-to-end network slices for differentiated 
services and TCO gains. This will evolve from rules-based solutions and move to 
true zero touch enabled by AI across the network. 

• Digital Value Platform: This will allow industries to better perceive, understand, 
control, and automate the physical world, creating new network-agnostic tools to 
enable novel services and applications. 

• Dynamic Data Security: The next industrial revolution will require a concurrent 
revolution in security. Multi-layer safeguards, driven by machine learning, 
network programmability and enhanced by ASICs customized for security will 
provide protection from the vulnerabilities of today and tomorrow. 

The Future X Lab in Espoo is an extension of the Future X Lab opened last year at 
Nokia Bell Labs headquarters in Murray Hill, N.J. The two Labs are seamlessly 
connected to demonstrate true global interworking and network slicing, with the widest 
variety of use cases, run locally or remotely – a continent away. 



Nokia and Nokia Bell Labs continue to be chief contributors to 5G technologies and its 
development as a standards-based technology. Nokia Bell Labs has pioneered key 5G 
innovations, including millimeter wave and massive MIMO, among others. 
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Samsung, Driving a connected world through 5G



5G for Business: Samsung’s vision & commitment 
Picture artificial intelligence (AI) applied to everyday life. Picture IoT, smart cities and 

connected vehicles that are safer because they can communicate with each other and with their 

surroundings. Picture all of your data and services fully accessible, anytime and anywhere. That 

picture of a fully connected world of connected devices is why Samsung has been making big 

moves in 5G networks and technology, which will become the connective tissue for a new 

connected lifestyle. And it’s why we’ve been investing in companies that give us even greater 

ability to navigate the 5G future. 

We’ve also made an important commitment: All of our devices will be IoT-enabled—and 

intelligent—by 2020. In fact, we’re ahead of schedule: 90% of our devices are already IoT-

enabled. With blazing 5G speed, minimal latency, and massive connectivity, 5G networks will 

transform the way we live, work, get around and more. 

5G networks will bring access to content 
and connectivity wherever, whenever

https://www.samsung.com/us/business/solutions/topics/5g-networks/

https://www.samsung.com/us/business/solutions/topics/iot/


   
Using 5G technology, you’ll be able to stream multi-player VR games and 8K video 

content simultaneously from the cloud to their mobile device, or even a moving vehicle. 
 

First responders will be able to utilize 5G networks to send robots into burning 
buildings—complete with sensors and HD cameras—to locate people in need of rescue. 

Local leaders will be able to make communities smarter using 5G-enabled sensors to 
report instant data on traffic, environmental conditions and public safety. 

 
People will be able to connect and interact simultaneously on a mass scale so that 
stadiums can offer enhanced fan experiences (customized 4K video, alternate field 

angles, and VR streaming) at sporting events. 
 

We successfully demonstrated 5G in 
millimeter wave spectrum in 2012 and 

have continued to achieve new 
milestones on the path to 5G 

commercialization 
 
Samsung: a history of world firsts 
2012 
• 5G millimeter wave demonstration 
  
2014 
• World’s first 5G millimeter wave mobile technology 
• Post OFDM (QAM-FBMC) 
• SWSC technology research 
• World’s 1st 5G data transmission at highway speeds 
  
2015 
• Demonstrated trio of 28 GHz technology development at MWC 
• Low latency network technology development 
  
2016 
• 20 GHz technology showcase with DT 

https://www.samsung.com/us/business/solutions/topics/5g-networks/



• Verizon HQ 5G indoor and mobility tests 
  
2018 
• World’s first end-to-end 5G FWA commercial solution 
• World’s first regulatory approval of 5G millimeter wave equipment given by US Federal 
Communications Commission 
 

 
 

5G speed: Built on a legacy of innovation 
• With 2G, we helped put the phone in your pocket. 
  
• With 3G and 4G, we put the internet in your pocket. 
  
• With 5G technology, we’ll put wireless fiber into your pocket, but also in your car, your home, 
your office and across your city. Up to 100x faster than 4G and with super-low, 1ms latency, 5G 
wireless technology can support up to a million devices per square kilometer and will usher in 
the next generation of mobile networking—a world in which everything has fast, instantaneous 
connectivity. 
 

https://www.samsung.com/us/business/solutions/topics/5g-networks/
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